“I want my money back!”
Limiting Online Password-Guessing Financially

Maximilian Golla
Horst Gértz Institute
Ruhr-University Bochum
Bochum, Germany

maximilian.golla@rub.de

ABSTRACT

Online password guessing attacks are a serious threat to the
integrity of online accounts. A common defense is rate-
limiting, either by slowing down or blocking connections,
or by requiring CAPTCHASs to be solved. Either of these
options has serious drawbacks, facilitating denial of service
attacks, being circumventable by proxies and CAPTCHA
solving services, and offering bad usability to the legitimate
user. Furthermore, guessing attacks are becoming increas-
ingly easier, fueled by recent data breaches containing sev-
eral hundred million credentials from famous websites.

In this work-in-progress report, we propose an opt-in deposit-
based approach to rate-limiting that tackles online guessing
attacks. By demanding a small deposit for each login at-
tempt, which is immediately refunded after a successful sign
in, online guessing attackers face high costs for repeated un-
successful logins. We provide an initial analysis of suitable
payment systems and reasonable deposit values for real-
world implementations and discuss security and usability
implications of the system.

1. INTRODUCTION

User authentication is an essential requirement for modern
websites as more and more access-controlled services move
online. Passwords are widely used for user authentication in
today’s web services, but human-chosen passwords are far
from being secure. Even worse, recently data breaches con-
taining several hundred million credentials from famous web-
sites like Yahoo, MySpace, LinkedIn, Twitter, Dropbox, and
VK became public [16]. Consequently, traditional password
guessing accelerated by password reuse checking is used by
attackers for account takeover [25]. In a password-guessing
attack an adversary (i) guesses a password, (ii) verifies its
correctness, and (iii) repeats the steps until the correct pass-
word is found. Usually, attackers can only try a limited
number of guesses from a single IP address to avoid rate-
limiting. NIST [5, 20] proposes to limit the number of al-
lowed login attempts to 100 within a period of 30 days. Us-
ing proxy servers, the Tor network, or botnets allows the
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attacker to circumvent these rate-limiting mechanisms. Es-
pecially, CAPTCHA-based rate-limiting [39] is frequently
used, but can often be neutralized by the use of automatic
solving services [31].

We propose a deposit-based rate-limiting approach that re-
quires a deposit before one is able to login. After paying, the
actual authentication procedure takes place, i. e., by entering
a password. Honest users can expect an immediate refund
after the login succeeded. In contrast, malicious attempts
by guessing online attackers are not refunded. We follow an
opt-in approach that allows a partial roll-out. Such systems
rely on the availability of common, instant, and cheap mi-
cropayment technologies. Recent developments [8, 28, 32] of
blockchain-based payment systems that offer the ability to
close smart contracts [38] and their browser integration [12]
enable real-world implementations.

Specifically, our contributions include: (i) A novel rate-limiting
approach based on paying a deposit before being allowed to
log in. (ii) A description of the preconditions for a payment
system and initial discussion of parameter choice. (iii) An
initial discussion of the security and usability implications
and the overall practicability of such a system.

2. RELATED WORK

Closest to our proposal is a system referred to as “pay-
ment(s) at risk” proposed by Abadi et al. [1] in 2003 that
tries to prevent unsolicited emails (spamming). Its main
idea has also been suggested for spam prevention in VolP
networks (SPIT) [10, 33]. In contrast to those proposals, we
follow an opt-in approach that allows a partial roll-out.

Alsaleh et al. [2] analyzed login protocols designed to hin-
der online guessing attacks. In their work, they describe a
new login protocol that uses CAPTCHAs and evaluates the
requesting source IP and the existence of cookies, which is
more restrictive against online guessing attacks, while safely
allowing a large number of failed attempts for legitimate
users. Freeman et al. [17] studied a more evolved account
takeover protection mechanisms, which evaluates a broad
range of cues from traffic, browser, and usage fingerprinting
to measure user authenticity. In the case of a suspicious
login attempt, they re-enforce the login by challenging an
additional security question.

Schechter et al. [36] tries to limit the number of weak ac-
counts but can not prevent the consequences of password
reuse by deploying a service-specific password composition
policy that rejects too popular passwords.



Herley and Floréncio [23] suggested creating a large number
of fake credentials that will lead to honeypot sessions, which
are derived from real user data with fake identification in-
formation. Zhao and Mannan [42] proposed giving access to
a bogus session containing non-valid user data, if an incor-
rect password was used. This way legitimate users can be
relieved from solving CAPTCHAs, while attackers need to
learn how to tell fake and real sessions apart.

Online guessing attackers were studied in the context of
personal knowledge questions [4, 35, 34, 21] and password
guessing [2, 3]. The security threat of targeted online guess-
ing attacks was analyzed by Wang et al. [41]. They found
current security mechanisms to be ineffective against such
attacks. Some proactive users adopt password managers [7,
29] that can generate long random passwords with no reuse.
Furthermore, the introduction of low-effort two-factor au-
thentication [26, 9] can help to enhance account security.

3. DEPOSIT-BASED RATE-LIMITING

In the next section, we describe the adversary model and
the basic construction of the rate-limiting idea.

3.1 Adversary Model

We consider an online trawling attacker [4], i.e., attacks
where an adversary is interested in the takeover of any ac-
count. (In contrast, in a targeted attack the adversary is
focused on a single specific target [41]). We assume the
attacker is financially limited in some form: Either one is
trying to profit from the attack by selling data on an under-
ground market, or one is hacking “for fun” but with a limited
budget. Stealing credentials is only a first step in the error-
prone process of abusing accounts for financial gain. Spend-
ing too much money becomes unappealing when accounts
are on sale at 5 percent of their actual monetary value [13].
Specifically, our countermeasure can be calibrated to make
the account takeover-and-resale business uneconomic, as it
renders this class of attack more expensive. We discuss the
focus on the adversary in the following.

Websites have deployed countermeasures to discourage naive
online password guessing. These include limiting the num-
ber of incorrect password entries before locking an account;
and increasing the number of guesses required with pass-
word strength meters and password composition policies to
encourage users to choose more secure passwords. Trawling
attackers are well known in the context of, e.g., answering
personal knowledge questions [4, 35, 34, 21] or guessing pass-
words [2, 3] by giving, for example, the most likely answer
based on population-wide statistics. In an online password
guessing scenario an attacker is able to exploit the password
reuse problem by trying out leaked credentials of website A
on another website B. This way, trawling attackers in combi-
nation with password reuse pose a more serious threat to the
security of the users, than just guessing the most common
passwords, which are often blacklisted [14, 22].

Our proposed countermeasure is independent of specific guess-
ing techniques. Whether the attacker guesses common pass-
words or abuses a password leak to make more specific guesses,
our countermeasure tackles what all trawling online guessing
attacks have in common: they aim to cover a large number
of accounts from many different users. An attacker might
still succeed against some accounts, but the overall budget
required per account will be higher.

3.2 Description

Our basic idea is to require a deposit before the website
accepts a login request. Honest users (entering the correct
password) can expect a refund of the deposit after the login
succeeds. In contrast, malicious guessing attempts (that test
the wrong password) are not refunded. This way, honest
users will not actually pay money, whereas trawling online
guessing attackers must face high costs for repeated login
attempts.

3.2.1 Enrollment

There are no adaptations of existing account registration
systems required. Instead, we envision it as an opt-in ad-
ditional layer of security to one’s account similar to mecha-
nisms like “2-Step Verification” [18]. The website may also
offer a relaxation of other security mechanisms (such as
CAPTCHA-based rate-limiting or risk-scores) if a user opts-
in. The user will need a micropayment account and suitable
browser extension. These are presently offered in the Brave
browser, for example. When enabled, the site operator will
ask for a deposit, whenever someone tries to sign into the
account from an unfamiliar computer.

3.2.2 Authentication

The authentication phase is extended by one additional step
as follows. The complete process is visualized in Figure 1.
After providing a username, we ask for a deposit before the
user is able to proceed to the password entry form. i) In
the case, the payment is not authorized by the user or not
received by the website the authentication process does not
start. ii) In the case the deposit payment is authorized by
the user and received by the website, the user is allowed
to authenticate by, e.g., entering a password. A successful
authentication leads to a refund of the deposit made; un-
successful attempts can be repeated at the cost of another
deposit. Recent work by Chatterjee et al. [6] shows how to
protect users against typos and careless mistakes and pre-
vents unforeseeable debts.

We discuss the requirements for a suitable payment system
in Section 4.1 and provide an estimation of reasonable de-
posit amounts in Section 4.2.

3.2.3 Fallback Authentication

In cases where password recovery by, e. g., out-of-band com-
munication like email, is required to reset the primary au-
thenticator, we follow the standard behavior. Thus, a user
is allowed to reset the password without any charge or re-
quirement to pay a deposit. This way, a forgotten password
will not result in any disadvantage for the user. We discuss
possible implications of refunding accumulated deposits (in
the case of past typos) in Section 4.

4. DISCUSSION

Next, we discuss options for payment systems and pricing
schemes for the proposed rate-limiting approach, as well as
benefits and challenges for security and usability.

4.1 Payment System

In the following, we discuss requirements a payment sys-
tem should fulfill to be suitable for this deposit-based rate-
limiting approach.

Viewed as a financial instrument, the fundamental concept
of the proposed rate-limiting approach is related to ideas



Hi John

8 john.doe@example.org

Deposit
Enter your password
Receipient: Website Inc. on behalf of John Doe.

APPROVE PAYMENT

(a) Step 1: Deposit

Hi John

8 john.doe@example.org

Deposit is required to continue.
Amount: $0.01

Forgot password? Forgot password?

(b) Step 2: Authentication

[ <] )
Hi John

8 john.doe@example.org

Wrong password
Another deposit is required to try again.
Amount: $0.01

Receipient: Website Inc. on behalf of John Doe.

APPROVE PAYMENT

(d) Incorrect: No refund

o =
n © Your deposit of $0.01 has been refunded.

Forgot password?

(c) Step 3: Refund

Figure 1: After providing a username, one is requested to pay a deposit. Once the deposit has been received,
one is able to authenticate (i.e., by entering a password). After successful authentication, the deposit is
refunded. If the authentication is unsuccessful (i.e., by entering a wrong password), the deposit is not
refunded, and every additional attempt will require the payment of another deposit.

from financial engineering [24]. In this system, the user pays
a deposit in exchange for the right to submit a password for
some fixed interval of time. Here, the funds are held in es-
crow for the handful of seconds it takes to provide a primary
authenticator (i.e., typing a password) and then quickly re-
turned or forfeited as the credential is accepted, rejected,
or the interval of time expires. Observe that well-known
financial engineering concepts like elastic pricing allow the
system to respect concurrent logins: you can have as many
simultaneous login attempts as you like, but each will require
another deposit and the price can be adjusted accordingly.
There is, therefore, a financial disincentive for a population-
based guessing attacker.

Our proposal assumes there is a workable payment system
that is real-time, private, widely-accepted, and free of trans-
action fees. There are multiple proposals [28, 32, 8] that
can be the foundation to implement the deposit-based rate-
limiting with blockchain technology and smart contracts. By
allowing transactions off-blockchain with the confidence of
on-blockchain enforceability, they feature instant payments,
scalability, and suitable transaction fees. However, a broad
adoption of such systems remains a deployment challenge.

4.2 Pricing

Our fundamental aim is to increase the trawling attacker’s
cost while imposing practically zero additional net cost to
the honest user. The advantage of a financial engineering
approach is that the degree of protection can be calibrated
according to the account’s value. Pricing should account for
both user’s and attacker’s perception of value, while volatil-
ity should account for attacker activities.

Stolen accounts have a definite resale value on underground
Darknet sites. As expected, the asking price varies based
on the type of account [37] and many other factors. At one
extreme, 160 million LinkedIn account credentials may be
purchased for a few thousand dollars [15]. Beyond this direct
resale market, the attacker could use an account as part of
a larger scheme to steal financial assets, to facilitate the
takeover of other accounts (such as email used for fallback
authentication).

For the user, accounts have other intangible value. Espe-
cially on social networks, these represent an online reputa-
tion with relationships that could be harmed. As social net-
works are now commonly also used by corporate marketing
departments, the attacker could damage a corporate brand.
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Figure 2: Static price simulation considering a trawl-
ing attacker with perfect knowledge of the distribu-
tion. We simulated an attack scenario against 1 000
accounts with two deposit prices (1 and 1/2 cent),
and increasing resell values between $0.70 and $1.20.

Users commonly also have an emotional attachment to their
online accounts as a result of the investment of time.

We prioritize black market value, as it gives a range of con-
crete financial values for stolen accounts. Our aim, then, is
to increase the attacker’s cost of goods sold.

First, we consider a static pricing for deposits. Suppose the
attacker needs n guesses on average to take over an account
with resale value r. To eliminate the profit potential, and
ignoring transaction costs, we set the deposit per guess d so
that nd > r. The resale value will vary over time and by ac-
count, so for higher-value accounts, d will need adjustments
as new data arises.

We simulated an online trawling attacker with perfect knowl-
edge of the password distribution (guessing only correct pass-
words in the perfect order) against 1000 accounts. The sim-
ulation samples 1 000 passwords at random from a top 10 000
most commonly used password distribution . Our sample

1Our approximation of the top 10000 most common pass-
words is derived from a weighted combination of the Rock-
You (32M), 000Webhost (15M), and LinkedIn (163M ac-
counts) password leak.



of 1000 passwords consists of 806 unique passwords. Note,
real-world attackers can only approximate the correct distri-
bution (which is influenced by different factors). Thus, we
provide a lower bound on the security offered by the rate-
limiting mechanism. Real-world account values differ from
one service to another and can only be described in price
ranges, e.g., a Gmail account is reported to be worth be-
tween $0.70 and $1.20 [37]. We tested two different static
deposit pricing values, namely 1/2 cent and 1 cent per login
attempt. As one can see in Figure 2 even if the highest resell
value of $1.20 and a deposit of 1 (1/2) cent is assumed, no
more than 15 (60) guesses can be made before the guessing
attack becomes uneconomic.

So far we have discussed static pricing, where the deposit
value is fixed system-wide. One can also consider basing the
deposit price on the value/risk of the individual account,
with the obvious questions how to rate the value or risk
of the account, how to treat changing values of the account,
and more. Another condition for dynamic prices is past login
behavior, and specifically, the number of past failed logins
(as a rough estimate for the risk of the current login). This
would hardly affect an honest user making a typo once in a
while, but increase cost for a guessing adversary. However,
some potential problems arise from this dynamic pricing, as
it may incentivize phishing attacks (where the phisher could
require a high deposit), and may be used for a denial of
service attack.

Another design choice we made is refunding the deposit for
the current login only; one could additionally refund all de-
posits for previous failed attempts. This would have two
major effects: A guessing attack that is eventually success-
ful would be without cost (but the typically larger share
of unsuccessful attacks still carry cost), and an honest user
making a typo would ultimately not pay for the typo. Ad-
ditionally, the honest user would financially profit from un-
successful attacks. Similar to authentication systems that
only allow a specific number of authentication attempts, one
might implement partial refunds, e.g., refunding the last 3-5
failed login attempts only. We didn’t further pursue these
questions for this initial report to simplify the analysis.

4.3 Security and Usability

Login interfaces of major consumer websites such as Google,
Microsoft, and Yahoo separate username and password fields
onto different pages. This change facilitates multi-step au-
thentication and permits the use of new solutions that com-
plement traditional passwords [11], creates a more consis-
tent sign-in process between desktop computers and mobile
phones, makes the sign-in process faster [19], enables sign-
in-classification [17], and allows implementation of federated
identity schemes like OpenID Connect (OIDC) [40]. The
proposed rate-limiting system would add a step to integrate
the browsing session with a micropayment transaction and
could also be included in federated identity solutions. The
user’s micropayment wallet will prompt for a payment ap-
proval. While a detailed discussion on pseudonymity and
blockchain-based cryptocurrencies is beyond the scope of
this paper, the Brave browser [12] demonstrates bitcoin-
based micropayments integrated into a browser.

Usability issues and attacks on micropayment wallets [27]
are a general threat against our idea. However, we would ex-

pect that a tightly integrated micropayment solution specif-
ically adapted for the application scenario can overcome
these usability problems.

A conceptual problem is that phishing attacks may now
even get financially incentivized. We conjecture that for
the very moderate deposits around 1 cent, which we pro-
pose to use, the overall cost of setting up and maintaining
the attack is too high to justify the attack. Furthermore, the
pseudonymity of many suitable payment schemes increases
the risk for the phisher to get caught by tracing the received
payments. (Additional care must, however, be taken when
requiring higher deposits or using dynamic pricing.)

Adding another requirement to the login process may de-
crease usability. However, at the same time we expect other
security measures to be eased, e.g., a service can disable
CAPTCHA solving for opted-in accounts, thus remove fea-
tures that do not add any security but negatively affect the
user experience [26, 9]. Also, the system would only be ac-
tive after explicit user consent. To prevent abuse of the fall-
back authentication technique used, it needs to be as secure
as the primary authentication in its resistance to guessing
and phishing attacks.

We encourage to minimize the number of unsuccessful lo-
gins by the user caused by mistakes, not to inspire to pick
simpler passwords and promote password reuse as a con-
sequence. Therefore, a system that securely corrects com-
mon typographical errors on behalf of the user [6] and other
mechanisms like an option to display the password in plain
text [30] could be implemented. Also, the deposit value
could be reduced if the user picks a more complex password
or adopts other security-conscious behaviors.

S. CONCLUSION

This paper presents a new deposit-based rate-limiting ap-
proach seeking to thwart trawling online guessing attacks.
While the underlying concept is easy to follow, there are
many security and usability as well as payment system-
related implications that need to be considered and addressed
in more detail. Once the requirements for a suitable pay-
ment system can be fulfilled, we recommend further investi-
gations, simulations, and user studies to test the approach
in the real-world.
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