| Australian
rfh_, AT@. Natlonal Australia’s National Science Agency

ey University

Is It a Trap? A Large-scale Empirical Study And
Comprehensive Assessment of Online Automated
{Privacy Policy Generators} for Mobile Apps

Shidong Pan Dawen Zhang Mark Staples
CSIRO’s Data61 & ANU CSIRO’s Data6l & ANU CSIRO’s Data61
Zhenchang Xing Jieshan Chen Xiwel Xu Thong Hoang

CSIRO’s Data61 & ANU CSIRO’s Data61 CSIRO’s Data61 CSIRO’s Data61

Scan for fuII paper
USENIX Security 2024, 14-16 August 2024, Philadelphia PA USA



Examples of privacy policies

00 Meta

Privacy Center

_‘ Manage your accounts

@
Q

Accounts Center

Privacy Center home

Search

Privacy Policy

What is the Privacy Policy and
what does it cover?

What information do we
collect?

How do we use your
information?

How is your information
shared on Meta Products or
with integrated partners?

How do we share information
with third parties?

How do the Meta Companies
work together?

How can you manage or
delete your information and
exercise your rights?

How long do we keep your
information?

Privacy Policy
What is the Privacy Policy and what does it cover?

Effective December 27, 2023 | View printable version | See previous versions
" Highlights v

We at Meta want you to understand what information we collect, and how we use and share it.
That’s why we encourage you to read our Privacy Policy. This helps you use Meta Products in
the way that’s right for you.

In the Privacy Policy, we explain how we collect, use, share, retain and transfer information. We
also let you know your rights. Each section of the Policy includes helpful examples and simpler
language to make our practices easier to understand. We've also added links to resources
where you can learn more about the privacy topics that interest you.

It's important to us that you know how to control your privacy, so we also show you where you
can manage your information in the settings of the Meta Products you use. You can update
these settings to shape your experience.

Read the full policy below.

What Products does this policy cover? >

Learn more in Privacy Center about managing your privacy >

What information do we collect?

" Highlights v

P 1 P l i
This is the general privacy policy of my applications which is applicable to all the apps that I have on Google Play Store.

Privacy Policy explains:

What information we collect and why we collect it
How we use that information.

“The choice we offer, including how to access and update information
Important:

Al the permissions mentioned below arc made us opfional, that is, it is NOT mandatory for users to give thesc permissions for the apps to work. However, in case if the user wants to
‘customize the apps, then they need to give these permissions.

We do NOT collect any information about user account or user location or any such information. No personal information of User is obtained or stored anywhere.
Permissions:
‘The permissions that the app requircs are explained in cach application. As mentioned above NONE of these permissions are mandatory.

For any further queries, please do email me at developer contact email address

Facebook/Meta
> 20,000 words
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The privacy policy is the pivot of
current software privacy ecosystem

Developers

D (_m_l Regulation-driven

Privacy Policies

4 r-centr
... User-centred
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The privacy policy is the pivot of
current software privacy ecosystem

Developers

& ( Regulation-driven)

D m

Privacy Policies

\- | J

L 4 r-centr
... User-centred
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Privacy Policies are commonly problematic!

POLIGRAPH: Autnmated Prwacy Pollcy Analysis

- n

Detection of Inconsistencies in Privacy Practices of

Hao | )
o Browser Extensions
https:/fiwn
Scrutinizing Privacy Policy Compliance of
v".t.nl DAawucasn I Acrnintnwmt Avean
Aés!mcl—%ll major . . .
proide sddiionst B¢ Fuman Xie Polisis: Automated Analysis and Presentation of
during their web browsi [Unj i f land . . . .
" A e Privacy Policies Using Deep Learning
Suwan Li Hamza Harkous, Ecole Polytechnique Fédérale de Lausanne (EPFL);
Nanjing University Kassem Fawaz, University of Wisconsin-Madison; Rémi Lebret, Ecole Polytechnique Fédérale

China de Lausanne (EPFL); Florian Schaub and Kang G. Shin, University of Michigan;
Karl Aberer, Ecole Polytechnique Fédérale de Lausanne (EPFL)

https://www.usenix.org/conference/usenixsecurity18/presentation/harkous
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otivation (1/3)

Where did those
problematic privacy
policies come from?
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Privacy Policy

cometa

Privacy Center
B Manage youraccounts

@ Privacy Conter home

Q Searcn

Pupose The Persnal formsticn We Celet

Information we collect and hold

Privacy Policy
Whatis the Privacy Policy and what does it cover?

Hightights

Hamza Games Online SERVICES PRIVACY NOTICE

Lastupdated: Ay

This notice explains how Hamza Games Onfine Corporation (referred

o2 “we” in this notice) collect,stores; uses, or othenwise processes

the personal data of er ervices as defing

(referred to as *you" in this notice), and what rig

are processng yourpersonl data

| DATA I



otivation (2/3)

= & Google Play Console Q  Search Play Console ® ® Data Safety Report Generator (&
GD Deep links

< App content

Quality Privacy policy

@ Ratings and reviews

4© Android vitals Add a privacy policy to your Store Listing to help provide transparency about how you treat sensitive user and device data. Learn more

You must add a privacy policy if your target audience includes children under the age of 13. Check the user data policy to avoid common

violations.
Monetise
» E  Products Privacy policy URL
U Price experiments Enter a URL, for example https:/example.com/privacy

™  Promo codes
’ @ Financial reports

533 Monetisation setup

Policy and programmes

@ Policy status

@ App content

@ Teacher approved
© 2024 Google - Mobile app - Status Dashboard - Terms of Service - Privacy - Developer Distribution Agreement

Developers publish and manage their apps in the Google Play Console. -
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Motivation (3/3)

1. They may copy-paste-modify

.&. existing privacy policies, ad-hoc.
Citizen
developers
most
| citizen developers 2. Ask ChatGPT to generate one.
' do not have
legal support!
e
E] 3. Maybe something else?

Legal knowledge

and resource
% | DATA I

8 | Automated Privacy Policy Generator | Shidong Pan



Online Automated Privacy Policy Generator (APPG)
as the Solution

Privacy Policy Generator

What kind of personal information do you collect from users?
Click all that apply

Email address

First name and last name

Phone number

Address, State, Province, ZIP/Postal code, City

Social Media Profile information (ie. from Connect with Facebook, Sign In
With Twitter)

Others

Select additional information you collect from a device
(mobile/tablet)

Skip selecting an option if none apply to you
Location (GPS)
Phonebook (Contacts list)

Camera (Pictures)

DATA

I 61
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Online Automated Privacy Policy Generator (APPG

App Name
l Please provide an App Name! l
CATEGORIES l
A war Contact Information
= e o8, @ Personally Identifiable Information
Advertining servinginras 4 | © g @ | 2 '
Anatytics "
1plusx [ 5 )
Backup saving and management & R Al Type
Beta Testing s 3 @ oo e ]
© 33cro o P Select app type v
Buikding and running @1th. !
Cotlction of privacy-rea @ ¥ Contact form Mobile 0S
Commercial lation » b ‘ Select mobile 0S v
Cannscting Dsta 3 |9 [~ B - -
- Policy Effective Date
Gontacting the User 7 O aam @ -
Content commenting s | © apen + | 05/06/2023 [m]
Content performance and fe . + OwnerType
Oata transter outside ot ¢ < o o | Select owner type v
Data transter outside the EU . Y s —
(a) #1 lubenda, Ul-mode (b) #2 App Privacy Policy Generator, questionnaire-mode
Privacy Policy IEEEE  ew vocument e ot xa
pons st cotect ety * (ot o New s iing s Crl s Prore et nloment 1 O
= Search results for “Privacy Policy” (84) 6 "Moble Anp Privacy Policy X
Hm— v )
" t——
Uamg s 4 PTE———
e o e
ks e s e ey e
3 =
sy
s o.iz:n:::mm.mm
S o e | T O S

(c) #3 Termly, questionnaire-mode (d) #10 Lawpath, document-mode OATA
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Methodology

AN
Apps dataset
- Google Play Store
- AndroZoo (metadata)

AN
APPGs dataset
- Google search engine
- Crowd-knowledge platforms

Data Collection

Observed issues

- Missing and unavailable privacy policies

- Low quality privacy policies
- Language non-localization

A

~

Preprocess apps data

- Crawl apps from Google Play Store
- Remove apps without a privacy policy link
= Download privacy policies

s

Preprocess APPGs data

- Select APPGs applicable for mobile apps
- Design 3 synthetic apps
L~ Generate privacy policies for synthetic apsz

Crawled Privacy
Policy Collection

Generated Privacy

/ RQ1: APPGs evaluation \

- Features & Characteristics
- Extent of data use

RQ2: Market penetration

- Fingerprint Keyword Searching

- Document Similarity Analysis

RQ3: Privacy policy analysis

Policy Collection

Data Processing

11 | Automated Privacy Policy Generator | Shidong Pan

- Compliance aginst regulations
- Permission coverage analysis

K Contradiction analysis

2/

Data Analysis
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RQ1: The Characterization of APPGs

Create custom service

CATEGORIES

All

Access to third-party acco.

Advertising

Advertising serving infras.

Analytics

Backup saving and management

Beta Testing

Building and running @i(thi

Collection of privacy-rela.

Commercial affiliation

Connecting Data

Contacting the User

Content commenting

Content performance and fe.

Data transfer outside of t

Data transfer outside the EU

129

fabulous-deals.com
152 Media

1Agency

1plusX

2Checkout
33Across

360 E-Com

3BMeteo widget

42 Ads

4Dem

4Dem Landing Page Builder
4Dem Marketing Automation

e

t form

Facebook acc
Facebook Lik
28 Google Analy.
@ Google Analy
® Google Fonts
© Google Maps
® Google Tag M
© Mailing list.

¥ Twitter Twee.

Services added

¥ Contact form

New Document

* Favouries Popular New business Existing business Online business Personal matters Employment 8 HR - Others

Search results for “Privacy Policy” (84] 6

GOPR Privacy Policy

Employee

7z Mobile App Privacy Policy

information Se

Socurity Policy [Cybersecu

Annual Leave Policy

Mobile App Privacy Polcy

B Done lnunder Smintes Lt updated 17 Mar 2023

© Sutable for 8 Autratan states and termiones

AMobie
s people.
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RQ1: The Characterization of APPGs

Table 2: The characterization of 10 APPGs on 10 differefit dimensions.

&
& o o S
# and APPG Name & & & & &
O Y .*\Qaﬂ Qé}
&
@0
#1 Iubenda L 0 [ L [ ] [ ] ® L] ] O
#2 App Privacy Policy Generator © O @] @] © (@) ©) O O ]
#3 Termly [ ] L)) [ ] [ ] [ ] [ ] [ ] @] O [ ]
#4 Privacy Policies © © @] © [ ® ® © O @]
#5 App Privacy Policy O o O O [ ] @) Q 9 O ©
#6 Privacy Policy Online © ©) O O [ ] @) O O O ©
#7 Terms Feed © © © © [ ] (] [ ] O O O
#8 Website Policies ] [ ] © ] [ ] ® ® O © @)
#9 Free Privacy Policy 0 @] @] © [ ] ® ® O @] O
#10 Lawpath @] @] [ ] O © @) O O O ©
O: low level / does not support; @©: intermediate level / partially support; @& high level / fully support
7~
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RQ1: The Characterization of APPGs

Table 2: The characterization of 10 APPGs on 10 diffefent dimensions.

3
& & & &
‘5@0 v\\{" & ‘;?\ﬂ %QQQ < %QQQ 's*{é
# and APPG Name N 4'&" S & <% Q & G & &
Q,“0 6}9 ‘@ oS Q& S N & O i *\Qéﬂ &
@4_@ o & Qso\\ » -

#1 Iubenda L 0 L] L [ ] [ ] ® L] ] O

#2 App Privacy Policy Generator © O O @] © @) ©) O O °

#3 Termly [ ] L)) [ ] [ ] [ ] [ ] [ ] @] O [ ]

#4 Privacy Policies © © @] © [ ® ® © O @]

#5 App Privacy Policy O o O O [ ] @) Q 9 O ©

#6 Privacy Policy Online © ©) O O [ ] @) O O O ©

#7 Terms Feed © © © © [ ] (] [ ] O O O

#8 Website Policies ] [ ] © ] [ ® ® O © @)

#9 Free Privacy Policy 0 @] @] © [ ] ® ® O @] O

#10 Lawpath @] @] [ ] O © @) O O O ©

O: low level / does not support; @©: intermediate level / partially supportl§l @: high level / fully suppo
~
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RQ1: The Characterization of APPGs

Table 2: The characterization of 10 APPGs on 10 different dimensions.

N o $ &
~ ) Q
N ,e\\\ & -\\ﬁ QQ
> > N 24 G ol > )
# and APPG Name S W \* ¥ , ¥ 3 $
NG

&F * Na &
#1 Iubenda ] © [ ] [ ] [ ] ® [ ] [ ] L J @]
#2 App Privacy Policy Generator © O O @] © @) ©) O O °
#3 Termly [ ] © [ ] L] [ ] (J ([ ] O O [ ]
#4 Privacy Policies © © @] © [ ® ® © O @]
#5 App Privacy Policy O o O O [ ] @) Q 9 O ©
#6 Privacy Policy Online © ©) O O [ ] @) O O O ©
#7 Terms Feed © © © © [ ] (] [ ] O O O
#8 Website Policies ] [ ] © [ ] [ ® ® O © O
#9 Free Privacy Policy 0 @] @] © [ ] ® ® O @] O
#10 Lawpath @] @] [ ] O © @) O O O ©

O: low level / does not support; @©: intermediate level / partially support; @: high level / fully sufiport

p
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RQ1: The Characterization of APPGs

B e -~ .
App’s basic information B P R A e s [ Device permissions IR CRE e R
Name of the app ® © © © o0/ e o o o o Calendar perqlis.sion ® O @€ 0O 0|0 O O O O
Name of the developer ® 6 6 ¢ O 0O @ o o o Camera permission ¢ O ¢ ¢ 0O/ O € O @& O
State/Country of the developer O 0O @ @ e/ @ O o o Contacts permission O O Oe FOIONe e e O
Physical address of the developer ® ¢ ¢ ¢ O O © @ o o Location permission ¢ O 6 6 O|]OC 6 & 6 O
Email address of the developer ® 6 6 o 0 0 0 0 o o Microphone permission O OO O ONIONO HOON O
Phone number of the developer O e @€ @€ OO0 @ O e O Phone permission SRONOR O OIIONONO N OO
Customizable policy effective date @ @ @ 0O 0O|]O O O O ® BEHGE peulistion o w52 RS R T Ve

SMS permission ® O @€ O OO O O O O
Users’ personal information O ey et PR e el Storage permission @ O @ 0 0lo 0O 0 0 O
Users’ general personal information Selected third-party services TR0 B4 S| F6e 7 N 910
Name ® ¢ ¢ ¢ O O o o o O
Age group* (adulthood or underage) e O e O Olo o @ 0 O Fac.ebook account access ® ¢ ¢ O O|O O e O O

Twitter account access ® O @€ O OO O e O O
Phone numbers ® ¢ ¢ ¢ O O e o o O : .

< Google Analytics for Firebase ® ¢ ¢ ¢ O O e o o O
Email address ® ¢ ¢ ¢ OO e o o O Flurry Analytics e 06 0 © O/le @ @ © O
Residential fu;.ldresscs . . ®e ¢ ¢ ¢ O O e O e O AdMob e © 6 © O/l © @ ®© O
Users’ sensitive personal information
Health data e O @ O O|lo O @ O O Statistic summary N2 AR
Biometric data ®¢ O € O OO0 O @ O O Minimum multiple-choice questions / 4 58 7 2|5 7 38 7 |/
Gender data ®¢ O € O 0|0 © O O O Maximum multiple-choice questions / 5 79 26 2|5 26 63 26 /
Information revealing race or ethnic origin O O @€ O 0|0 O e O O Minimum completion questions [N ARNTIR2 S IR R30S S0
Government identifiers (e.g., medical cardnumber) | @ O ® O O | O O @ O O Maximum completion questions /I 4 76 22 2|3 22 13 22 /
'he breakd f APPG’ iti f dat
e oreakaown o S recognition or data use.
e
I DATA
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RQ2: The Prevalence of APPGs in Market

Table 4: Summary of market use of different APPGs.
Method Market Occupancy Th e ma rket occupancy
Fingerprint Keyword Searching 6.6% (3,066) . .
Intersection 4.4% (2,042) APPGs is around 20.1%!
Union (Total) 20.1% (9,332)
Contact Us
(33 https://www.termsfeed.com/live/feddcca9a-552d-4fb5-be2a-b4a37967d077 ‘ Hyou have:any questionsrabout this Privacy;Polley, You;can eantactue:
« By email: 123

Fingerprint Keyword Searching

I DATA I
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RQ2: The Prevalence of APPGs in Market

0.40

0.35

0.25

0.20

0.1

[=]

0.0

v

0.00

Table 4: Summary of market use of different APPGs.

Method Market Occupancy
Fingerprint Keyword Searching 6.6% (3,066)
Document Similarity Comparison 18.1% (8,425)
Intersection d Ak (9 ()
Union (Total) 20.1% (9,332)
3.0
= mean of claimed dangerous permissions
B adoption rate - -
"‘_’-' s (25
¢¢¢¢¢¢¢ - ’ 2.0
1.5
| ‘ ‘ 1.0

App Category
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The market occupancy
ratio of 10 examined
APPGs is around 20.1%!

Total amount

mmm Absolute amount 0.20

—8— Adoption rate (right)
0.15
0.10
—_——— — — 0.05
T 0.00
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RQ3: The Compliance of APPGs against Regulations

Table 6: Tallies of the APPGs’ compliance against legal re-
quirements in privacy regulations. The individual require- Typle 7: The disclosure existence of seven fundamental data

222;;‘?f%h(zl;?f$§:£:;nd?te1‘§?lfél.’DTsRS-e S:zz::el;ozro;{;’ rights. Numbers in the first row indicate APPGs as per Table . ) . .
: p "1, and “Apps” denotes the tallies of disclosure for 12 leading Table 8: The disclosure existence of five highly concerning

GDPR CCPA LGPD . . . i
May'20 Jan'21 May'22 | May'20 Jan'21 May'22 | May'22 apps. privacy practices. Numbers in the first row indicate APPGs

d

as per Table 1, and “Apps” denotes the tallies of disclosure

Data Right | 4 5|6 7 8 9 10| A \
X Right to Know | v XXk v v v v lzp.:: fOl:]ZlCad]._l'lg apps-
o i ° ST o Right to Access | VKK 7 7 7 |1z _orivacy Practice | 4 516 7 8 9 10]] Apes
4] &8 w8 88 | S8 1618 16018 | 68 Right 1o Processing | VXX 7 7 7 x| Data Encryption | SOX|X s s s s
S| NR NR 08 | NR NR 28 | U8 Right o Restrict of Processing | 7 KX ¢ v 7 x| GovernmentReq'uests’ | SOXK|x v o v X n2
: | ::. :_:. :Z | ;.IRS. 11:‘;;7; lz;f:lss | ;: Right 1o be Forgotion | VXX 7 7 7 7| DaIaBreachJ‘NoutTlcauon‘ X XK|X X v X x| 112
3: T NE : TN 11;13: ” Right to Data Transfer | v K|X v v v x|z Changes Notifiowlon._ | XX S K12
9| 88 88 88 | s18 &8 lens | 6% Right to Lodge a Complaint | SOX|x s v v s 12
10| NR NR 28 | NR NR 218 | 48 |
The #2 App Privacy Policy Generator is the most popular
one, boasting a 72.7% adoption rate. Users tend to
select easy-to-use APPGs even though at the cost of a
potentially-higher risk to breach privacy regulations. |€ATA
b1
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Conclusions — Automated Privacy Policy Generators (APPG)

1. [Usability] APPGs are a handy solution for developers to draft privacy policies for
their apps. They have various features and characterizations.

2. [Market Penetration] The market occupancy ratio of 10 examined APPGs is around
20.1%. Users tend to select easy-to-use APPGs even though at the cost of a
potentially-higher risk to breach privacy regulations.

3. [Noncompliance] Noncompliance with privacy laws and under-claiming issues
indicate potential need for a more stringent evaluation of APPGs’ capabilities.

4. [APPG Mode] Questionnaire mode can better guide users to include claimed
device permissions compared to Ul mode.

5. [Privacy Policy Contradiction] More privacy policy contradiction issues exist in
APPG-based privacy policies.

| DATA I
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Implications and Findings to Stakeholders

Q.. » App developers/APPG users: While app developers may benefit
.-. from using APPGs to create privacy policies more efficiently, they
should be aware of APPGs' latent limitations.

work on improving recognised data use, since the majority of
APPGs on the market only provide a very limited scope of
personal information and device permissions.

\» * APPG providers: Our analysis suggests APPG providers should
7

g * Privacy regulators: Regulators should recognize the importance
" of this issue and be engage with this emerging market trend.

pd
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