331 USENIX
SECURIY SYMPOSIUM

TL)) Em R B Ay
“ ShanghaiTech University
Jrreca v

Sync+Sync: A Covert Channel
Built on £sync with Storage

Qisheng Jiang and Chundong Wang
ShanghaiTech University

i Presenter: Jian Zhang, Rutgers University

_ Th hd > 9 >, B
== WD fiimon Z2 B 185 Ry




I Background

* Covert Channel and Side-Channel Attacks

* Memory Hierarchy

iR AT
ShanghaiTech University
Lower
Latency
L1 Cache
(SRAM)
L2 Cache
(SRAM)
L3 Cache
(SRAM)

Main Memory
(DRAM)
Local Secondary Storage
(Disk)

Lower Cost
per Bit

TOAST LAB 2

it 8 R B =B



| Background LA
Lower
. Latency
* Covert Channel and Side-Channel Attacks
* Memory Hierarchy (SRAM)
L2 Cache
* £fsync (SRAM)
* Unprivileged system calls L3 Cache
(SRAM)
* Synchronously flush data to storage
Main Memory
* Very long response latency / (DRAM) \
/ Local Secondary Storage \
(Disk)
Lower Cost
per Bit
TOAST LAB 2

it 8 R B =B



Background AR EA
Lower
. Latency
* Covert Channel and Side-Channel Attacks
* Memory Hierarchy (SRAM)
. £ L2 Cache
sync (SRAM)
* Unprivileged system calls L3 Cache
RAM
* Synchronously flush data to storage (SRAM)
Main M
* Very long response latency / aéBR:h%ory \
* £sync contention / Local Sec?[r;dak;y Storage\
IS
* Multiple files Lower Cost
* Even longer response latency per Bit
TOAST LAB 2

it 8 R B =B



LM EARF

ShanghaiTech University

I fsync Contention

* Program A and Program B

* ftruncate / write /idle + £sync .
Y @ pB PA ©

write (f,) — — — write (fy)
fsync (fp) [

* Only measure the £sync latency of

Program A
* A+B: about 2x A-only File System

Block 1/O Layer

Device Driver ,
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I fsync Contention

A good fit for timing-based channel

* Program A and Program B

* ftruncate / write / igf¢ + £sync .
Y . @ pB PA &
* Only measure the £gync latency of ~ Write () —— — — write (fy)
fsync (1) [.File.B F
Program A

* A+B: about 2x A-only File System
* Why? Block 1/0 Layer

* Contention within file system ( Device Driver : ]

* Only one running transaction in Ext4 at a time. = \1,
* Contention within storage device [ Disk ]

* Software/hardware queues
* REQ_PREFLUSH and REQ_FUA flags
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I Sync+Sync - Covert Channel

Z Sender Receiver
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I Sync+Sync - Covert Channel
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I Sync+Sync - Covert Channel

, N Sender Receiver
0 EFllnBj'"F'I_'?K] E

{ sync(fb) _ﬂ fSynC(fa) ;|1_
f

syncify) fsync(f) |

0 fsync(f,)

O fsync(f,) Il
fsync(fa)

fsync(fa) J_

(_A_\

fsync(fy) J_

& fsync with contention
TOAST LAB O fsync without contention

it 8 R B =B

ET



EBEMNEARF

ShanghaiTech University

I Sync+Sync - Covert Channel

* Types of Channels @ 355’9%55‘?%'?{ E
* Cross-file ""_"""_ ______ jE _________ T
* 20,000 bps at an error rate of about 0.40% fsync(f) faynala ¢
* Cross-container fsync(fy) fsync(f,) J_

* Overlay file system il “““E;““f_“
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I Sync+Sync - Covert Channel

* Types of Channels @ EERSIGBBBE%%E{ E
* Cross-file ""_"""_ ______ jE _________ T
* 20,000 bps at an error rate of about 0.40% fsync(f) faynala ¢
* Cross-container fsync(fy) fsync(f,) J_
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* Positions of two sides fsynC(fa) 1
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* Various storage devices
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I Sync+Sync - Side-Channel Attacks

* Principle
* Victim application: accesses files and may invoke £sync
* E.g. Databases, Linux/Android applications, and web browsers

TOAST LAB

it 8 R B =B



EBEMNEARF

ShanghaiTech University

I Sync+Sync - Side-Channel Attacks

* Principle
* Victim application: accesses files and may invoke £sync
* E.g. Databases, Linux/Android applications, and web browsers
* Attacker

* On the same disk but invokes £sync on an irrelevant file periodically
* Can observe the application’s £sync behaviors

TOAST LAB

it 8 R B =B



EBEMNEARF

ShanghaiTech University

I Sync+Sync - Side-Channel Attacks

* Principle
* Victim application: accesses files and may invoke £sync
* E.g. Databases, Linux/Android applications, and web browsers
* Attacker
* On the same disk but invokes £sync on an irrelevant file periodically
* Can observe the application’s £sync behaviors
* Observation
* Different applications exhibit varying patterns of £sync calls

* Frequency
* Data volume to be flushed

* The attacker can recognize different patterns of £sync calls
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I Database Operations Speculation

* Attack Design

* Victim database
* SQLlite, Invoking £sync when committing
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I Database Operations Speculation

* Attack Design

* Victim database
* SQLlite, Invoking £sync when committing

« Observations ——-—Act'ual Start —Ac’FuaI End
—— Estimated Start —--Estimated End
 Attacker: Higher £sync latency = 90 ] ] ™ |
* SQlLite: £sync operations ‘i : ! ! !
|
(committing a transaction) § >0 | |
2 : g
* Information Leakage S ool e e
. . 0 2000 4000 6000
* Insert/Update Ratio over Time Time (us)
* B-Tree Split Detection
* Database Operation Leakage
TOAST LAB

it 8 R B =B



LM EARF

ShanghaiTech University

I Application Information Leakage

* Application Fingerprinting
* e.g., Twitter and Facebook
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Application Information Leakage

* Website Fingerprinting
* Most websites do not commonly use £sync.

* Some websites invoke £sync more frequently and exhibit
different I/O behaviors.
¢ Due to the use of Indexed Database

‘Website Average Accuracy Fl-score ‘Website Average Accuracy Fl-score
# fsync # fsync

360.cn 10.6 3.3% 0.04 imdb.com 16.1 13.3% 0.19
adobe.com 11.5 0.0% 0.00 jd.com 149 56.7% 0.65
amazon.com 16.2 13.3% 0.08 live.com 10.6 13.3% 0.14
apple.com 11.5 16.7% 0.17 microsoft.com 12.1 3.3% 0.04
baidu.com 14.4 6.7% 0.03 qg.com 264.6 100.0% 1.00
bing.com 15.0 6.7% 0.08 sina.com.cn 40.8 96.7 % 0.98
booking.com 159 0.0% 0.00 sohu.com 144 46.7% 0.44
cnn.com 152 6.7% 0.10 taobao.com 10.6 23.3% 0.16
detik.com 10.1 10.0% 0.13 tmall.com 114 3.3% 0.03
github.com 12.1 13.3% 0.18 yahoo.co.jp 114 6.7% 0.06
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I Keystroke Attack

* Attack Design
* Victim
* For every keystroke typed by the victim, the service program auto-commits the
user input by storing it in a file with an £sync

* A keystroke -> an £sync
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Keystroke Attack

* Attack Design
* Victim
* For every keystroke typed by the victim, the service program auto-commits the
user input by storing it in a file with an £sync

* A keystroke -> an £sync 1500 =
* Attacker 2 1000 &
* Increased £sync latency -> a keystroke 3 >00 &
. < 0 g
* Inter-keystroke Timings g g
* Inter-keystroke latency (> 100ms) & HACH UV AWREIRIN Y %
* Attacker’s fsync latency (< 100us) E 0 2000 4000 6000 ©
* An accuracy of 99.2% < Keystroke Index
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I Conclusion

* Sync+Sync is the first covert channel that makes use of
fsync at the persistent storage level.
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I Conclusion

* Sync+Sync is the first covert channel that makes use of
fsync at the persistent storage level.

« Sync+Sync covert channel effectively works in various
scenarios.
« Cross-partition, cross-file system, cross-container, cross-VM, and
even cross-disk

« Sync+Sync attacks affects real-world applications that
utilize £syncs in their implementations.

A full version of the paper is available at https://arxiv.org/abs/2309.07657
Source code of Sync+Sync covert channel is available at https://qithub.com/toast-lab/sync-sync
Should you have any question, drop an email to toast-lab@outlook.com
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