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Diffie-Hellman Picture Show

Key Exchange Stories from Commercial VoWiFi Deployments
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Two Access Technologies in 4G/5G

¢ VOLTE via Celltower
o Also VoNR, Vo5G

* VoWiFi via WiFi Access Point (AP)
o Also Wi-Fi Calling

o Usually the preferred channel for
call and message termination

© Raysonho @ Open Grid Scheduler [CCO]
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VoW iFi in 4G/5G: Complementing Radio Access with WiFi APs
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VoW iFi Requires Multiple IPSec Tunnels

UE ePDG P-GW P-CSCF

IKEv2 (Signaling)

IKE (SA_INIT)

IPsec (Tunnel Mode)

IPsec (IKE CHILD SA)F————

SIP (ipsec-3gpp) %

IPsec (Transport Mode)
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Practical Example: IKE_SA_INIT Packet

- Internet Security Association and Key Management Protocol

Initiator SPI: f85103b83df2b1h3

Responder SPI: 006000000000000O

Next payload: Security Association (33)

Version: 2.0

Exchange type: IKE_SA_INIT (34)

» Flags: ©xe8 (Initiator, No higher version, Request)
Message ID: OxX000QQOQQ

Length: 360

Security Association (33)

-

Next payload: Nonce (40)

®... .... = Critical Bit: Not critical

.000 OO0 = Reserved: Ox00

Payload length: 136

DH Group #: Alternate 1024-bit MODP group (2)

Reserved: 0000

Key Exchange Data: e29f064510b80d6add0480735e4ech46d13c30095115930a66a5508710657e381d317802...
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Practical Example: IKE_SA_INIT Packet

e DH2 (1024-bit MODP) might not be the best choice

¢ |mperfect Forward Secrecy: How Diffie-Hellman Fails in Practice (CCS 2015):
“We further estimate that
o an academic team can break a 768-bit prime

o @ nation-state can break a 1024-bit prime.”

¢ Since 2015 computers got faster, cracking power got cheaper (AWS)
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ETSI/3GPP Specification
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ETSI/3GPP Specification Over Time

2 2 2

shall IKEv1 DH19[256ECP]
(mandatory)
should DH20[384ECP]
support DH31
[Curve25519]
not part of
3GPP standard DH14[2048MODP]
mandatory, but
not recommended
shall not DH2(1024MODP)
(prohibited)
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Step I: Analyze Pre-loaded Configs at the Client-Side
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Step Il: Analyze IPsec Client on the UE

EPC |P-GW |- -{P-CSCF|IMS

Yy JUE
comios [ Ay
A=K

% o
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Step lll: Analyze Server Side Configurations
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Results I: Pre-loaded Configs at the Client-Side
Woahuied Provider ¢ Evaluated different manufacturers and devices

(1) 768-bit =1 Apple B Oppo

13 (8%) [ Xiaomi [ Samsung

o Apple: IPCC Carrier Profiles

(2) 1024-bit o Samsung: XML Config File
a . . .
g (5) 1536-bit o Xiaomi, Oppo: Qualcomm MBN File
z e DH2 (1024-bit MODP) is very popular &
(14) 2048-bit * DH Groups > 2048-bit barely used
(>=) 3072-bit £ (5

)

0 20 40 60 80

Percentage (%)
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Results II: (Protocol Conform) Downgrade Possibility

e Client selects preferred DH group, but also signals

UE ePDG support for other groups

o Server can request switch to other group via
SA_INIT([DH2, DH14], KE_DH14) INVALID_KE packet
INVALID_KE(USE DH2) o Client starts over, respecting the server’s choice
SA_INTT([DH2, DH14], KE_DH2) * A malicious interceptor could inject a downgrade
— packet

o Could be mitigated by servers always demanding
strongest group

o However, 41% of servers tolerate weak client
choices 4
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* MediaTek chipsets allow downgrade to arbitrary

DH group 4
UE (MTK) MitM ePDG o Even when the group was not part of the client’s
proposal
SA_INIT([DH14], KE_DH14) o Can always downgrade to weak groups (DH1,
INVALID_KE(USE DH1) DH?2) if target server supports it

SA_INIT([DH1], KE_DH1)
—— S E—
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Results Ill: Supported DH Groups at the Server-Side

DH188192 1 86 (31.3%) * Active probing of ePDG servers

DH176144 179 (28.7%) o 423 domain entries found, 275 responsive ePDGs
DH16%09 [ 82 (29.8%) o Implemented IKE handshake via scapy

DH 153072 1 98 (35.6%) e DH2 (1024-bit MODP) most popular 4

DH 142048 ] 144 (52.4%)
DHS5 1536 /1 97 (35.3%)
DH21024 | ] 216 (78.5%)
DH1768 1 112 (40.7%)

e DH1 (768-bit MODP) supported by 40% of servers 4

Figure 7: Number of MNOs per supported DH group
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Result IlI: (Not-so) Private Keys

81Y  b.1Y3: no 1kevZ resp - _

826 5.9: no ikev2 resp > |5ec39b6e39a340b7b46¢8! Aa ab, % |8of8 ™ b = x
821 6.65: no ikev2 resp

822  3.4: successfull key exchange, group: 2, ke: 5ec39b6e39a340b7b46c8945db2d369abfb6274e803ce5160578e6365c67aa4c210d86cadct
823  5.4: successfull key exchange, group: 2, ke: 5ec39b6e39a340b7b46c8945db2d369abfb6274e803ce5160578e6365c67aa4c210d86cadct
824 5.4: successfull key exchange, group: 2, ke: 3956b7611cd573607b20294d34420d9f82d714b6ae5f7fd3e@bf7bab47¢c¢14f8676fad4d4475(
825  3.4: successfull key exchange, group: 2, ke: edfdd0a3b7348bf4d2e37f38b5ab896e6e8be8bbe8abcdf3dcIbd3275b61058d1011e5c736!:

826  133: no ikev2 resp

827 .208: no ikev2 resp

828 .82: no ikev2 resp

829 .137: successfull key exchange, group: 2, ke: 78a293a79fc2087adff64afc8d970cbbcbdcc3ec378b20a794b847a2bf4adf95113dca582:
830 .14: successfull key exchange, group: 2, ke: 283b0ca2e9dfb01b1d0848b1dc14b86892%9e0c60bl1bd7chadd3ed446e557f3ed904fc2f7ade
831 .26: successfull key exchange, group: 2, ke: bl179cd529c3ffd1041cc9df08b5a6b444e3844ce59a30ba532629d3450a1e54007003adcb0t
832  102: successfull key exchange, group: 2, ke: 5ec39b6e39a340b7b46c8945db2d369abfb6274e803ce5160578e6365c67aa4c210d86cadct
833 166: successfull key exchange, group: 2, ke: 310fd2f9078860039ecalda3a91c775a7688cd5f1f0d39abdf4616f761bca2d3a5e609afol
834 .252: successfull key exchange, group: 2, ke: c2c3bf563416db1d83c034a3008d6615d971e01cad31d4009c6197ac53ealbcddedlbc709]
835 .252: successfull key exchange, group: 2, ke: 04f4c38d95d898ab99c8fb103f72c83cl2ebfa7088aale34159e657c4426a2683017e9046:

836 : successfull key exchange, group: 2, ke: 44d4813bed8d09c96e9664144495ca92d61e88fldf9edeal301fla3llcdb4leebdb3a585del24
837 1 successfull key exchange, group: 2, ke: 5ec39b6e39a340b7b46c8945db2d369abfb6274e803ce5160578e6365c67aa4c210d86cadcche!
3R 1+ na ikau? racn
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Result 11l: (Not-so) Private Keys

¢ |dentical key exchange value -> identical private-keys
o Inter MNO key sharing: private-key collisions with unrelated MNOs

* 16 operators spread across the world: e.g., Austria, Brazil, Indonesia, Malaysia, Nepal, Russia, etc.
o Estimation: 140 million subscribers affected

o Anyone having access to the private-keys can decrypt the VoWiFi traffic

o Affected operators all use ZTE equipement for their core network
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Responsible Disclosure and Remediation

e Responsible disclosure was coordinated by GSMA
o |nitial report in February 2024

o CVD-2024-0089

¢ MediaTek: CVE-2024-20069, severity high
o Fixed via Android Security Update (June 2024)

e 7ZTE: CVE-2024-22064, severity high
o Private keys are leftovers from integration testing

o Accidentally included into production images
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ZTE: Remediation Timeline
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ZTE: Remediation Timeline Continued : |
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Limited Coverage due to VoWiFi Geoblocking

¢ Potentially even more vulnerable operators out there

¢ Many operators employ geoblocking at VoWiFi
o Especially common within Europe and Asia

o Shown in related paper Why E.T. Can’t Phone Home

github.com/sbaresearch/scanywhere

Why ET. Can’t Phone Home:

A Global View on IP-based Geoblocking at VoWiFi

Gabriel K. Gegenhuber Philipp E. Frenzel Edgar Weippl
eabril ol

Research
Vienna, Austria

1 INTRODUCTION

ity and privacy — Mol
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ARTIFACT ARTIFACT
EVALUATED EVALUATED

Questions?

* Research artifacts on Github
o Client side configuration extraction

o Server side ePDG probing

¢ Contact
o Mail: gabriel.gegenhuber (at) univie.ac.at

o Twitter: @GGegenhuber github.com/sbaresearch/vowifi-epdg-scanning
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