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Origins of cryptography

Hieroglyphs (CC0 1.0)

Ancient Egypt 
4000 years ago

🪦

First code writing with 
unusual hieroglyphs

Clay tablets (CC0 1.0)

Mesopotamia  
3500 years ago

🏺

Phonetic encryption 


on clay tablets

⚔
Spartans  

2600 years ago

📜

First use for 

correspondance

https://upload.wikimedia.org/wikipedia/commons/4/46/Hieroglyphs.jpg
https://creativecommons.org/publicdomain/zero/1.0/
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Let’s travel back in time — in style

DeLorean Time Machine by JMortonPhoto.com & OtoGodfrey.com (CC BY-SA 4.0)

https://commons.wikimedia.org/wiki/File:TeamTimeCar.com-BTTF_DeLorean_Time_Machine-OtoGodfrey.com-JMortonPhoto.com-07.jpg
http://jmortonphoto.com/
http://otogodfrey.com/
https://creativecommons.org/licenses/by-sa/4.0/deed.en


⚔

British old infantry uniforms (CC0 1.0)

British (redcoats)🟥🧥 🟦🧥 American (bluecoats)
Continental infantry uniform (CC0 1.0)

American revolutionary war: 1780

https://commons.wikimedia.org/wiki/File:British_old_infantry_uniforms.jpg
https://creativecommons.org/publicdomain/zero/1.0/
https://commons.wikimedia.org/wiki/File:Private,_2nd_New_Hampshire_Continental_Infantry.jpg
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Key characters

Major
John André

By George Engleheart, Yale 
Center for British Art (CC0 1.0)

🟥🧥
General 

Benedict Arnold

By Thomas Hart (CC0 1.0)

🟥🧥🟦🧥

Reported 
into

General 
George Washington

"George Washington after the Battle of Princeton 
(Charles Willson Peale), PP218," Princeton University 
Art Museums collections online, https://
artmuseum.princeton.edu/collections/objects/45234

🟦🧥

Courted Married

Peggy 
Shippen

By Daniel Gardner (CC0 1.0)

🟩🧥
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Why cryptography?

John BenSecurely share sensitive data 

🪶📩TOP
Secret

🌳🦌🌳
over public channels

🟥🧥 🟥🧥🟦🧥

American revolutionary war, 1780🗡🟥🧥 🗡
🟦🧥



Why cryptography?

John Ben🟥🧥 🟥🧥🟦🧥

American revolutionary war, 1780🗡🟥🧥 🗡
🟦🧥

West Point by Pierre Didot, Boston Public Library Digital Map Collection (CC0 1.0)

🏰

🏹

https://commons.wikimedia.org/wiki/File:WestPoint1780.jpg
https://creativecommons.org/publicdomain/zero/1.0/


George
🟦🧥👁 Confidentiality

John Ben🟥🧥 🟥🧥🟦🧥

Eavesdrops

👓

Hey John- 

You can breach West Point

 from the north 🏰

Why cryptography?



Symmetric key = Encrypt and decrypt with the same key

🗝

Confidentiality with symmetric key cryptography

Caesar(key=-3).encipher('Gauls are advancing to the west') 

                                           ‘DXRIPXOBXASXKZFKDQLQEBTBPQ' 

Caesar(key=-3).decipher('DXRIPXOBXASXKZFKDQLQEBTBPQ') 

                                           'GAULSAREADVANCINGTOTHEWEST'

Caeser’s substitution cipher

Caesar cipher with a shift of 3, CC0 1.0

https://commons.wikimedia.org/wiki/File:Caesar_cipher_left_shift_of_3.svg
https://creativecommons.org/publicdomain/zero/1.0/


Confidentiality with symmetric key cryptography

Caesar(key=-3).encipher('Gauls are advancing to the west') 

                                           ‘DXRIPXOBXASXKZFKDQLQEBTBPQ' 

Caesar(key=-3).decipher('DXRIPXOBXASXKZFKDQLQEBTBPQ') 

                                           'GAULSAREADVANCINGTOTHEWEST'

AES 🧱 and ChaCha20 💦 are common symmetric key algorithms.

Caesar cipher with a shift of 3, CC0 1.0

https://commons.wikimedia.org/wiki/File:Caesar_cipher_left_shift_of_3.svg
https://creativecommons.org/publicdomain/zero/1.0/


How to securely establish the symmetric key?

Use public key cryptography to establish symmetric key

🟥🧥🟦🧥🧥
Ben

John🟥🧥

Public channel

🔑 🔒 🔑 🔒

🔒 ➡⛔  🔑



Public key cryptography analogy
John

Ben puts his map in a box 
and locks it with John’s lock

John opens the lock with his combination 
and retrieves Ben’s map

Ben

Combination lock (CC0 1.0)

Shares his unlocked 
combination lock with Ben

Combination: 1R 3L

John gets a 
combination lock 

https://commons.wikimedia.org/wiki/File:Combination_Lock.svg
https://creativecommons.org/publicdomain/zero/1.0/


Public key cryptography analogy
John

Ben encrypts with 

John’s public key 🔒

BenJohn’s public key 🔒

John’s private key 🔑: 1R 3L

John decrypts with his private key 🔑



  Mix base color 

with secret color 

  Mix base color 

with secret color 

Pick secret color Pick secret color 

Agree on 

a base color

Diffie-Hellman Key Exchange Analogy (CC0 1.0)

BenJohn

Diffie-Hellman Key Exchange Analogy  
Establish a shared key with public key cryptography

https://commons.wikimedia.org/wiki/File:Diffie-Hellman_Key_Exchange.svg
https://creativecommons.org/publicdomain/zero/1.0/


Share mixture

with each other.

Diffie-Hellman Key Exchange Analogy (CC0 1.0)

Derive the same colorDerive the same color
🗝

John’s private key 🔑 Ben’s private key 🔑

BenJohn

Ben’s public key 🔒 John’s public key 🔒

Establish a shared key  
with public key cryptography 

Diffie-Hellman Key Exchange

https://commons.wikimedia.org/wiki/File:Diffie-Hellman_Key_Exchange.svg
https://creativecommons.org/publicdomain/zero/1.0/


    📩TOP
Secret

Am I really 
talking to Ben?

Am I really 
talking to John?

John Ben🟥🧥 🟥🧥🟦🧥

🛂 Authentication

Why cryptography?

🪪



How can John show proof of his identity?

Name: John Andre

Public key: ♤

Certificate binds John’s public key ♤ to a unique name identifying John

👑 Certificate Authority (CA) 
issues a certificate 


to John



How can John show proof of his identity?

Name: John Andre

Public key: ♤ 👑

Proof of authenticity

CA digitally signs cert = 
CA encrypts hash of cert data with (CA’s) own private key

Portrait of George III by Allan Ramsey, CC0 1.0
King George III signature (CC0 1.0)

https://commons.wikimedia.org/wiki/File:George_III_(by_Allan_Ramsay).jpg
https://creativecommons.org/publicdomain/zero/1.0/
https://commons.wikimedia.org/wiki/File:George_III_Signature.svg
https://creativecommons.org/publicdomain/zero/1.0/


Hey John- 

You can breach West Point

 from the south*  
(*) George modified north to south

🟥🧥🟦🧥🧥 BenJohn🟥🧥

🔨 Message 
Integrity

George🟦🧥

Tam
pers w

ith

 the m

essage

Why cryptography?



CLIENT (JOHN)       SERVER (BEN)
by H.B. Hall, National Archives and 
Records Administration, CC0 1.0

2. Application data

🐋 TLS 1.3 🐋                           

🤝
1. Handshake ❦ 

❦ The first time John and Ben meet

👁 🔨 🛂 👁 🔨 🛂

https://commons.wikimedia.org/wiki/File:Benedict_arnold_illustration.jpg
https://commons.wikimedia.org/wiki/File:Benedict_arnold_illustration.jpg
https://creativecommons.org/publicdomain/zero/1.0/


Diffie-Hellman Key Exchange Analogy (CC0 1.0)

generates a ECDHE key pair 🔐 


TLS 1.3 🤝

Assumes common 
“popular” params

⭐⭐⭐⭐⭐ Elliptic curve 25519 ⭐⭐⭐⭐⭐


with base point G=9

Picks private key🔑 A random number (256 bit) 

Calculates public key🔒 john_ private_key * G

Diffie Hellman

Forward 
Secrecy
🐋

Ephemeral

🩳 🔑 💪

https://commons.wikimedia.org/wiki/File:Diffie-Hellman_Key_Exchange.svg
https://creativecommons.org/publicdomain/zero/1.0/


CLIENT (JOHN)       SERVER (BEN)

ClientHello 👋


1. Crypto negotiation


2. Client key share ⏱

👓

🔒

TLS 1.3 🤝



👋     Crypto negotiation
TLS 1.3 🤝

List of cipher suites 📜

in order of preference 


👁 🔨
Authenticated Encryption 

with Associated Data 
(AEAD)

Hash algorithms 

to derive 💪 symmetric key


from shared secret 🗝
HMAC Based Key Derivation 

Function 

(HKDF)



👋     Client key share

⏱
Client’s public key 

(ECDHE)🔒

TLS 1.3 🤝

Shorter 🤝        🐋

⭐⭐⭐⭐⭐



Diffie-Hellman Key Exchange Analogy (CC0 1.0)

generates a key pair 🔐 


TLS 1.3 🤝

Agrees on common params

⭐⭐⭐⭐⭐ Elliptic curve 25519 ⭐⭐⭐⭐⭐


with base point G=9

Picks private key🔑 A random number (256 bit) 

Calculates public key🔒 ben_ private_key * G

ECDHE

Elliptic Curve Diffie Hellman 

Ephemeral
Forward 
Secrecy

🐋

https://commons.wikimedia.org/wiki/File:Diffie-Hellman_Key_Exchange.svg
https://creativecommons.org/publicdomain/zero/1.0/


CLIENT (JOHN)       SERVER (BEN)
👓

ServerHello 👋


• Selected cipher suite


• Server key share ⏱🔒

TLS 1.3 🤝



The cipher suite 

selected by the server

out of client’s list 📜

👋   Selected cipher suite
TLS 1.3 🤝



👋     Server key share

Server’s public key 

(ECDHE) ⏱🔒

TLS 1.3 🤝

⭐⭐⭐⭐⭐



ECDHE Key exchange🤝

⏱ben_ private_key * john_ public_key =

➡

⬅

 = john_ private_key * ben_ public_key⏱

ben_public_key = 
 

ben_ private_key * G

⏱  🔒👋

john_public_key = john_ private_key * G

 👋 ⏱🔒



🤝 🗝 Handshake keys derivation
TLS 1.3 🤝

ECDHE 
shared_secret

🗝 💪👩🏭
🤝🗝

🤝🗝
Client handshake 

traffic key

Server handshake 
traffic key



🤝 🗝 derivation: HKDF-ExtractTLS 1.3 🤝

ECDHE 
shared_secret

💪🗝

SHA384 
HKDF-Extract

Fixed length  
pseudorandom key

🎲🎱🎲🎱
🎲🎱🎲🎱



🤝 🗝 derivation: HKDF-Expand-LabelTLS 1.3 🤝

Handshake secret:
🎲🎱🎲🎱
🎲🎱🎲🎱 Input key material

#⃣(           · · ·            )👋 👋Context: Bind to context

SHA384 
HKDF-Expand-Label

c hs traffic
Label 

Different keys

Client 🤝  
Traffic Secret

Server 🤝  
Traffic Secret

s hs traffic
Label 



Encrypt with handshake keys 
🤝🗝

CLIENT (JOHN)       SERVER (BEN)

TLS 1.3 🤝

Handshake key
🤝🗝

Handshake key
🤝🗝



CLIENT (JOHN)       SERVER (BEN)🛂 Authentication

Certificate: Here’s my 🆔 
Name: Ben

Public key:♣

🤝🗝

🔑♣
Ben’s Private key

Name: Ben

Public key:♣

Ben’s keystore

TLS 1.3 🤝

(mTLS) CertificateRequest: 

Who are you? 🛂

🤝🗝

Encrypt early🐋



foo

Prince of Wales (later George IV) by Sir William Beechey R.A. (CC0 1.0)

Issued by Intermediate CA

Server Certificate🪪

https://commons.wikimedia.org/wiki/File:Prince_of_Wales_(later_George_IV),_ca._1798.jpg
https://creativecommons.org/publicdomain/zero/1.0/


Intermediate CA cert
Name: Prince

Public key:🔴

Issuer: the King

Issued by Root CA
👑

Prince of Wales (later George IV) by Sir William Beechey R.A. (CC0 1.0)

Certificate Chain

https://commons.wikimedia.org/wiki/File:Prince_of_Wales_(later_George_IV),_ca._1798.jpg
https://creativecommons.org/publicdomain/zero/1.0/


CLIENT (JOHN)       SERVER (BEN)

🛂 Authentication

(mTLS) CertificateRequest: 
Who are you?

🤝🗝

🔑♣
Ben’s Private key

Name: Ben

Public key:♣

Ben’s keystore

Root CA cert

Name: King

Public key:♦

John’s truststore Name: Ben

Public key:♣

🤝🗝

Certificate

CertificateVerify: Here’s proof  

that it’s really me and not 

TLS 1.3 🤝



🛂 Authentication: CertificateVerify

Benedict Arnold signature (CC0 1.0)

Server’s signature over the hash of 

all handshake messages 

with server’s private key

🔑
♣

https://commons.wikimedia.org/wiki/File:Benedict_Arnold_Signature.svg
https://creativecommons.org/publicdomain/zero/1.0/


CLIENT (JOHN)       SERVER (BEN)

🛂 Mutual Authentication

🤝 Finished

🔑♤
Private key

Name: John

Public key: ♤

John’s keystore

Root CA cert

Name: King

Public key:♦

Ben’s truststoreCertificateVerify: Here’s proof   

that it’s really me and not 

🤝🗝

Certificate: Here’s my 🆔

TLS 1.3 🤝



CLIENT (JOHN)       SERVER (BEN)Encrypt with application keys

Application Data ⚿

TLS 1.3 Application Traffic

⚿
App key

⬇
⚿

App key

⬇

#⃣( 👋…Finished)

🎲🎱🎲🎱
🎲🎱🎲🎱

#⃣( 👋…Finished)

🎲🎱🎲🎱
🎲🎱🎲🎱

Context

Input key material



Thank You
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