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Observability: a measure of how well 
internal states of a system can be inferred 

from knowledge of its external outputs.

Application Observability 
Platform

Telemetry



Blog post: https://bit.do/telemetry-temple 

TEMPLE - Six Pillars of Telemetry

E - Exceptions

L - Logs

P - Profiles

M - Metrics

E - Events

T - Traces
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Telemetry signals describe  
behaviors of observable entities

Customer account, …

Workflow

User activity

Database cluster, …

Service, endpoint

Host, pod



Dimensions: attributes  
of telemetry signals  

that identify observable entities

request_latency{service=“foo”, endpoint=“bar”}=0.0152



Dimensions: necessary, 
but not sufficient

latency{service=“team-baz/foo”, endpoint=“bar”} = 0.0152

request_latency{service=“foo”, endpoint=“Foo::bar”} = 15.2



Metadata: additional info about telemetry  
that provides semantic meaning and 

identifies the nature and features of the data

Purpose policies, …

Semantic identifiers

Ownership

Descriptions

Units

Data types



Metadata unlocks many capabilities

Privacy controls

Safe change management

Validation & enforcement

Cross-filtering & correlation

Exploration

Discoverability



Metadata approaches
Industry state of the art

Semantic Conventions
- OpenTelemetry
- Elastic Common Schema

OpenTelemetry Schemas
- versioning of semantic conventions
- transformations for names and values

Externally authored metadata
- a.k.a. a-posteriori metadata  
- centralized in a metadata store

Automatic data enrichment
- Agent-based instrumentation
- limited to infra dimensions



Metadata
⇓

Schemas
⇓

Schema-first Telemetry

Schema in IDL Code
Compiler



counter.Increment( 
  service_id  = "foo", 
  endpoint    = "bar", 
  status_code = response.code, 
)

Value (+1)

Dimensions {

Code-first telemetry
Producing a time series



counter.Increment( 
  service_id  = "foo", 
  endpoint    = "bar", 
  status_code = response.code, 
  shard_id    = “baz", 
)

Code-first telemetry

New dimension

Adding new dimension



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
}

Schema in IDL

Schema-first telemetry
Define schema



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
}

counter.Increment( 
  RequestCounter( 
    service_id  = "foo", 
    endpoint    = "bar", 
    status_code = resp.code, 
  ) 
)

Schema in IDL Code

Schema-first telemetry
Emit telemetry



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
  4: string  shard_id 
}

counter.Increment( 
  RequestCounter( 
    service_id  = "foo", 
    endpoint    = "bar", 
    status_code = resp.code, 
  ) 
)

Schema in IDL Code

Schema-first telemetry
Adding new dimension to schema



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
  4: string  shard_id 
}

counter.Increment( 
  RequestCounter( 
    service_id  = "foo", 
    endpoint    = "bar", 
    status_code = resp.code, 
    shard_id    = “baz", 
  ) 
)

Schema in IDL Code

Schema-first telemetry
Emitting new dimension



Implementation



Schema-first telemetry
Authoring flow



Schema-first telemetry
Production data flow



THRIFT for schema authoring
Why it makes sense for Meta

De-facto standard at Meta
- Defines interfaces between services
- Similar to Protobuf
- Familiar to most engineers

Powerful tool chain
- Build & IDE support, code gen
- x-language, x-repo syncing

Language features
- Type aliases 
- Annotations

Namespaces & composition
- Reuse of semantic data types
- Collaborative authoring



struct HostResource { 

  1: string id 

  2: string name 

  3: string arch 
}

Metadata in the schema
Redefining OpenTelemetry semantic convention for host resources



struct HostResource { 
  @DisplayName{"Host ID"} 
  @Description{"Unique host ID. For Cloud, this must be ..."} 
  1: string id 

  @DisplayName{"Short Hostname"} 
  @Description{"Name of the host as returned by ‘hostname’ cmd.”} 
  2: string name 

  @DisplayName{"Architecture"} 
  @Description{"The CPU architecture of the host system."} 
  3: string arch 
}

Metadata in the schema
Redefining OpenTelemetry semantic convention for host resources



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
  4: string  shard_id 
}

Primitive types

Metadata in the schema
Using rich types



struct RequestCounter { 
  1: string  service_id 
  2: string  endpoint 
  3: int     status_code 
  4: string  shard_id 
}

typedef string ServiceID 
typedef i32    StatusCode 
typedef string ShardID 

struct RequestCounter { 
  1: ServiceID  service_id 
  2: string     endpoint 
  3: StatusCode status_code 
  4: ShardID    shard_id 
}

Primitive types Type aliases

Metadata in the schema
Using rich types



// Example: devvm123 
@DisplayName{"HostName"} 
typedef string HostName 

// Example: devvm123.zone1.facebook.com 
@DisplayName{name="HostName (with FQDN)"} 
typedef string HostNameWithFQDN

Metadata in the schema
Annotations on shared rich types



// Example: devvm123 
@DisplayName{"HostName"} 
@SemanticType{InfraEnum.DataCenter_Host} 
typedef string HostName 

// Example: devvm123.zone1.facebook.com 
@DisplayName{name="HostName (with FQDN)"} 
@SemanticType{InfraEnum.DataCenter_Host} 
typedef string HostNameWithFQDN

Annotations in the schema
Defining two different representations of the same semantic type



struct RPC { 

  @DisplayName{"Source service"} 
  1: ServiceID source_service 

  @DisplayName{"Target service"} 
  2: ServiceID target_service 
}

Annotations in the schema
Qualifying rich type fields with additional semantic meaning



enum OneWayMsgExchangeActorEnum { 
  SOURCE = 1, TARGET = 2, 
} 

struct OneWayMsgExchangeActor { 
  1: OneWayMsgExchangeActorEnum value 
} 

Annotations in the schema
Qualifying rich type fields with additional semantic meaning



enum OneWayMsgExchangeActorEnum { 
  SOURCE = 1, TARGET = 2, 
} 
@SemanticQualifier 
struct OneWayMsgExchangeActor { 
  1: OneWayMsgExchangeActorEnum value 
} 

Annotations in the schema
Qualifying rich type fields with additional semantic meaning



enum OneWayMsgExchangeActorEnum { 
  SOURCE = 1, TARGET = 2, 
} 
@SemanticQualifier 
struct OneWayMsgExchangeActor { 
  1: OneWayMsgExchangeActorEnum value 
} 
struct RPC { 
  @OneWayMsgExchangeActor{SOURCE} 
  @DisplayName{"Source service"} 
  1: ServiceID source_service 
  @OneWayMsgExchangeActor{TARGET} 
  @DisplayName{"Target service"} 
  2: ServiceID target_service 
}

Annotations in the schema
Qualifying rich type fields with additional semantic meaning



Comparison



Authoring 
Experience

Change management safety

Schema evolution

Log site consistency

Collaborative authoring

Deployment complexity

Lines of code

Change
Management

Compile-time safety

Automated code changes

Consumption

Semantic x-filtering

Introspection



Authoring experience Change management Consumption

Lines of 
code Deployment Distributed 

authoring

Schema 
consistency 
at log sites

Schema 
evolution

Change 
management 

safety

Compile time 
safety

Automated 
code 

changes
Introspection Semantic  

x-filtering

Plain dimensional 
models

Semantic 
Conventions

OpenTelemetry 
Schemas

Externally 
authored metadata

Automatic data 
enrichment

Schema-first 
approach

Comparison: approaches to telemetry metadata

With automation Not applicable



Conclusion

Schema-first is a paved path
- Familiar to most engineers 
- Good tooling support

Incremental improvement / migration
- Existing a-posteriori metadata solutions
- Can be applied one dataset at a time

Why schema-first telemetry makes sense for Meta:



Future work

Versioning and A/B testing
- How to “canary” a schema change  

Data governance
- Defining common semantic types
- Evolving annotations language



Can it work in OpenTelemetry?
Challenges to overcome

IDL choice & capabilities

Developer experience

End-to-end schema coordination

Culture change



Q&A

Thank You
Find me @ https://shkuro.com
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