How Bluesky Survived

Jaz
(They/Them)
Bsky Infra
@jaz.bsky.social



Who am 1?



Wh am |?









%‘

LY
\H'i-‘.i\\‘. .







Request Throughput
55K reg/s
52.5K reg/s

10x Overall Request

47.5K req/s .
Throughput in <1 Month (il
42.5K req/s i 3 i
40K reqg/s
37.5K req/s
35K reg/s
32.5K reg/s
30K req/s
27.5K reqg/s
25K req/s
22.5K reg/s
20K req/s
17.5K req/s
15K req/s
12.5K req/s
10K req/s
7.50K reqg/s
5K reqg/s
2.50K reqg/s

0 reqg/s
10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 11/06 1/08 1/10 112 114 116 118 1/20 n/22 /2

== Today Mean: 17.8K req/s Max: 49.7K req/s



Bluesky Takes Off

Sumant Ranji @suman

How likely is it that Kummga will be
traded this season?

Q




For you Top charts Other devices Kids

Bluesky Takes Off

v Top free ~ + Phone ~ Categories

Bluesky
“ Social ¢ Networking

B Installed

S

[ SumantRanjl @sumantranji.bsk
‘& How likely is it that Kuminga vl be.
traded this season?

Q i

TikTok
Social * Networking
41% § Editors' Choice Event

NI

Threads
Social * Networking
3.9%

Temu: Shop Like a Billionaire
Shopping * Online marketplace
4.6 %  Editors' Choice

WhatsApp Messenger

Communication * Messaging
B Installed

Scoopz: Real Life, Real Video

Entertainment * Social * Networking

4.7 %




For you Top charts Other devices Kids

Bluesky Takes Off

v Top free ~ + Phone ~ Categories

\ - ; Bluesky
D — e P Social ¢ Networking
b : 5

7 B Installed
/

(@) Sumant Ranji @sumantraniji bsky,.. 6y — TikTok

- How likely is it that Kuminga will be
traded this season? NI

o ) , ! 41% @ Editors' Choice Event

Social * Networking

Threads
Social * Networking
3.9%

Temu: Shop Like a Billionaire
Shopping * Online marketplace
4.6 %  Editors' Choice

WhatsApp Messenger
Communication * Messaging
¥ Installed

Scoopz: Real Life, Real Video
k Entertainment * Social * Networking
o
4.7 %

b CEO OF BLUESKY TALKS
Jay Graber | EO, Blues

N FOUR YEARS AGO. [@M.com | AN INSPECTION THIS YEAR OF A TOM'S OF MANE £ AR CoRTs




Mycelial Networks
And Bluer Skies




Ready for Action




User Count

19c/s

18 c/s
17cls

16 c/s

15c/s

14 c/s

13c/s ’
12 c/s

TNcls j

10c/s

9cls ‘ }
8c/s | \
7cls \ }’[ ﬂ
6cls ' | Al e

5cfs }

4cls '

3cfs , (!
e VLA
2c¢c/s J vy

|

|
/ (R A
V \
\

1c/s [PRSAN A A
| ~NAN L A 5
VA \ N\ s Ve A AN >

o N AN AN AN

ol e 9,000,000
10/1 10/13 10115 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 1/02 /o4 1/06 1/o8 110 nnz N4 116 118 11/20 1/22 1/24
== Total Users Last *: 22,378,040

== New User Rate Last*:2.18 c/s




User Count

19c/s
o 23,000,00C
17cls Z <2 S
16 c/s I R
- Twitter TOS |\,\
cls 5 20,000,00¢
/ A ¥ 20,000,00¢
13c/s ’ C h a n g es ‘ ll“ " ‘ 19,000,000
12 c/s |"\ ' ‘ . 'A‘ > * "
SEEE THitey -
10 ¢/s : I ‘ 1 ' I } ’ ‘f ’ 00(
9c/s ‘ } | l ‘ [ ’ ’ ' i\ i } ‘ ‘}l 16,000,00(
8c/s | 1 l m I | ‘ H n I S
y ‘ [ T 15,000,00(
| LA W R
i L | | \ ol | | B
6¢c/s ' s p——— e e - A “ ll l'r )N [‘ ‘ \ |' (| I‘ : R
5cfs } == } 4 \ \.‘ ‘ \l || ; !'l M A 13,000,001
‘|| Vo 1 IS
acls [ o s i o I
A Al ' RIA \
3c/s 77J , 1\“.4’\\';‘ ‘| “ ’,,ﬂ'}k " U v \FI W - o
2¢/s ’j VA .L\ YI'J\“I A ; "'"‘“\l. ’,f’ U
1c/s ," e "\~'~"\__-ﬂ_,‘”;,.,_;/‘-._ A\ AN A A ( \J \ 10

ol e 9,000,000
10/Mm 10/13 10/15 10/17 10/19 10/21 10/23  10/25 10/27 10/28  10/31 11/02 n/04 106 11/08 110 112 114 116 118 1/20 11/22 1/24

== New User Rate Last*: 218 c/s == Total Users Last *: 22,378,040




User Count

19c/s
18cls
17 cls
16 c/s
15c/s
14 c/s
13c/s
12cfs
Tcls
10 c/s
9c/s
8c/s
7cls
6c/s
5cfs
4cls

3c/s

2¢cls

1c/s

Oc/s e

10/mM
== New User Rate Last*:2.18 c/s

: (A
7j VN |

o
N
v A

\

W/ .I

RN A A
\
\

10/17 10119 10/21 10/23 10/25

Twitter TOS
“~ Changes

US Election Day

WY e\ A A
WA A A

A

ot N s

10/27 10/28 10/31

N N A e\

11/02 1/04

11/06

== Total Users Last *: 22,378,040

24,000,00¢
3 ,00(
22,000,00
)00
20,0¢(
1 10,000
18,000,000
000
16,00( )(
15,000,000
14,000,000
13,00( )
12,000,(
\ 11.0( ‘][n
10,000,00¢



User Count

19c/s

18c/s
17 cls

16 c/s

- Twitter TOS | i

“~ Changes AN 1
12¢c/s I"\ | ‘ . A‘ ﬂ\ “ D &
Ncfs j 1 “‘ { *!I 'l %
US Election Day AT e

9c/s ‘ }

13c/s

0

8c/s

r
o
o

7cls \
6¢c/s '

5cfs }

4cls '

3cfs , (!
— W A
2c/s | YA

/ (R /

1c/s [PRSAN A A

| AV A A A
o f ¥ \ A N AN A AN A~
0 ¢fs et 9,000,000

10/M 10/13 10115 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 11/06 11/08 1/10 nnz nNa 1/16 118 1/20 1/22 1/24
== Total Users Last *: 22,378,040

== New User Rate Last*:2.18 c/s




Request Throughput
55K reg/s
52.5K reg/s

Overall Request

47.5K req/s
Throughput ML
42.5K req/s i 3 i
40K reqg/s
37.5K req/s
35K reg/s
32.5K reg/s
30K req/s
27.5K reqg/s
25K req/s
22.5K reg/s
20K req/s
17.5K req/s
15K req/s
12.5K req/s
10K req/s
7.50K reqg/s
5K reqg/s
2.50K reqg/s

0 reqg/s
10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 11/06 1/08 1/10 112 114 116 118 1/20 n/22 /2

== Today Mean: 17.8K req/s Max: 49.7K req/s



Request Throughput
55K reg/s
52.5K reg/s

Overall Request

47.5K req/s

Throughput ol

42.5K reqg/s I} | i
40K reqg/s

37.5K req/s

Twitter TOS | |
i “~ Changes

27.5K reqg/s

25K req/s
22.5K reg/s
20K req/s
17.5K req/s
15K req/s
12.5K req/s
10K req/s
7.50K reqg/s
5K reqg/s
2.50K reqg/s

0 reqg/s
10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 11/06 1/08 1/10 112 114 116 118 1/20 n/22 /2

== Today Mean: 17.8K req/s Max: 49.7K req/s



Request Throughput
55K reg/s
52.5K reg/s

Overall Request

47.5K req/s

Throughput il

42.5K req/s
40K reqg/s

37.5K req/s

Twitter TOS | |
i “~ Changes

| US Election Day

22.5K reg/s

20K req/s
17.5K req/s
15K req/s
12.5K req/s
10K req/s
7.50K reqg/s
5K reqg/s
2.50K reqg/s

0 reqg/s

10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 1/06 1/08 110 N2 nNna 116 118 1/20 /22 n/2.
== Today Mean: 17.8K req/s Max: 49.7K req/s




Request Throughput
55K reg/s
52.5K reg/s

Overall Request

47.5K req/s

Throughput il

42.5K req/s
40K reqg/s

37.5K req/s

Twitter TOS | |
i “~ Changes

| US Election Day

22.5K reg/s

20K req/s
17.5K req/s

15K reg/s | ' f [ ; . ¥
12.5K req/s ‘ \ | \ | ‘ [ J %&\G

10K req/s |\l WA X ‘. i v : f OV\Q\;

7.50K reg/s - 1, %0

5K reqg/s
2.50K reqg/s

0 reqg/s

10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 11/02 1/04 1/06 1/08 110 N2 nNna 116 118 1/20 /22 n/2.
== Today Mean: 17.8K req/s Max: 49.7K req/s




The Fleet




4 Modes of Failure



4 Modes of Failure
1. Software You Control



4 Modes of Failure

1. Software You Control
». Software You Don’t Control



4 Modes of Failure

1. Software You Control
2. Software You Don’t Control
Hardware You Control



4 Modes of Failure

1. Software You Control
2. Software You Dont Control
3. Hardware You Control

4. Hardware You Don’t Control



4 Modes of Failure

1. Software You Control
2. Software You Don’t Control
3. Hardware You Control

4. Hardware You Don’t Control

Each have their own flavors, symptoms, and remedies
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Backhoe Day from PoP2’s Perspective
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External Hardware Failure
Fiber cut
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External Hardware Failure

Fiber cut

Single-Homed in PoP2

50% of users can't talk to us
Remedy: Failover all traffic to PoP1



Backhoe Day PoP1
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Backhoe Day PoP1 Failover Attempt

Traffic failed over in ~5 minutes
Database cache thrashed hard

Hot shards now twice as hot
All users now degraded
Revert!!!
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Roll with the punches

Call your vendors

Apologize to your users

Prioritize dual-home BGP configuration
Pray your vendors get things resolved soon
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Read-path troubles
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19:30 20:00 20:30 21:00 21:30 22:00

Name

== bsky.GetRelationships (internal)
bsky.GetActors (internal)
bsky.GetinteractionCounts (internal)

bsky.GetFollowsFollowing (internal)

22:30

Mean
16.5K req/s 22.1K reg/s
16.5K req/s 20.8K reg/s
98.8reqgfs 4.77Kreq/s
60.3 req/s 144 req/s
Mean
routerl  98.8 reg/s
== router2 0 req/s
Name A
== bsky 178K req/s
== inferno 517K req/s
Mean
1.20K reg/s
607 reg/s
264 reqfs

373 reals



DB Crash Repeats (Nov 20)

HAProxy Throughput

Name Max
18K rea/s » =2 P BB e o %) i 17.9K req/s 19.6K req/s
A OGS | ) | - 2XX 16.5K req/s 18.4K reg/s

\ | I ! f [0 o 392req/s 4.97K reqfs
14K req/s | f - 72.9req/s  262req/s
12K reg/s
10K reg/s ’ -

06:30 07:00 07:30 08:00 08:30 09:00 08:30 10:00 10:30 11:00 1:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30
HAProxy Errors
5K req/s ; N Mean
4K reqfs |\‘\“\‘ router1 392 req/s
A B
3K req/s = 4 j b = router2 0 req/s
2K req/s A { \/ y -
K req/s / H\ | A g !| \ "\
padien \ A / a
0 req/s AT = ¥ i -As i 4 - - - - - - - - - -
06:30 07:00 07:30 08:00 08:30 08:00 09:30 10:00 10:30 11:00 1:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30
v Atlantis
Atlantis Throughput
Name Mean
200K reg/s S o . e ST = —— s B =g = — TN TSN~ = bsky 195K req/s
150K req/s { = E == inferno 5.58K req/s
{
100K reqg/s
50K req/s
0req/s o e = —
06:30 07:00 07:30 08:00 08:30 09:00 08:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30
Atlantis Errors
5K req/s Name Mean
A
4K reqfs A == bsky.GetRelationships (internal) 11K rea/s
3K req/s o \ == bsky.GetActors (internal) 672 req/s
- e bsky.GetinteractionCounts (internal) 302 req/s
2K req/s f
i\"} bsky.GetlLabels (internal) 47.6 req/s
1K &
req/s ]l i Al ‘\ 1 = bsky.GetFollowsFollowing (internal) 40.7 req/s
e A B sintln i . it o ainl o SRR R L AEY LA
0 req/s . == inferno.ClaimTask (internal) 23.4 req/s
06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 1:30 12:00 12:30 14:00 14:30 15:00 15:30




And Again (Nov 25)

HAProxy Throughput

14K reg/s Mean Max
= v  guhdih a b e 12.7Kreq/s 13.7K req/s
o ana foapuon — 2 ot r S
12K req/s e ~ ) | | - 2XX 121K req/s 13.3K req/s
Ll | 161req/s 4.67K req/s
10K reg/s / - 29.3req/s 55.9 req/s
{
8K req/s | l,»
6K req/s
05:30 06:00 06:30 07:00 07:30 08:00 08:30 08:00 09:30 10:00 10:30 11:00 1:30 12:00 12:30 13:00 13:30 14:00 14:30
HAProxy Errors
5K req/s N
4K reqfs r“\\ router1 159 req/s
3K req/s \,\ == router2 0 req/s
2K req/s \Al ‘\
K req/s \ L
il | \ =
0 reg/s |l o R S BT = ta
05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 1:30 12:00 12:30 13:00 13:30 14:00 14:30
v Atlantis
Atlantis Throughput
200K req/s
175K req/s
150K req/s e ——— = e e e st P esene e, LG = e e s e bsky 152K req/s
125K req/s S S P 7 | ST == inferno 4.30K req/s
100K req/s !
75K reqg/s
50K req/s
25K req/s
0 reg/s ¥
05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 08:30 10:00 10:30 11:00 1:30 12:00 12:30 13:00 13:30 14:00 14:30
Atlantis Errors
Name Mean
4K reqfs == bsky.GetRelationships (internal) 1.04K req/s
3K req/s bsky.GetActors (internal) 607 req/s
2K reals : bsky.GetinteractionCounts (internal) 333 req/s
"“ bsky.GetLabels (internal) 54.6 req/s
K reg/s | z %
, | \\ﬂ == bsky.CreateGraphFollowNotifications (internal) 8.48 req/s
0 reg/s e - - - - - - - - - - M A
05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 08:30 10:00 10:30 11:00 1:30

® bsky.GetFeedGeneratorRecords (internal) 5.21req/s
12:00 12:30 13:00 13:30 14:00 14:30



External Software Failure



External Software Failure
Grab logs, coredumps, backtraces



External Software Failure
Grab logs, coredumps, backtraces
Dig through Github issues



External Software Failure

Grab logs, coredumps, backtraces
Dig through Github issues
Consult your vendor (if you can)



External Software Failure

Grab logs, coredumps, backtraces
Dig through Github issues
Consult your vendor (if you can)
Pray and keep digging



First DB Crash (Nov

v HA Proxy
HAProxy Throughput
DB Node Crash Back to Normal .
£ - 2xX 16.5K req/s  22.K req/s
20K req/s Bmadas o o o 16.5K req/s 20.8K reg/s
= i g W e T _ g
3 s & ! 9 98.8reqls 477K reqls
15K req/s | P R - 60.3 reg/s 144 req/s
| [ T - [
10K reg/s
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30
HAProxy Errors
5K req/s Mean
4K reqfs ‘hu-a routerl  98.8 reg/s
3K req/s f == router2 0 reg/s
2K req/s
1K reg/s |
A A A A }
Oreqls ——— A~ s
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30
v Atlantis
Atlantis Throughput
Name A
250K req/s _
e ’ = bsk 178K
200K req/s : / = 3| ] I | S| ) bsky reals
¥ & o e e = inferno 5.17K req/s
150K req/s e e ——
100K reg/s =
50K req/s
0req/s — NN — ~—— e v ~
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30
Atlantis Errors
5K req/s Name Mean
4K req/s h‘l == bsky.GetRelationships (internal) 1.20K reqg/s
3K req/s |‘/\ bsky.GetActors (internal) 607 reg/s
bsky.GetinteractionCounts (internal) 264 req/s
2K req/s

bsky.GetFollowsFollowing (internal) 373 reals



First DB Crash (Nov

v HA Proxy

HAProxy Throughput

20K req/s

15K req/s

10K reg/s

14:30

HAProxy Errors

5K req/s
4K req/s
3K req/s
2K req/s
1K reg/s
0req/s ———— At n

14:30
v Atlantis
Atlantis Throughput

250Kreq/s
200K req/s
150K reg/s
100K reg/s
50K req/s

Oreg/s ——
14:30

Atlantis Errors
5K req/s
4K reqfs
3K req/s

2K req/s

15:00

15:30

DB Node Crash

16:00

16:30

17:00

17:30 18:00 18:30 19:00

19:30

20:00

Back to Normal .

- 2XX

21:30 22:00 22:30

15:00

15:00

15:30

e yseas L i gt

15:30

16:00

16:30

17:00 17:30 18:00 18:30

19:00

~/700 GIB Core

Dumped into

~ Appport (failed)

21:00 21:30 22:00

22:30

16:00

16:30

17:00 17:30 18:00 18:30

19:00

19:30

21:00 21:30 22:00 22:30

Name

== bsky.GetRelationships (internal)
bsky.GetActors (internal)
bsky.GetinteractionCounts (internal)

bsky.GetFollowsFollowing (internal)

Mean

16.5K req/s 22.1K reg/s
16.5K req/s 20.8K reg/s
98.8req/s 4.77Kreq/s
60.3 req/s 144 req/s

Mean
routerl  98.8 reg/s

== router2 0 reg/s

Name A

== bsky 178K req/s

== inferno 517K req/s

Mean
1.20K reg/s

607 reg/s

264 reqfs

373 reals



First DB Crash (Nov

v HA Proxy
HAProxy Throughput
DB Node Crash Back to Normal .
vy - - 2XX 16.5K req/s 22.1K reg/s
ZoiSreals S S 165K req/s  20.8K req/s
= & 2> W VR g
o > = [ . 98.8req/s 4.77Kreq/s
15K req/s S - 60.3 req/s 144 reg/s
10K reg/s A
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 21:00 21:30 22:00 22:30
HAProxy Errors
5K req/s Mean
4K reqfs routerl  98.8 reg/s
3K rea/s == router2 0 reg/s
2K req/s
K reg/s
Oreqls ———A s A
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30

~700 GIB Core

Atlantis Throughput

: Over-Eager
i e e NSO B Dump?d,'”tf’ Disk Throttling
L Appport falled)' T

50K req/s
0reqfs — NN — — e v ~
14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30

Atlantis Errors

5K req/s Name Mean

4K req/s h‘l == bsky.GetRelationships (internal) 1.20K reqg/s

3K req/s |"\ bsky.GetActors (internal) 607 reg/s
bsky.GetinteractionCounts (internal) 264 req/s

2K req/s

bsky.GetFollowsFollowing (internal) 373 reals



DB installation misconfigured



DB installation misconfigured
Noisy neighbor workloads



DB installation misconfigured
Noisy neighbor workloads
Aggressive self-throttling



DB installation misconfigured
Noisy neighbor workloads
Aggressive self-throttling

No surface visibility



Write-path growth

Event Throughput

4.50K c/s

4K c/s

3.50K c/s

3K c/s

2.50K c/s

2K c/s

1.50K c/s ———

Kc/s
500 c/s

Oc/s "
10/M 10/13 1015 10/17 10/19 10/21 10/23 10/25 10/27 10/29 10/31 1/02 1/04 1/06 1/08 11710 112 nNna 116 118 1/20 1n/22 1/24
== account Mean: 2.77 c/s == identity Mean: 3.27 c/s == repo_commit Mean: 532 c¢/s == repo_handle Mean: 0.198 c/s repo_tombstone Mean: 0.0602 c/s




Firehose throughput growth and troubles

Event Throughput
4K c/s
3.75K c/s
3.50K c/s
3.25K c/s
3K c/s
2.75K c/s
2.50K c/s
2.25K c/s
2K c/s
175K c/s

1.50K c/s el -

1.25K c/s
Kcls
750 c/s
500 c/s
250 c/s
Oc/s - .

11/12 00:00 11/13 00:00 11/14 00:00 11/15 00:00 11/16 00:00 11/17 00:00 11/18 00:00 11/19 00:00 11/20 00:00 11/2100
== account Mean: 813 c¢/s == identity Mean: 8.20 c/s == repo_commit Mean: 1.00K c/s == repo_handle Mean: 0.533 c/s repo_tombstone Mean: 0.103 c/s




Relay host dies

Event Throughput

4.50K c/s

4K c/s

3.50K c/s

3K c/s

2.50K c/s

2K c/s

1.50K c/s - . BNl & e

Kcls
500 c/s

Oc/s s A
11/17 00:00 11/17 02:00 11/17 04:00 11/17 06:00 11/17 08:00 11/17 10:00 1/17 12:00 11/17 14:00 11/17 16:00 11/17 18:00 11/17 20:00 11/17 22:00 11/18 00:0¢
== account Mean: 9.67 c/s == identity Mean: 8.43 c/s == repo_commit Mean: 119K c/s == repo_handle Mean: 0.307 c/s repo_tombstone Mean: 0.147 c/fs




Relay host dies

Event Throughput

4K c/s

Constant crashes all day long

3K c/s
2.50K c/s
2K cfs

500 c/s

11/17 16:00 11/17 18:00 11/17 20:00 11/17 22:00 11/18 00:0(

11/17 04:00

)6:00

11/17 10:00 /17 12:00

ty Mean: 9.43 c/s repo_commit Mean: 119K c/s repo_handle Mean: 0.307 c/s




Relay host dies

Event Throughput

4.50K c/s

Constant crashes all day long
Falling behind line-rate traffic

w
=
(2}
o

2.50K c/s

2K cfs

500 c/s

11/17 08:00 11/17 10:00 11/17 12:00 11/17 14:00 1/17 16:00 11/17 18:00 11/17 20:00 11/17 22:00 11/18 00:0(¢
/ Mean: 9.4 repo_commit Mean: 119K c¢/s repo_handie Mean: 0.307 ¢ repo. Mean: 0.147




Relay host dies

Event Throughput

4.50K c/s

“* Constant crashes all day long
Falling behind line-rate traffic
Delayed writes for the network

w
=
(2}
o

50K c/s

N

2K cfs

500 c/s

)6:00 11/17 08:00 11/17 10:00 11/17 12:00 11/17 14:00 11/17 16:00 11/17 18:00 11/17 20:00 11/17 22:00 11/18 00:0(

dentity Mean: 9.43 c/s repo_commit Mean: 119K c/s

repo_handie Mean: 0.30

repo_tombstone Mean: 0.147



Relay host dies

Constant crashes all day long
Falling behind line-rate traffic
| Delayed writes for the network
~ Propped up just enough to minimize user impact




Hardware scaling ticking time bombs

v Basic CPU / Mem [/ Net / Disk

CPU Basic
100%

80%

60%

40%

20%

0% S AN el s S dhois S S Sy 285
10/1 1014 10/20 10/23 10/26 10/28

11/01

10/17
== Busy System Busy User Busy lowait == Busy IRQs Busy Other == Idle

Network Traffic Basic

2Gb/s
0b/s
-2 Gbfs W . ) 4
-4 Gb/s wrww LA A4
-6 Gb/s E "
-8 Gb/s
-10 Gb/s
-12 Gb/s
10/Mm

1014 10/17 10/20  10/23

== recv backend == recvbond0 == recv docker0

10/26  10/29

== recv edge

1/01 /04 1/07 110

recv enp129s0fOnp0 recv enp129s0i

trans backend == trans bond0 trans docker0 trans edge trans enp129s0fOnp0

1/04 /o7 1/10 113 116

trans enp129s0finp1

0 A ‘r~‘ '

p R
AN
TNV W \‘”
113 /16
finpl == recv lo

trans lo

nne

119

WA
fe

/22

1/22
recv usb0

trans usb0

Memory Basic

256 GiB
224 GiB
192 GiB
160 GiB
128 GiB
96 GiB
64 GiB
32GiB |
0B
10/M

4o it

Judgiian A

1014

10/17
== RAM Total == RAM Used

10/20 10/23 10/26 10/29
RAM Cache + Buffer == RAM Free

11/01 /04

SWAP Used

1/07 110

1m13

116

119

/22

Disk Space Used Basic L

100%
80% b
60%

40%

20%

10/20

== [boot/efi

0% —
/M 1014 1017

10/23 10/26

10/28 11/01

1/04

/07 1/10 1n13 116 1n19 /22

== | == [data == [boot/efi frun /runflock == /run/snapd/ns [run/user/0




Relay ticking time bombs

Disk Space Used Basic

100%

80%
60% /

40%
20%

Yy —_—
10/ 1074 1017 10/20 10/23 10/26 10/28 1/0O1  M/04 M/07 110 MA3 M6 N9 122

== [ == [data == [boot/efi == [boot/efi /frun == [runf/lock == [run/snapd/ns frun/user/0




Internal Hardware Failure



Internal Hardware Failure
Disk capacity exhaustion



Internal Hardware Failure
Disk capacity exhaustion
Disk latency spikes (overprovisioning runs out)



Internal Hardware Failure

Disk capacity exhaustion

Disk latency spikes (overprovisioning runs out)
No free blocks



Internal Hardware Failure

Disk capacity exhaustion

Disk latency spikes (overprovisioning runs out)
No free blocks

XFS Corruption



Overload

System Load

4 K
3K N
I3
S 2K
o
o
11/06 11/08 11/10 1/12 1/14 11/16 11/18 11/20 11/22
Name Mean Last * Max Min
e= | o0ad 1m 305 0.750 3.65K 0.0600
e | oad 5m 326 3 3.63K 1.08

== |oad 15m 345 5.01 3.65K 1:22




Shift to lower-load alternate architecture (lucky)



Shift to lower-load alternate architecture (lucky)
Offload subcomponents of service



Shift to lower-load alternate architecture (lucky)
Offload subcomponents of service
Rotate in hot-spare hardware



Shift to lower-load alternate architecture (lucky)
Offload subcomponents of service

Rotate in hot-spare hardware

Divide labor among the team



Event Throughput

5.50K c/s

5K c/s

4.50K cfs

4K c/s

3.50K c/s

3K c/s

2.50K c/s

2K c/s

1.50K c/s

Kcls
500 c/s

Oc/s A l A
11/21 00:00 11/21 02:00 11/21 04:00 UTPAR R 11/21 08:00 11/2110:00 11/2112:00 11/2114:00 11/21 16:00 11/21 18:00 11/21 20:00 11/21 22:00 11/22 00:00 11/22 02:00
== account Mean: 3.76 c/s == identity Mean: 740 c/s == repo_commit Mean: 1.33K c¢/s == repo_handle Mean: 0.351c/s repo_tombstone Mean: 0.125 c/s




Internal Software Failure



Internal Software Failure
Misconfigured proxy deploy



Internal Software Failure
Misconfigured proxy deploy
Triggered by exhaustion



Internal Software Failure
Misconfigured proxy deploy
Triggered by exhaustion
Miscommunication



Internal Software Failure
Misconfigured proxy deploy
Triggered by exhaustion
Miscommunication
Bandaid Stacking



Ouroboros

Event Throughput

Public consumers see repeated events

4.50K c/s

4K c/s
3.50K c/s
3K c/s

K c/s

11/21 04:00 1/

tity Mean: 740 c/s repo_commit A

2 11/2110:00 11/2112:00 11/2114:00 11/2116:00 11/21 18:00

00

repo_handle Mean: 0.351 ¢/

7
®
1=}
o
I
o
-
o
=}
)
o
(=]
N
3]
7



Ouroboros

Event Throughput

Public consumers see repeated events
Two hours before we noticed

w
19
(=}
=
o

N
o
=
-
n

2K c/s

1.50K c/s

K c/s
500 c/s
Ocls — . e —
11/21 00:00 11/21 02:00 11/21 04:00 11/21 06:00 11/21 08:00 11/21 10:00 11/2112:00 11/2114:00 11/21 16:00 11/21 18:00 11/21 20:00 11/21 22:00 11/22 00:00 11/22 02:00
account Mean: 3.76 c/s == identity Mean: 7.40 c/s repo_commit Mean: 1.33K c/s repo_handle Mean: 0.351c/s repo_tombstone Mean: 0.125 c¢/s



Ouroboros

Event Throughput

5.50K c/s

5K c/s

... Public consumers see repeated events
Two hours before we noticed
Three hours before we resolved

2.50K c/s
2K c/s

1.50K c/s

K c/s
500 c/s
|
0c/s S A S e/ I I
11/21 00:00 11/21 02:00 11/21 04:00 11/21 06:00 11/21 08:00 11/21 10:00 11/2112:00 11/2114:00 11/21 16:00 11/21 18:00 11/21 20:00 11/21 22:00 11/22 00:00 11/22 02:00
account Mean: 3.76 c/s == identity Mean: 7.40 c/s repo_commit Mean: 1.33K c/s repo_handle Mean: 0.351c/s repo_tombstone Mean: 0.125 c¢/s



Ouroboros

Event Throughput

5.50K c/s

Public consumers see repeated events

Two hours before we noticed

Three hours before we resolved

Thousands of external feeds and tools broken

0c/s - = i
11/21 00:00 11/21 02:00 11/21 04:00 11/21 06:00 11/21 08:00 11/21 10:00 11/2112:00 11/2114:00 11/2116:00 11/21 18:00 11/21 20:00 11/21 22:00 11/22 00:00 11/22 02:00




Repair the broken proxy configuration



Repair the broken proxy configuration
Replay missed events for consumers



Repair the broken proxy configuration
Replay missed events for consumers
Apologize to developers



Repair the broken proxy configuration

Replay missed events for consumers

Apologize to developers

Automate future proxy deploys with human approval



Repair the broken proxy configuration

Replay missed events for consumers

Apologize to developers

Automate future proxy deploys with human approval
Self-inflicted problems get more frequent when exhausted



Repair the broken proxy configuration

Replay missed events for consumers

Apologize to developers

Automate future proxy deploys with human approval
Self-inflicted problems get more frequent when exhausted
When the team is tired, if you can't rest, double-triple check



Celeb Caching Problem

Scylla Query P99

250 ms

200 ms

150 ms

100 ms

50 ms

01:00

02:00

Scylla Query Throughput

18K req/s

16K req/s

14K req/s

12K req/s

10K req/s

8Kreq/s "

01:00

02:00

03:00 04:00 05:00 06:00

03:00 04:00 05:00 06:00

07:00

07:00

08:00

08:00

08:00

09:00

10:00

10:00

11:00

11:00

12:00

12:00

13:00

13:00

14:00

14:00

15:00

15:00

16:00

16:00

17:00

17:00

18:00

18:00

19:00

19:00

20:00

20:00

21:00

21:00

22:00

23:00

22:00 23:00 00:!

00:0




Celeb Caching Problem

Scylla Query P99

250 ms

200 ms

150 ms

100 ms

50 ms

Os —
01:00 02:00 03:00

Scylla Query Throughput
18K req/s
16K req/s
14K req/s
12K req/s
10K req/s
8K req/s

01:00 02:00 03:00

04:00

04:00

DB Query P99s of >100ms

05:00

05:00

06:00

06:00

07:00

07:00

08:00

08:00

08:00

09:00

10:00

10:00

11:00

11:00

12:00

12:00

13:00

13:00

14:00

14:00

15:00

15:00

16:00

16:00

17:00

17:00

18:00

18:00

19:00

19:00

20:00

20:00

21:00

21:00

22:00

23:00

22:00 23:00 00:!

00:0



Internal Software Failure



Internal Software Failure
Sharded DB means each data partition served by only 3 cores



Internal Software Failure
Sharded DB means each data partition served by only 3 cores
Popular (celebrity) accounts have hot data on read-path



Internal Software Failure

Sharded DB means each data partition served by only 3 cores
Popular (celebrity) accounts have hot data on read-path

DB Tail latencies for everything spike (random distribution)



Internal Software Failure

Sharded DB means each data partition served by only 3 cores
Popular (celebrity) accounts have hot data on read-path

DB Tail latencies for everything spike (random distribution)
Average query fanout means all API requests feel the pain



Celeb Caching Solution

Cache Hit Rate

100% o = o« - e — = -
Maan , " M \ '"_.‘l N "~ P - i. Yy T — ' e SIS o : ey S SIS e
90% — i
il
80% 8 . 12" 1
N ; ¥l Wy, ‘,“
70%
60%
11/18 00:00 11/19 00:00 11/20 00:00 11/21 00:00 1/22 00:00 11/23 00:00
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Celeb Caching Solution

Cache Hit Rate

w% Cache data for popularactors
» Dynamically configured hot-set
w% Sync config, not data

o Give the DB a break
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Celeb Caching Result

Scylla Query P99
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Scylla Query P99

DB Query P99s of ~10ms (-90%)
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oo Half QU DB queries for profiles were for “celebs”
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Invalid Handles

Identity Lookups
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Invalid Handles

Turns out, public DNS has limits
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During a massive influx of new users-
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Invalid Handles

Turns out, public DNS has limits

We learned the hard way

During a massive influx of new users-
Millions of new users had “invalid” handles
Run a local DNS resolver, ask for limit bumps



Dropping some 011y ballast

BondO Network Recv
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Search and a Chrome Extension

HTTP Request Throughput
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Search and a Chrome Extension

HTTP Request Throughput
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Discover Growing Pains

Feed Response Time (Discover)
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Recovering from Action




Recovering from Action




Recovering from Action




We're Hiring SREs

https://bsky.social/about/join
B
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Any Questions?



