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Gamedays

Database down Redis down Lack of web workers
Authentication Down Degraded Prioritized

User profile display | Down Down Shed
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Should you actually shut off the dependency?

itiie.
' Pros Cons
h |

e Morerealistic e Could affects multiple
services

e Abstraction might be
better for feature teams
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Fault Injection Proxies

Toxiproxy Envoy
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Fault Injection Proxies

Toxiproxy Toxiproxy[:mysql_master].downstream(:latency, latency: 1000).apply
Shop.first # this takes at least 1s
end

http_filters:
- name: envoy.filters.http.fault

typed_config:

"@type": type.googleapis.com/envoy.config.filter.http.fault.v2.HTTPFault

Envoy delay:
#type: fixed
fixed_delay: 10s
percentage:

numerator: 50

denominator: HUNDRED
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But how to send traffic through that proxy?

e Change the code? The configuration files? Both?
e Generate adifferent image? Different kubernetes manifests? Both?

e Askingdevs to figure it out adds too much friction
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kind: GamedayConfig
apiVersion: stable.shopify.io/vl
metadata:
name: myapp—gameday
namespace: myapp-production-unrestricted
spec:
deployments:
- web
dependencies:
- name: myredis
type: redis
upstream: myredis.mynamespace.svc.cluster.local
toxics:
- name: mylatency
type: latency
enabled: false
stream: upstream
attributes:
latency: 1000
jitter: 250
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How to hijack service discovery?

e Locally
e Globally

e Ontheway?
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Locally: example using hostAliases

Client /etc/hosts DNS Server upstream (listening on 1.2.3.4:5555)

how to reach upstream?

No entry
‘. ......................................
how to reach upstream
1.2.3.4:5555
< ........................................................................
Hello!
Yo!
‘ ....................................................................................................................

Client /etc/hosts DNS Server upstream (listening on 1.2.3.4:5555)
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Locally: example using hostAliases

GamedayBuddy Kubernetes APIs client upstream (listening on 1.2.3.4:5555)

create a toxiproxy deployment and service

create
> Toxiproxy
created
o cinocnsininittianintiansissnitnassnetacascesnssntsnanssancd
forward all requests to “upstream’
ok
=< R L S R s i S L S e R S S T Biiiiss]
add entry to client’s fetc/hosts
g
add mapping in /etc/hosts from "upstream’ to "toxiproxy’
done

= NN TR DR |

GamedayBuddy Kubernetes APls Toxiproxy client upstream (listening on 1.2.3.4:5555)
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Globally: Example using CoreDNS

GamedayBuddy Kubernetes APIs CoreDNS

create a toxiproxy deployment and service

create
> Toxiproxy
created
e oecencccncccnnccncncanncaccctatetnsenacnnacacsanaasanas
forward all requests to “upstream’
ok
S A ————

add entry to CoreDNS

v

GamedayBuddy Kubernetes APIs Toxiproxy CoreDNS
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On the way: Example using Zookeeper

client zookeeper upstream1 (listening on 1.2.3.4:5555)

multiple list requests

multiple list responses
4. .....................................................................................
get upstream1
upstream1 info: {listens on: 1.2.3.4:5555, other info:....}
“ .....................................................................................
Hello!
Yo!
< .....................................................................................................................................

client zookeeper upstream1 (listening on 1.2.3.4:5555)
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On the way: Example usin

Client Zoocreeper

multiple list requests

Zookeeper Toxiproxy

multiple list requests

multiple list responses

multiple list responses

get upstream1

get upstream1?

{listens on: 1.2.3.4:5555, other info:....

Create a new proxy for upstream 1.2.3.

g Zookeeper

upstream (listening on 1.2.3.4:5555)

create

Proxy created, listening on 4.3.2.1:6666

{listens on: 4.3.2.1:6666, other info:

Hello!

Toxiproxy proxy (4.3.2.1:6666->1.2.3.4:5555)

Hello!

Inject latency or other possible faults

Yo!

Client Zoocreeper

Zookeeper Toxiproxy

Toxiproxy proxy (4.3.2.1:6666->1.2

upstream (listening on 1.2.3.4:5555)

usenix
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{
"listen port": 1234,
"upstream": "some-zookeeper.com:2181",
"overrides": [
{

"kind": "VitessTabletOverride",
"details": {
"cluster": "carts",
"cell": "us-centrall",
"tablet": "us-centrall-0000005999",
"use_toxiproxy override": true
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"listen port": 1234,
"upstream": "some-zookeeper.com:2181",
"overrides": [
{
"kind": "VitessTabletOverride",
"details": {
"cluster": "carts",
"cell": "us-centrall",
"use_toxiproxy override": true

}
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Summary

e Running gamedays is important

e Buttogetteamstorunthem,you need to provide the right tooling to decrease
friction and to empower them

e Servicediscovery hijacking (local, global, and on-the-way) helps greatly with
that



