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Abstract
In the face of growing concerns about online privacy and
security, this research delves into the perceptions versus the
realities of the Tor network’s privacy and security features,
as experienced by its users. Through an online survey hosted
on an onion site (making it accessible only to Tor users), we
seek to uncover the nuances of how users engage with Tor,
their understanding of its privacy protections, and their gen-
eral awareness of online security principles. This exploration
not only aims to bridge the knowledge gap regarding user
expectations and the technical functionalities of Tor but also
to shed light on potential areas for improvement in user edu-
cation regarding Tor. The insights gained from this study are
intended to contribute to the enhancement of Tor’s utility as a
tool for privacy and security, fostering a more informed and
empowered user community.

1 Introduction

As Internet users debate over the practicality and importance
of digital privacy [10], Tor [4] offers a path for those seeking
a more private Internet experience. It enables users to obscure
their IP addresses, offering anonymity and resilience against
censorship in certain jurisdictions. Tor helps users achieve
anonymity by routing their internet traffic through multiple
volunteer-operated servers (relays) worldwide. Tor encrypts
the data multiple times before it passes through the network.
Each relay decrypts one layer of encryption to reveal only
the next relay’s IP address until the destination. This layered
encryption ensures that no single relay knows both the source
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and destination of the data. This process also hides the user’s
IP address from the destination server, making it difficult to
trace the origin of the traffic [4]. With approximately eight
million daily users [3, 11], Tor has become a cornerstone of
privacy-focused Internet usage.

Motivated by the increasing significance of online privacy
and security, this research project fills a crucial gap in the liter-
ature. While previous studies have extensively examined dif-
ferent aspects of Tor, e.g., measuring its traffic behavior [5,11],
analyzing emerging threats on its infrastructure [8, 14], and
identifying its communication flows [13, 16], there remains
limited exploration into the alignment between user percep-
tions and Tor’s actual capabilities. As concerns surround-
ing online privacy continue to mount and the utilization of
anonymity networks such as Tor grows, understanding this dis-
parity becomes paramount. Existing studies have investigated
misconceptions of privacy-enhancing technologies [7, 15, 17].
Also, prior studies explored the motivations of the operators of
Tor relays [9] and surveyed end-users about their experiences
using Tor [12]. However, a focused work on the differences
between the perceptions of Tor users regarding the networks
security and privacy properties and the realities of what Tor
provides have not been previously established.

This study explores the divide between the perceived
and actual privacy and security features of the Tor network.
Our primary aim is to delve into the understanding and ex-
pectations of Tor users regarding their privacy and security
while utilizing the network. We aim to conduct an incentive-
compatible online study with 1000 Prolific participants. Dur-
ing this study, participants share how they use Tor, their under-
standing of Tor privacy protection, and their general knowl-
edge of security and privacy.

Through an investigation into users’ lived experiences and
beliefs, this study aims to offer valuable insights into Tor’s
efficacy from a user-centric standpoint. By shedding light on
the intersection of user perceptions and technical functionali-
ties, we aim to inform future enhancements to the Tor network
and educational initiatives regarding safe use of the network.
In doing so, we contribute to a deeper understanding of Tor’s
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role in preserving online privacy and security, paving the way
for a more informed and empowered user base.

1.1 Research Questions
Our study is centered around three main research questions:

RQ1: What are the differences between Tor users’ perceptions
of its privacy features and its actual privacy capabilities?

RQ2: How do users’ expectations of Tor’s censorship resis-
tance compare to the service’s actual functionalities?

RQ3: How do misconceptions about Tor’s functionality affect
user behavior and trust in the network?

2 Methodology and Survey Design

To study users’ understandings and perceptions of the Tor
anonymity network, we conduct an online survey consisting
of multiple-choice, Likert scale, and open-ended questions.
We self-host the survey on our own infrastructure using an
instance of LimeSurvey [1], an open-source online survey tool,
and only expose it to the Internet as a Tor Hidden Service (also
known as an onion-site or onion service). In this way, we can
guarantee that participants have actual experience with Tor.
This study has been submitted for review by the Georgetown
University Institutional Review Board (IRB).

This study is targeted to people who have at least some
experience with Tor. For a higher likelihood of Tor usage, we
post advertisements on the r/Tor subreddit. We also recruit
participants via the study platform Prolific [2].

After completing an informed consent process, participants
are given a link to an .onion webpage which they must access
with Tor. Upon completion of the survey, they are offered a
chance to enter their e-mail address to receive an Amazon gift
card. No other personally identifiable information is collected
in the survey, and the e-mail address is used solely for the
purpose of sending compensation.

The main survey consists of several parts covering different
topics:

Motivation To understand participants’ motivations for us-
ing Tor, we begin the survey by asking participants their
main reasons for using it, and when they prefer Tor over
regular Internet browsing. They are also asked how they
feel other users are using Tor.

Usage patterns We ask participants generally about their us-
age patterns, including how often and on which devices
do they use Tor. Following that, we ask more specifically
using Likert scales how often participants use different
Tor services (e.g., onion-sites or bridges) and browse for

different purposes (e.g., social media or media down-
load).

Understanding We explore participants’ basic conceptions
about the security and anonymity guarantees that Tor
provides, as well as what Tor does not protect them from.
We ask participants to describe Tor’s mechanisms to pro-
tect privacy and ask about their degree of agreement on
various statements describing whether Tor prevents a cer-
tain risk from a certain party or not (e.g., their ISP, their
government, the Tor Project, etc.), using Likert scales.
Next, we ask participants to compare Tor with VPNs
and “incognito” browsing modes and describe their dif-
ferences.

Deeper knowledge We ask participants about their familiar-
ity with several more in-depth topics. We explore in
more detail users’ understanding of Internet censorship,
onion-sites, and relays.

General security attitudes We use the SA-6 [6] scale to
measure participants’ general security attitudes towards
online security.

Demographics We ask participants to provide demographic
information such as age, gender, nationality, and English
proficiency.

3 Anticipated Contribution

Our research is poised to reveal a noteworthy divergence be-
tween user perceptions and the actual functionalities of Tor’s
security and privacy features. We expect to clarify these mis-
conceptions, providing a more accurate picture of Tor’s op-
eration from the users’ viewpoint. The study will generate
specific recommendations to improve educational resources.
By addressing these gaps between users’ understanding of the
security and privacy properties offered by Tor and the reali-
ties of what the anonymity network provides, our efforts will
enhance Tor’s true effectiveness in providing security and pri-
vacy. These enhancements promise to have a profound impact
across the broader security and privacy community, contribut-
ing significantly to our understanding and implementation of
secure online environments.
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