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BACKGROUND

* Intimate partner violence (IPV) is a pattern of
abusive behavior through physical, emotional,
sexual, and financial means to achieve control or
assert power over a partner

* Intimate Partner Financial Abuse (IPFA) involves
controlling access to financial resources,
significantly affecting the well-being of survivors.

» Digital financial products and services, such as
banking applications, can be used by abusers to
monitor and control the financial activities of
survivors

« Attacks are often reported retroactively, requiring
survivors to infer how the attacks occurred and the
vulnerabilities involved.

« Survivors' marginalized status makes it difficult to

reach them and necessitates careful attention in

research
Abuse “He financially abused me and did not let me have access to
see the debt on the credit cards he was accumulating...”
~ 1 "My ex husband submitted an insurance claim under my policy
Abuse [ | for an accident he had in a rental... ”

RESEARCH QUESTIONS

1. How might computational text analysis help to
identify financial abuse between intimate
partners in online consumer complaints?

2. Which digital consumer-facing financial
products and technology-enabled financial
attacks are prominently represented in such
complaints?

3. What barriers to service do consumers report
encountering when attempting to resolve
concerns around technology-enabled financial

abuse?

CONTRIBUTIONS

1. Constructed the first dataset of positive
IPFA-Iindicative complaints

2. ldentified key financial products and attacks
reported by survivors

3. Uncovered barriers to service faced by survivors

during resolution of complaint

METHOD

We developed a workflow for collecting
consumer-authored complaints on technology-enabled
intimate partner financial abuse
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After creating an initial reference set R of known IPFA
complaints, which were vetted by five experts in IPV
research, we developed a workflow combining pre-trained
language models, similarity clustering, and human review to

identify instances of financial abuse in consumer complaints
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As research experts in financial abuse, we then
performed an in-depth qualitative analysis of the 513
complaints in R

@ ﬁ Deductive Coding for eight categories of interest
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Attack type, consequences, resolution ...

@EI 0 [l Critical Discourse Analysis

What does “unable to access finances” mean ...

SELECTED FINDINGS

Common attack: asset/account takeover for criminal activity
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Common attack: abuser’s negligence over digital
asset/debt management
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Evidence of policies that overlook the dynamic of IPFA

“.. there was a fraudulent transaction of $10,000.00 from my account ...
This was an ex-partner who had stolen my phone and sent the money to
themselves ... | contacted <company> to inform them but they then
informed me that it was a non fraudulent transaction because said my
ex-partner and | had previous legitimate transactions”

Evidence of survivor challenges with providing proof

“... My ex-wife has continued to obtain new credit in my name. | have
disputed many accounts that appear on all 3 credit bureaus only to have
them respond with “we need proof”. ... nothing changes or helps ... 'm
really just stuck ... This is insane.”

Clustering aided us to better identify IPFA narratives
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PRACTICAL TAKEAWAYS

e Improved Security Tooling. Enhance the safety of
digital financial products through regular security
audits and checkups

e Evidence Gathering and Reporting. Improve
digital systems for evidence collection and
reporting, making it easier for survivors to gather
and present necessary information

e Support Systems for Financial Services.
Strengthen support systems to better assist clients,

particularly those vulnerable to financial abuse

MORE IN THE PAPER

Our peer-reviewed study was presented
at the 2024 ACM CHI Conference on

Human Factors in Computing Systems
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