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Abstract
Abusers use technology to spy on and harass their targets.
This pattern is known as technology-facilitated abuse (TFA).
Survivors of TFA may turn to the legal system to protect
themselves, and to do so, they need evidence of TFA. How-
ever, prior work indicates challenges to collecting evidence
of TFA or using it in legal proceedings. We performed a
qualitative case study of legal evidence of TFA in Wisconsin.
Through interviews and focus groups with 19 legal profes-
sionals, we surface current practices for evidence of TFA in
Wisconsin and elucidate several challenges to preparing and
presenting evidence of TFA.

1 Introduction

Technology-facilitated abuse (TFA) is a growing problem in
the US and globally [7,8,10]. Abusive intimate partners, fam-
ily members, employers, and others have begun to use technol-
ogy against their targets at alarming rates—in one study, for
example, 80% of stalking victims reported being stalked with
technology [14]. Unfortunately, different modalities of tech-
nology can be misused for stalking or harassment: accounts
like Google or email [8], mobile apps designed for spying [6],
“dual-use” apps that unintentionally enable spying [6], smart
home devices [15, 16], hidden tracking devices [5, 15, 16],
and even cars [16]. This type of pervasive abuse can violate
a survivor’s privacy, isolate them from support systems [10],
and sometimes foreshadow physical violence [9].

Survivors of TFA often turn to the legal system to protect
their physical and digital safety and security [8]. For example,
survivors may file restraining orders [1] to prevent abusers
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from contacting them under threat of criminal charges, though
it is not clear whether these protections prevent abusers from
causing harm by remotely exploiting digital devices [3,12,15,
16]. Survivors can also argue for favorable restorative custody
arrangements in family court proceedings or seek criminal
charges against their abusers for illegal acts such as stalking
or distribution of non-consensual intimate imagery (NCII).
To procure any of these legal protections, survivors need to
provide evidence of TFA.

Unfortunately, prior work indicates that survivors face nu-
merous challenges to collecting and presenting evidence of
TFA. The onus is on the survivor to “tie the digital abuse to
offenses that are recognized by the law” [8]—but for some
forms of TFA, such as surveillance with smart home devices,
it is not clear cut whether those actions are illegal [15]. Sim-
ilarly, many forms of TFA involve emotional abuse and ha-
rassment, which are heavily context-dependent and can be
difficult to prosecute. The state-of-the-art of evidence of TFA
is hundreds of printed screenshots [8, 11], but it is unclear
whether screenshots can capture more elusive forms of TFA,
such as account compromise. Finally, support providers and
legal professionals have been known to minimize the severity
of technology abuse, seeing it as not ‘real’ compared to phys-
ical abuse, or otherwise may lack knowledge of TFA and its
harms [8, 15]. These challenges can prevent survivors from
getting evidence, not only for legal proceedings but also for
“establishing a broader sense of safety and security” [11].

In this work, to better understand the challenges to using
evidence of TFA in legal proceedings, we conducted a qual-
itative case study. We focused on evidence of TFA in legal
proceedings in one U.S. state: Wisconsin. Restricting our
case study to a single state minimized the complexity of con-
sidering varying legal standards between states and focused
our analysis on the needs of survivors in this context. Our
research questions were:

1. What is the state of the art for preparing and present-
ing evidence of TFA in Wisconsin? For example, what
formats of evidence are commonly used, and in what
contexts?
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2. What makes evidence of TFA successful or unsuccess-
ful in Wisconsin legal proceedings? Are there certain
types of evidence to avoid, while others are more likely
to be useful in court? Which factors influence this (lack
of) success?

2 Method

We used a qualitative instrumental case study [13] to under-
stand evidence of TFA in Wisconsin legal proceedings. We
anticipate that though some findings will only relate to spe-
cific Wisconsin legal proceedings, other patterns extend to
broader contexts.

Interviews & focus groups. We conducted focus groups
and interviews with 19 legal professionals to collect their
observations and the secondhand experiences of survivors.
The participants were over 18 years old who were living
and working in Wisconsin and had experience collecting,
presenting, or judging evidence of TFA for legal proceedings,
or helping survivors with those tasks. We did not interview
survivors directly to avoid retraumatization and protect their
safety and privacy [4]; as a result, our findings may differ
from the experiences of survivors themselves.

We recruited participants through direct emails, phone calls,
fliers, and email lists run by a statewide IPV advocacy agency.
In total, we conducted 4 focus groups and 8 individual inter-
views with 19 legal professionals. Participants held roles as
legal advocates (e.g., for a domestic violence shelter), attor-
neys, organization leaders, law clinicians, law enforcement
officers, judges, and sexual assault nurse examiners (SANE).
Participants work in 9 of the 72 counties of Wisconsin. Par-
ticipants were offered $20 per hour as compensation.

Procedure. At the start of each session, we asked participants
for verbal consent to participate in the study as well as con-
sent to record the session. All participants consented to their
session being recorded. We began with warm-up questions
asking about the participants’ roles and the TFA experiences
they have observed. Then, we asked participants about the
types of evidence of TFA they have seen in practice, the pro-
cess for collecting such evidence, and what makes evidence
successful or unsuccessful in their experience.

In the last 10 minutes of the interview, we leveraged a
design prompt to elicit feedback about an evidence-collection
tool we are developing. We described how the tool works,
showed participants a mock-up of the evidence document
generated by the tool and asked for their thoughts. Using this
design prompt not only helped us refine our prototype but
also added another dimension to our findings for this study.

Data analysis. We are analyzing the data inductively with
Kuckartz’s qualitative text analysis methodology [2]. Our pro-
cess has three stages. In stage one, we generated high-level
thematic categories and applied them to our dataset using mul-
tiple rounds of collaborative coding (with five coders). Next,

we generated subcategories within this codebook and applied
them to the data. Now, in the final stage, we are analyzing
connections between categories and subcategories.

3 Preliminary Findings

Our preliminary findings show how evidence of TFA is used in
practice and the challenges survivors and legal professionals
face when using evidence of TFA. These findings will drive
changes to court systems, policies, and technology design to
better support the use of evidence of TFA. Some preliminary
findings are below.

Characterizing evidence of TFA. Participants had observed
evidence of TFA in a variety of forms. Photos/screenshots and
testimony were by far the most commonly mentioned; other
forms of evidence participants had seen included videos (+
transcript), audio (+ transcript), physical devices, cell data, ac-
count logs, and summaries of tech clinic consultations. These
types of evidence were submitted as printouts or given to the
court on digital storage devices (e.g., USB sticks).

Usually, the evidence captured harassment: messages,
calls, social media posts, financial abuse, and sharing of non-
consensual intimate imagery. Less commonly, the evidence
indicated surveillance such as location tracking.

Challenges to capturing evidence. Evidence of surveillance
may have been less common because often, there was sim-
ply no concrete evidence of the surveillance. Evidence of
harassment, too, sometimes disappeared over time, leaving
the survivor with nothing.

When evidence did exist, it was difficult to capture that
evidence for several reasons. Capturing evidence was time-
consuming, especially if there were, e.g., years of harassing
texts to document. For more technically-sophisticated evi-
dence collection, survivors could subpoena tech companies
or utilize forensic services—but only when they had access
to scarce resources like an attorney or police services. Finally,
abusers could often access the digital or physical storage
places where survivors would preserve evidence.

Challenges to presenting evidence. If evidence could be
collected, survivors faced challenges using it in court. Getting
evidence admitted was difficult, often because the abuser
could not be definitively identified. If evidence was admitted,
the greatest challenge was that proceedings greatly relied
on the interpretation of decision-makers like judges—people
who may not know what TFA is, be familiar with modern
technologies, or understand abuse dynamics. Even if survivors
could prove TFA, legal definitions sometimes did not cover
that abuse or left loopholes that abusers could use to exonerate
themselves by, e.g., claiming they were trying to track their
child’s location, not the survivor’s.
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