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Abstract

Users often lack awareness of potential security risks on their
smartphones and the protective security mechanisms avail-
able for securing their devices and information. One way of
raising awareness in users is through the use of notifications
and nudges. To that end, we designed two notifications for
antivirus software, encouraging users to install antivirus soft-
ware on another platform, namely a smartphone. We first de-
veloped the designs through feedback from a semi-structured
interview conducted with 12 participants, then further evalu-
ated the designs through a user study with 36 participants. Our
preliminary results indicate that notifications on one device,
such as a laptop, may be effective in raising awareness of
security tools on other device platforms. Our results also high-
light the motivators influencing adoption of antivirus software
on another device platform and design guidelines for user
attention to and implementation of notifications suggesting
security behaviors.

1 Introduction and Related Work

Users generally perceive that their traditional computers (e.g.
desktops and laptops) are more likely to be vulnerable to
security risks than their smartphones, and generally trust
their smartphone applications [9, 11, 14, 15] to be secure
and safe. Additionally, users are more likely to use protec-
tion mechanisms on their computers than on their smart-
phones [3, 9, 11, 14]. Thus, while users do care about their
smartphone security, they sometimes lack awareness of the
appropriate mechanisms and behaviors to secure their de-
vices [9, 10, 15]. As a result, educating users about suggested
security actions, such as through the use of notifications and
nudges, can be effective in increasing awareness and secure
behaviors [2, 5, 6, 13, 16]. A major question then is how and
when to deliver such guidance, to raise awareness of security
tools and encourage their use. In our research, we are inves-
tigating whether we can use notifications on one platform
where users are already using a security tool, namely a tradi-

tional computer, to raise awareness of and motivate adoption
of similar tools on another platform, namely a smartphone.

Notices have been used in a variety of situations, most
relevantly in security risk awareness as well as security tool
notifications, such as reminders to run system scans in an-
tivirus software or alerting of potential phishing websites.
Key criteria in providing security advice are that the advice
is effective, easy to execute, consistent across notifications,
and concise [1, 7, 12]. Additionally, notifications should have
easy to understand language and avoid technical jargon [14].
Nudges have also been used to influence behavior when faced
with a choice, such as making default choices the more secure
option [1, 4, 8, 12, 13, 16]. Zimmerman and Renaud explain,
"Nudges activate automatic cognitive processes, such as bi-
ases and heuristics, to encourage people to decide in a particu-
lar way [16]." With these guidelines in mind, we are designing
and evaluating two notifications for anti-virus software on a
computer, which recommends the use of that same software
on a smartphone.

This poster presents a two-phase user study of a notification
to encourage users of antivirus software on a laptop/desktop
to also adopt usage of antivirus software on a smartphone.
We chose anti-virus software as the tool due to wide-spread
understanding of its function and purpose as well as its uni-
versal applicability to both traditional computing devices and
smartphones. Our research questions are as follows [1] Could
notifications in existing security tools be utilized to nudge
existing users to adopt the tools on a different platform, and
[2] What are the user suggested design guidelines for such a
notification to encourage attention and adoption?

2 Methodology

This study operated in two phases, with the first being a design
phase to determine the most effective design and placement
for a notification in a laptop-based anti-virus interface. The
second phase consisted of a user study to evaluate the notifi-
cation designs and their perceived effectiveness.



2.1 Design Phase
During the first phase of the study, we tested three iterations
of notification phrasing, design, and placement with a focus
group of 12 university student participants to determine the
most effective combination for catching users’ attention and
prompting them to read the notification. During this step, var-
ious types of notifications, such as subtle nudges, active warn-
ings, and banners, were designed for an antivirus software in a
laptop/desktop environment following design guidelines pre-
viously outlined [1,1,7,12,12,14]. Each design was shown to
participants who were then interviewed regarding what they
liked or disliked, and potential changes. At the conclusion of
the design phase, two notification designs were chosen and
redesigned for the second phase of the user study.

2.2 Evaluation Phase
We then conducted a user study with 36 participants to evalu-
ate the perceived effectiveness of the notifications. First, par-
ticipants completed a demographics survey which included
questions about their current usage and perceptions of an-
tivirus software on their laptop/desktop and smartphone. Par-
ticipants were then shown a prototype of an antivirus software
in a laptop/desktop environment and asked to explore the pro-
totype to familiarize themselves with the application. We
utilized an A/B methodology, where half of the participants
saw no nudge, while half saw an active notification and a
passive nudge, within the prototype. Participants were then
interviewed to determine if they were interested in installing
antivirus software on their smartphone. Group A was then
given the time to explore the prototype again with the no-
tifications included. All participants were then shown the
two notifications and asked their impressions, likes and dis-
likes, and suggestions for improving the notifications. We
also asked for their perceptions regarding whether and how
such a notification could prompt them to install antivirus soft-
ware on their smartphone. Transcripts of the interviews from
the second phase of the study were qualitatively analyzed
using grounded-theory methodology to identify key themes
regarding notification design preferences and motivators for
installing antivirus software on a smartphone.

3 Preliminary Results

In the pre-study survey, we found that 22 participants were al-
ready using antivirus software on their laptops/desktops, while
only 5 participants were using antivirus software on their
phones. The three most common reasons for installing, or con-
sidering installing, antivirus software on the laptop/desktop
and smartphone were that the software was useful, the soft-
ware was pre-installed on the device, or that the participant
was required to install the software. Still, most of the par-
ticipants viewed antivirus software as beneficial to their de-

vice, with 28 participants agreeing with this statement on
their smartphone and 29 participants agreeing on their lap-
top/desktop. However, we also found that more participants
would recommend antivirus software to others on the lap-
top/desktop (30 participants) than the smartphone (21 partici-
pants).

Our results also identified multiple preliminary motivations
for installing antivirus software on a smartphone. One of these
motivators is the functionality of the software, where partici-
pants were considering if the antivirus software would actu-
ally protect their device and their information, which could
both motivate or dissuade installation. The ease of installa-
tion, with participants expecting the process to be quick and
easy, could also persuade or dissuade installation. Another
motivator was awareness of the mobile version of antivirus
software, with the lack of awareness of the availability of mo-
bile antivirus software a stated reason for not installing. Par-
ticipants also stated that promotions offered by the company
would potentially motivate them to install the mobile version,
even if just to test it. Some of these promotions included
the cost of the software, if it was included in the existing
cost of their coverage plan, or the offer of a free trial. Partici-
pants also considered their perceptions of risk to viruses on
smartphones when deciding if it was even necessary to install
antivirus software on their phones to protect against viruses.

Overall reaction to both designs was positive, and users
indicated they could potentially be effective. Participant feed-
back indicated that such notifications should have a minimal-
ist design with only necessary buttons and text. To ensure the
notification is user-friendly, participants wanted one that was
easy to understand, navigate (including returning to the main
interface), and follow any instructions if necessary. Partici-
pants also wanted there to be sufficient information included
in the notification to communicate the potential security risks
users face on smartphones and how the antivirus software
helps prevent these risks.

Inclusion of the notifications in existing antivirus software
on the laptop/desktop led to 24 out of 36 participants indicat-
ing they would be interested in installing antivirus software on
their smartphone. However, 10 participants who saw the pro-
totype without nudges expressed their intent, prior to seeing
and commenting on the notification designs. Thus, increasing
awareness of the security tool is likely a primary motivator
for installation with notifications being a potentially effective
method of doing so.

4 Conclusion

While our analysis is ongoing, preliminary results indicate that
there is potential to raise awareness and motivate adoption of
smartphone security tools by utilizing notices on traditional
computers. Our results provide guidance on the design of
such notices, to inform future quantitative studies evaluating
potential effectiveness and impact.
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