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1 Introduction

In organizations, poorly designed security policies and non-
usable security mechanisms can cause security friction
that leads to a drop in productivity among employees [2, 3].
While the burden single security mechanisms cause on users
is widely studied in the usable security community, the com-
bination of policies and tools and their effects on employees
in an overall organizational context is not [2]. Existing papers
primarily discuss a loss of time, e. g., when authentication
takes multiple minutes per employee per day [9]. However,
we argue that non-usable security tasks can cause friction
through different mechanisms, such as a loss of concentra-
tion, frustration, stress, or unwillingness to innovate. For non-
security-tasks, this has already been discussed and shown [12].
On the journey to measure different aspects of friction with
one instrument, we embedded various friction-related ques-
tions into an online survey that we distributed to employees
in an organization. Here, we report how we measured friction
and what we can learn from this case study.

2 Background

Usable security research has the main goal of reducing the
effort to use a secure tool or procedure [8] — explicitly and
implicitly — and to increase the adoption rate of such [6].
Time-saving and subjective satisfaction of the users is what
needs to be achieved [8, 17]. In organizations, employees use
a multitude of security tools (e. g., authentication mechanisms,
VPN, encryption tools, digital signature mechanisms) and
need to follow policies (e. g., not sharing passwords or using
flash drives, even if it is convenient). Hence, some scholars
think measuring employees’ security behavior within the spe-
cific context of their organizations is key [2,4, 16]. Here, the
usability of one tool or aspect is less important than consid-
ering the overall effect of security on productivity, whether
the multitude of security tasks causes friction with the pri-
mary task. While individual productivity is hard to define
and is job dependent, it is more complex than counting time

spent on a task [11, 12]. Hence, studies about a more com-
prehensive productivity loss due to security are rare, but it
would be necessary to understand how security affects other
goals of organizations. Alongside (I) a loss of time, we con-
sider (II) a loss of concentration and mental capacities due
to interruption, (III) frustration followed by a loss of motiva-
tion, (IV) a loss of the will to innovate, and (IV) the buildup
of stress [7, 14] as potential adverse effects of security on
employees productivity.

3 Method

We conducted an in-organization case study back in 2022.
There, 5 researchers developed an online survey to assess
the employees’ security awareness on a German automotive
supplier’s site with 700 employees. The survey contained
knowledge and security self-efficacy [5] related questions,
but we also embedded multiple questions regarding security
friction. Security friction questions were based around pro-
ductivity research [1, 12, 15] and covered e. g., experienced
stress, loss of innovation, perceived time loss, negative side
effects, security circumvention [13] etc.

We used Likert-Scales with different scales and open-ended
questions. The survey was distributed through the local work
council. We got n = 182 valid responses for two versions of
the survey — an initial extended version (n = 53, Appendix A)
and a shorter version that led to higher completion rates (n =
134). We qualitatively coded open answers and performed
descriptive and correlative statistics. This case study aimed
to learn whether getting inside the level of security friction
employees experienced would generally be possible.

Ethics & Data Privacy: While our institution has no IRB
or ERB, we adhered to best practices of security research [18]
and the European GDPR. Participants were informed of their
rights and gave their explicit consent. Our partner organiza-
tion’s local work council and data protection officer reviewed
and approved our survey. We deleted all potential PII after
data aggregation and only reported aggregated results back to
the organization.



4 Qualitative Results

Here, we present the results of the open-ended questions
exemplarily. Appendix B shows the demographics of our
participants.

Causes for friction n = 65 employees named 125 reasons
for friction (from qualitative coding the question: What rules
or procedures do you find disruptive?). The most often men-
tioned problems were about authentication (n = 35). For
example, inconsistent password rules (n = 7) — “[...] the pro-
grams have different requirements when creating new pass-
words. For example, one requires at least 1 special charac-
ter; the next does not allow such a character. One allows
any number of characters, the other only a much too limited
number.” — [P29] —, password rotations (n = 8), too much
authentication in general (n = 7), but also the missing inte-
gration of Single-Sign-On (n = 2) and password managers
(n=1). n =16 employees perceived the allowed data trans-
fer methods as too restrictive, e. g., because the necessary
software was not allowed (“Unlike our customers, we do
not have access to WhatsApp, WeChat, Zoom, MS Teams
and are therefore limited in our communication options.” —
[P32]) because data is blocked (“Download of Excel files
from abroad are blocked across the board - even from known,
confidential or shared sources” — [P139], or because the data
transfer does not work on the shop floor or in labs (“The labs
are not connected to the intranet, so data transfer is a daily
obstacle.” —[P130]). Another n = 16 were dissatisfied with
the restriction of certain devices or the prohibition of private
devices. n = 15 named internet content filter as a problem,
e. g., “Blanket blocking of websites in which certain keywords
appear. e.g., ‘Share’.” —[P62]. Some of the other given
friction examples were outdated security tools (n = 6), net-
work restrictions (n = 6), long IT approval processes (n = 6),
and, in general, missing security contact persons (n = 1) or
restrictions in software development (n = 3).

Suggested improvements n = 74 employees made 78 sug-
gestions on how to reduce the friction. In accordance with
the perceived causes, solutions for the reduction of filters
and blockers (n = 10, e. g., “Do not simply delete potentially
dangerous files from the attachment, but remove them, scan
them and, if ’clean’, deliver them to the recipient. Possibly
again with a note to only open files from trusted senders.” —
[P185]), easier data transfer (n = 8, e. g., “Summary of cus-
tomer portals for CAD data exchange via a central interface,
as it was in the past.” — [135]) and improved password reg-
ulations (n = 8, e. g., “Password complexity guidelines and
change intervals should be the same between systems to make
it easier to comply with them.” — [P92]) were the most often
mentioned. Beyond policies and technical measures, some
employees made also organizational suggestions, e. g., that
security decisions should be made more locally —at the site/

in the teams, not at headquarters — (n = 6, e. g., “Access man-
agement within the departments by trained and authenticated
employees” — [P20]), that security personal should be ap-
proachable (n = 6, e.g., “The information security officer
should be more present in the company.” — [P41]), or that
more easily accessible (n = 7), e.g., “rules can be found
quickly and easily.” —[P5]). Other suggestions for more
usable security included making security invisible (n = 3),
introducing a password manager (n = 2), or using biometric
authentication (n = 1).

5 Discussion

With this non-representative in-organization case study, we
developed an instrument that first gave us insights into the
levels of security friction in an organization and employees’
perceptions of it. We used too many item scales in the survey,
preventing us from comprehensive statistical analysis. Never-
theless, the security friction-related questions can inform the
design of future security friction surveys and scales.

We encourage future research on security friction in the
context of organizations based on the multiple facets that fric-
tion can have, as we did in this case study. One goal of an
instrument that reliably measures security friction would be to
nudge organizational leadership towards considering employ-
ees’ time and usable security — something they might currently
not consider [10]. From an ethical perspective, improvements
for employees must follow such a study. Just uncovering secu-
rity friction and then ignoring it can be considered unethical.
In our case, we offered our partner organization to help them
resolve some of the friction causes (e. g., by advising them
to introduce password managers), which did not happen in
the end due to changes in organizational politics during our
study.

One key learning is that we gained insights into the em-
ployees’ perception of security friction by asking open-ended
questions. We were indeed able to uncover different forms of
friction that our partner organization should work on. Perhaps
not surprisingly, employees described issues with authentica-
tion as the primary source of friction.

We were generally surprised at how open the employees
were with their critique of existing security rules and policies.
While we can not ultimately say what led the employees
to be more open than we expected, we attribute it to some
combination of (I) the work council distributing the survey
as a trusted partner and (II) our appearance as independent
academic researchers who will keep employees’ data safe.
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Questionnaire

The long version of the survey we used in our study was
originally in German. All items related to security friction are

bol

d.

Demographic data & Questions to role in organization

1

2.

IT

1.

. Please name your Gender [Male; Female; Divers]
Please state your Age [Open]

. Please state your average working hours per week
[Open]

How much time of your working day do you spend on
computer systems on average? [Open]

Do you have responsibility for personnel? [Yes; No]

Have you worked for your company remotely in the last
2 years? [Yes; No]

What is your highest educational qualification? [No
school diploma; Comprehensive / secondary school
diploma; Secondary school leaving certificate; Com-
pleted professional education; (Technical) high school
diploma; University degree]

Have you completed training or studies in the field of
computer science or IT security? [Yes; No]

security in the company

Where does information security play a role in your daily
work? Name the three most important points. [Open
Answer]

How often have you participated in training or education
on information security? [More than twice a year; Once
or twice a year; Once, during the training phase when
starting the job; Once, at another time; Not at all; I have
never heard of such an event]

. Did you find this training helpful? [Yes, very; Yes, a
little; Barely; No, not at all]

Who would you contact if you had questions about in-
formation security? [Open Answer]

Do you fear that you or your colleagues could be the
target of a cyberattack? [Yes, often; Yes, sometimes;
No]

10.

11.

12.

1.

2.

. Have you already been the target of a cyberattack in your

company? [Yes, and the attack had a negative impact
on my work; Yes, but the attack did not have a negative
impact on my work; No]

. Are there IT security rules in your company that you

find disruptive to doing your actual job? [Yes; No]

. What rules or procedures do you find disruptive?

[Open Answer]

. Why do you find the rules or procedures disruptive?

[Multiple Choice Answer: Costs too much time; Costs
too much concentration; Negatively affects my motiva-
tion to work; Prevents me from being innovative; In-
terferes with teamwork; Does not fit my workflow; Is
outdated; Is superfluous; No one else complies; Other]

Would you leave all the information security rules as
they currently are, or would you change something?
[Yes, I would leave everything as it is; No, I would
change something]

What information security rules and procedures
would you change? [Open Answer]

Do information security rules in your organization
prevent you from proposing new ideas, improve-
ments, programs or innovations? [Yes, regularly I do
not suggest something, because I think the rules of the
information security rules don’t allow it anyway; Yes, |
have refrained from proposing something at least once
because I thought the Information security doesn’t allow
it anyway; No, they don’t]

IT security for managers

Please indicate your personal agreement with the follow-
ing statements [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

* I see myself as a role model for my employees in
handling information security at my workplace.

* Following the information security rules takes
too much time for my employees.

e ] think that I act in an exemplary manner in infor-
mation security.

* ] think my employees behave as securely as I show
them.

* Following the information security rules costs
my employees too much nerves/ concentration.

How often do you communicate information security
with your employees? [Open Answer]



3. How would you describe information security communi-
cation with your employees? [I communicate new rules
and technological innovations to my employees, and my
employees give me feedback on them; I communicate
the rules and technological innovations, but I do not re-
ceive feedback or I do not respond to it; There is little or
no communication on information security issues.]

4. Are you satisfied with the communication? [Yes, I am
satisfied with the communication; No, I would like to
see more communication from my employees; No, more
communication should emanate from me; No, there is
too much communication. ]

Prior knowledge of IT security

1. Which of the following terms are you familiar with? [3-
point Likert scale: I can explain the term - I have heard
of the term before - I do not know the term]

Phishing

End-to-end encryption
Virtual-Private-Network (VPN)
SPAM

Authentication

Digital signature

Email encryption

Firewall

Social engineering
Ransomware

Two-factor authentication (2FA)

Denial of Service (DOS) / Distributed Denial of
Service (DDOS)

Digital certificate
Malware

Virus

Trojan horse
Point-to-point encryption
Spear-Phishing
Base domain
Password manager
Keylogger
Vishing

Makro

Emotet

2. Please list any signs of an IT security incident that you
are aware of. [Open Answer]

3. Personal assessment of information security rules in your
company [5-point Likert scale: Strongly disagree - Dis-
agree - Neutral - Agree - Strongly agree]

¢ I find the rules of information security at my

workplace understandably formulated.

* T have the necessary knowledge to behave securely

at my workplace.

* I have the necessary resources to behave se-

curely at my workplace.

* I can correctly apply the information security rules

I know.

4. Email use [5-point Likert scale: Strongly disagree - Dis-
agree - Neutral - Agree - Strongly agree]

* [ am allowed to open links in emails from senders

I know.

If I open links in emails whose sender is known to
me, this is secure.

I do not open links in emails just because the sender
is known to me.

I do not open links in emails from unknown
senders.

If Topen a link in an email from an unknown sender,
nothing bad can happen.

I open the links in emails from unknown senders if
they look interesting.

I may open the attachments in emails from un-
known senders.

I take a risk when I open the attachment in emails
from unknown senders.

I do not open email attachments whose senders are
unknown to me.

5. Internet use [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

¢ I may enter information on websites as long as

it helps me do my job.

When 1 enter information on a website, it
doesn’t matter what the information is as long
as it helps me do my job.

I evaluate the security of websites before I enter
information on them.

I may download any file to my work computer
as long as it helps me do my job.

I take a risk when I download files to my work
computer.

I download any file to my work computer which
helps me in my work.



6. Use of social media [5-point Likert scale: Strongly dis-
agree - Disagree - Neutral - Agree - Strongly agree]

If I publicly post my field of work on my social
media profile, this is not dangerous.

If I post regular status updates about my workday
on social media, I am not disclosing any security-
related information.

If I post about my work colleagues on social media,
this is not a potential security risk.

I am taking a risk when I publicly state my former
employer on my social media profile.

Posting something on social media does not create
security issues for my company.

When I post something on social media, it’s impor-
tant to consider the security of my company.

I don’t post anything on social media until I've
thought about the potential negative consequences.

I need to regularly review my privacy settings on
my social media accounts.

I believe it is important to regularly review my
privacy settings on my social media accounts.

I do not regularly check my privacy settings on my
social media accounts.

7. Security incident reporting [5-point Likert scale:
Strongly disagree - Disagree - Neutral - Agree - Strongly
agree]

I am not obligated to report security incidents in
the company of which I have become aware.

If I have become aware of security incidents, it is
risky to ignore them, even if they seem unremark-
able.

I would report a security incident in the company
if I became aware of it.

8. Password security [5-point Likert scale: Strongly dis-
agree - Disagree - Neutral - Agree - Strongly agree]

In my company I need passwords consisting of
letters, special characters and numbers.

If T use only letters in my passwords in my business,
this is secure.

I use passwords consisting of letters, special char-
acters and numbers in my work.

9. Two-factor authentication (2FA) [5-point Likert scale:
Strongly disagree - Disagree - Neutral - Agree - Strongly
agree]

I protect my accounts with simple authentication
compared to 2FA equally.

I think it makes sense to use 2FA to improve the
security of my accounts.

I use 2FA for all my accounts, for which it is possi-
ble.

10. Security on the phone [5-point Likert scale: Strongly
disagree - Disagree - Neutral - Agree - Strongly agree]

I have to verify the identity of a caller, even if I
know the phone number.

I consider it unnecessary to verify the identity of a
caller.

I always verify the identity of every caller.

11. Security while working remotely [S-point Likert scale:
Strongly disagree - Disagree - Neutral - Agree - Strongly
agree]

Working remotely, I must protect my monitor from
unauthorized viewing.

If I don’t protect my monitor from unauthorized
viewing when working remotely, I’m not taking a
risk.

Working remotely, I protect my monitor from unau-
thorized viewing.

Working remotely, I don’t have to secure my Wi-
Fi connection with the highest possible security
standard available to me.

If I don’t use the highest possible security standard
available to me for my Wi-Fi connection when
working remotely, nothing bad can happen.

Working remotely, I use the highest possible secu-
rity standard available to me for my Wi-Fi connec-
tion.

Email Security

1. Institutional [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

I think the majority of all emails are sent with good
intentions.

I think that emails are a trusted communication
channel.

I don’t think there is a problem with phishing
emails in my company.
I know that there is a lot of talk about phishing and
emails in my company.

I think that emails sent to my work address are
more trustworthy than those sent to my home ad-
dress.



2. Communication partner [5-point Likert scale: Strongly
disagree - Disagree - Neutral - Agree - Strongly agree]

I think that my email communication partners are
generally reliable.

I think that I can trust email senders from my own
country more than senders from abroad.

I usually receive emails only from senders I know.

I am generally suspicious of email if I do not know
the sender.

I can trust emails from senders I know.

3. Email content [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

I evaluate the content of emails regardless of the
grammatical and linguistic elaboration.

I trust an email more if my name is written in it.

I consider long emails more trustworthy than short
ones.

I am especially careful about emails that ask for
confirmation of my account or similar data.

I trust emails written in my own native language
more than those written in another language.

4. Individual [5-point Likert scale: Strongly disagree - Dis-
agree - Neutral - Agree - Strongly agree]

I have enough time to deal with my emails.
I feel confident in handling emails.

I frequently receive emails that contain links or
attachments.

I have fallen for a phishing email more often.

I am more likely to contact others if I am unsure
about the content of an email.

Experience with emails

1. Please indicate your personal agreement with the follow-
ing statements [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

If T set myself the goal of dealing properly with
incoming emails, especially from external senders,
I can pursue that goal.

If I set myself goals for detecting suspicious emails,
I rarely achieve them.

When suspicious emails do come up, I have a hard
time dealing with them.

I try to avoid learning new things for detecting
suspicious emails that seem too difficult.

If a strategy for spotting suspicious emails doesn’t
work right away, I increase my efforts.

I feel unsure about my ability to recognize suspi-
cious emails.

I am fairly confident about my ability to recognize
suspicious emails.

When I have trouble deciding if an email is suspi-
cious, I give up easily.

I don’t seem to be able to recognize incoming sus-
picious emails.

I also succeed in recognizing well-made suspicious
emails when I make an effort to do so.

If I become unsure or suspicious only after opening
an attachment or link, I always know what to do.

I can find a solution for any email that I am unsure
is suspicious.

I face suspicious emails calmly because I can al-
ways rely on my skills to react correctly.

When I am confronted with suspicious emails at
work, I usually have several ideas on how to deal
with them.

When I am confronted with suspicious emails at
work, I know how to deal with them.

Whatever happens in my email inbox, I will handle
it.

My experience in handling emails has prepared me
well to recognize phishing emails.

I'am able to respond to suspicious emails according
to my expectations.

If I am unsure about a suspicious email, I know
who I can contact.

Emails in daily work

1. Check emails [5-point Likert scale: Strongly disagree -
Disagree - Neutral - Agree - Strongly agree]

I find it stressful to check emails for suspicious
features.

When I check emails for suspicious features, it
takes too much time.

I find checking email for suspicious features useful.

When I check email for suspicious characteris-
tics, it distracts me from my real work.

I feel that checking emails for suspicious fea-
tures interferes with my daily work.

My colleagues check their emails for suspicious
features.



2. When I check email for suspicious features, I forget

what I was doing before. [Never; Sometimes; Often;
Regularly]

. Reporting suspicious emails [5-point Likert scale:
Strongly disagree - Disagree - Neutral - Agree - Strongly
agree]

» If I report suspicious emails, it costs too much
time.

» Reporting suspicious emails serves no purpose in
my opinion.

* The suspicious email reporting process is cum-

for Eva) +.

The last two letters of your father’s first name (e. g., er
for Peter) +

The year of birth of your mother (e. g., 50 for 1950) +
The first two letters of your favorite color (e. g., gr for
green).

The example ID in this case would be: ever50gr [Open
Answer]|

. Thank you for your willingness to participate in a follow-

up survey in a few weeks. Please leave your email ad-
dress so that we can send you an invitation to this survey.
The email address will not be used for any other purpose

and will be deleted after the post-survey is completed.
[Open Answer]

bersome.

4. T have already reported an email as suspicious, even
though it was legitimate. [ Yes; No; I have not received
any feedback on it]

4. If you have any comments or feedback about this survey,
you can use the following free text field. [Open Answer]

5. Would you like to tell us what you think could be done
differently in terms of information security, e. g., rules,
programs, communication, or trainings? [Open Answer]

B Participants Demographics

Table 1: The demographics of our participants.

Conclusion
Age # % Gender # %
1. In a few weeks, we would like to conduct a follow-up 18-30 16 9 Male 142 78
survey and actively approach some participants for this. 31-40 46 25 Female 37 20
Would you be willing to participate in such an interview? 41-50 4123 Non-binary 3 2
[Yes; No] 51-60 62 34 Education
’ >60 17 9 Primary Degree orless 4 2
2. In order for us to possibly match your answers from this Remote work (partly) | Vocational Training 14 8
questionnaire with later interviews/surveys with you, we Yes 156 86 ngh SChOOI 22 12
need a unique ID from you that still guarantees your No 26 14 University Degree 142 78
. Employment (Team-)leader
anonymity. -
Please generate your ID according to the following rules: Full-time 166 91 Yes 34 19
) Part-time 16 9 No 148 81

The first two letters of your mother’s first name (e. g., ev
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