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Paper Abstract

The richness of the information in photos can often threaten privacy, thus image editing
methods are often employed for privacy protection. Existing image privacy protection
techniques, like blurring, often struggle to maintain the balance between robust privacy
protection and preserving image usability. To address this, we introduce a generative
content replacement (GCR) method in image privacy protection, which seamlessly
substitutes privacy-threatening contents with similar and realistic substitutes, using
state-of-the-art generative techniques. Compared with four prevalent image protection
methods, GCR consistently exhibited low detectability, making the detection of edits
remarkably challenging. GCR also performed reasonably well in hindering the
identification of specific content and managed to sustain the image’s narrative and
visual harmony. This research serves as a pilot study and encourages further innovation
on GCR and the development of tools that enable human-in-the-loop image privacy
protection using approaches similar to GCR.



