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Well-intended but half-hearted: Hosts’ consideration of guests’ privacy using smart
devices on rental properties
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College Park
Danny Yuxing Huang Jessica Vitak

New York University
College Park

Abstract

The increased use of smart home devices (SHDs) on short-
term rental (STR) properties raises privacy concerns for
guests. While previous literature identifies guests’ privacy
concerns and the need to negotiate guests’ privacy prefer-
ences with hosts, there is a lack of research from the hosts’
perspectives. This paper investigates if and how hosts con-
sider guests’ privacy when using their SHDs on their STRs,
to understand hosts’ willingness to accommodate guests’ pri-
vacy concerns, a starting point for negotiation. We conducted
online interviews with 15 STR hosts (e.g., Airbnb/Vrbo), find-
ing that they generally use, manage, and disclose their SHDs
in ways that protect guests’ privacy. However, hosts’ prac-
tices fell short of their intentions because of competing needs
and goals (i.e., protecting their property versus protecting
guests’ privacy). Findings also highlight that hosts do not
have proper support from the platforms on how to navigate
these competing goals. Therefore, we discuss how to improve
platforms’ guidelines/policies to prevent and resolve conflicts
with guests and measures to increase engagement from both
sides to set ground for negotiation.

1 Introduction

Digital platform mediated short-term rentals (STRs), such as
Airbnb and Vrbo, have become increasingly popular over the
last decade. With the popularity and diversity of smart home
devices (SHDs), STR hosts are increasingly using SHDs to
add convenience for guests and to monitor the property’s and
guests’ safety remotely [3,12,41,55,57]. The increased use of
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SHDs in STRs, however, raises privacy concerns that ranges
from interpersonal entities’ monitoring and surveillance, to
people’s data being collected, stored, and shared with institu-
tional entities such as device manufacturers, law enforcement,
and third-parties [9, 13, 15,27,30,35, 36,45, 54, 55].

Research has shown that Airbnb guests are uncomfortable
with devices that could potentially monitor them [36,54]. In
fact, STRs guests may have unique privacy expectations, es-
pecially when compared to those in traditional hotels. STRs
provide an unique “feeling of home” to its customers [63],
and people expect greater privacy at homes than any other
places [16]. Therefore, guests may have greater expectations
of privacy in STRs than in hotels. Additionally, STRs are gen-
erally managed by individuals (e.g., hosts) rather than corpora-
tions, indicating a possible transfer of legal responsibility [?],
which may further enhance guests’ privacy concerns.

Meanwhile, Airbnb hosts express little or no concern about
guests’ privacy when using SHDs on their property [15];
rather, their concerns about privacy pertained to guests access-
ing hosts’ data. At the same time, STR hosts are incentivized
to accommodate guests’ privacy expectations to ensure their
positive experience. One way to do this is for guests to negoti-
ate their privacy needs with hosts [54] and address any tension
between hosts’ goals of using SHDs and guests’ values of
privacy. What is not clear, however, is whether hosts feel
willing and able to engage in such negotiation.

In this paper, we focus on investigating hosts’ perspective
on if and how they negotiate privacy with guests. Privacy
negotiation involves multiple stakeholders trying to reach a
consensus regarding data collection practices [54]. Majority
of prior work focuses on guests’ privacy needs [36,54]. While
Dey et al. [15] explored Airbnb hosts’ motivation to use SHDs,
we still lack knowledge about hosts’ current practices around
SHD usage, especially in terms of managing ' and disclosing
SHDs. Therefore, we ask the following research questions:

RQI: How do short-term rental (STR) hosts use smart
home devices (SHDs) in their rental properties?

!n this paper, we define smart home device management as managing
accounts, reviewing and deleting data, and granting control of devices.
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RQ2: How do STR hosts manage SHDs on their properties?

RQ3: How do STR hosts communicate about their SHDs
with guests?

To answer our research questions, we conducted an
exploratory interview study with 15 STR hosts (e.g.,
Airbnb/Vrbo) about their usage of SHDs on their rental prop-
erties, how they manage and communicate with guests about
their devices, and how, if at all, they consider guests’ privacy
when making decisions related to SHDs. Aligning with prior
work [15,36], we found that hosts use SHDs for safety and
security purposes, which inevitably monitor their guests. Con-
trary to prior research [15,36], however, we found that hosts
take guests’ privacy into consideration, albeit in limited ways.
Hosts consider guests’ privacy when deciding which devices
to use and where to locate them, logging out of guests’ ac-
counts, limiting monitoring and control during guests’ visits,
and disclosing their devices to guests. We also found that
hosts rarely, if ever, review or delete data; they provide lim-
ited control options to guests; and they do not disclose all
SHDs.

Our paper contributes to the existing literature on privacy
negotiation among multiple stakeholders in three key ways:

* We highlight hosts’ conflicting needs in protecting their
STRs versus protecting guests’ privacy.

* We describe hosts’ (limited) actions to ease guests’ pri-
vacy concerns, especially in managing SHDs’ data.

* We provide recommendations to improve platforms’ poli-
cies/guidelines and design features to prevent and facili-
tate privacy negotiation between hosts and guests.

2 Related Work

2.1 Multi-user interactions in smart homes

A smart home is a multi-user environment that involve pri-
mary users and non-primary users (e.g., alternate primary
users, secondary users, and guests) based on different roles
and usage scenarios [20,25,28,34,52,59]. Primary users are
those involved in purchasing, installing, using, and managing
SHDs [20], while non-primary users are those who are less
involved in managing SHDs, but focus on using the SHDs
managed by the primary user [28]. Bystanders are an im-
portant subset of non-primary users [60], and are users who
“happen to”” use SHDs (also referred to as “passenger users’
by [28] and “incidental users” by [13]). Research has found
that when primary and non-primary users have different ideas
about privacy [7,28,39,40], there could be tensions and con-
flicts, such as passengers’ concerns about the device purpose
and potential surveillance and monitoring [13,28,29].

In the short-term rental (STR) context, we consider hosts as
primary users because they purchase, install, use, and manage
SHDs for their rental properties. Likewise, we consider guests
bystanders because they use or are exposed to data collection
by SHDs that hosts have in their STRs. However, unlike

>

previous studies that address traditional home setups [13, 28,
52,59, 60], stakeholders in STRs are based on a transactional
relationship, incentivizing negotiation. Guests can always
pick a different listing if they are unhappy with the property
(e.g., hosts’ usage of SHDs), while hosts are motivated to
attract more guests. Therefore, it gives guests the power to
negotiate, making it an ideal setting to study how people
negotiate their privacy preferences.

2.2 Smart rentals and privacy

Privacy is an issue for both hosts and guests in the STR con-
text. For example, hosts are concerned about privacy when
their identities are disclosed through their public profiles [50]
while guests concerned about smart devices such as hidden
cameras, [11,21,58], general smart cameras [13,17,42], and
smart speakers [13]. In fact, Schutte [45] found that guests
were less satisfied staying in rental properties with SHDs and
identified privacy as one of the reasons.

As one of the most popular STR platforms [49], Airbnb
highlights the tension and conficts between hosts and guests.
From the hosts’ perspective, privacy was rarely considered
and if it was, it was about hosts’ own privacy (e.g., guests
accessing hosts’ information through SHDs) [15]. From the
guests’ perspective, they were concerned about being mon-
itored by SHDs and the lack of control they have with the
devices, and thus, had different views on information sharing
(e.g., Airbnb hosts wanted to access guests’ search history,
but guests were uncomfortable with sharing that informa-
tion) [36]. Even for less privacy-invasive devices (e.g., ther-
mostats), hosts and guests had conflicts about how much
control they want and related access to data [35]. Wang
et al. [54] further identified specific devices (e.g., security
cameras, voice assistants, motion sensors) that made guests
uncomfortable and suggested privacy negotiation with hosts
as a possible way to lessen guests’ privacy concerns.

Our study complements these findings by providing in-
sights into how hosts use their SHDs, including data manage-
ment and disclosing their devices, and how—if at all—they
negotiate with guests regarding SHDs in their properties.

2.3 Smart home device and data management

In theory, smart home users can mitigate their privacy con-
cerns by engaging in privacy-protecting behaviors, such as
adjusting the location of the devices [61], avoiding using cer-
tain functions [51], receiving notifications [31], or in some
cases, avoid purchasing them in the first place [23]. Less
intuitive and therefore uncommon is to take technical ac-
tions, such as changing passwords and/or using two-factor
authentication [51], turning-off microphones, deleting video
recordings and/or behavior logs [56]. In fact, Jin et al. [26]
reported that less than 1% of their respondents take technical
actions to manage their smart speakers. In practice, even
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smart home power users find it difficult to engage in tech-
nical measures to protect their privacy in smart homes [33].
Other research has also investigated data access and control
with institutional entities (e.g., manufacturers, advertisement
companies, government) [1,4,5] and data-sharing behaviors
among interpersonal relationships (e.g., family members, do-
mestic workers, guests) [1,4,18,22,37,38].

In the context of STRs, a few studies have investigated ways
to mitigate guests’ privacy, such as building a smart home
interface based on local network instead of cloud-based [19],
or using blockchain technology to lessen the privacy threats
in home sharing economy [24]. Marky et al. [37] further
suggested that guests value the feedback of privacy protection
status from the hosts and privacy protection should foster
collaboration between guests and hosts. The STR context,
especially from the hosts’ perspective, is uniquely different
from other contexts (e.g., visiting friends) and may introduce
new interactions and reactions to SHDs. Our work extends
the prior work with an emphasis on the hosts’ perspective.

3 Method

To answer our research questions (RQs), we conducted on-
line interviews with 15 short-term rental (STR) hosts (e.g.,
Airbnb/Vrbo). Our study was approved by the first author’s
institution’s IRB.

3.1 Recruitment

We used a short screening survey to recruit participants based
on two criteria: (1) they are currently hosting one or more
STR properties, and (2) they are currently using or interested
in using smart home devices (SHDs) in their STR properties.
We initially targeted Airbnb hosts but faced significant diffi-
culties recruiting them. At the same time, we found out that
many people cross-host on Airbnb and Vrbo. Therefore, we
decided to expand and recruit Vrbo hosts as well.
Recruiting STR hosts was extremely difficult due to the
exclusiveness of the community. We recruited through word-
of-mouth, social media, and online groups targeted to Airbnb
hosts (e.g., Airhost forum, subreddits for Airbnb hosts, and
Facebook groups). After facing recruitment challenges, we
additionally recruited through Craigslist, Airbnb host mee-
tups, and posted flyers in Airbnb-dense areas. Finally, we also
used a snowballing method to recruit additional participants
by asking for referrals, either in their surveys or interviews.
We had a total of 139 screener survey respondents. After
filtering out bots and invalid STR accounts, we contacted 73
potential participants; 46 replied, and we were able to sched-
ule 15 participants. This sample size is above average (12) for
the CHI community [8]. In addition, we rigorously validated
STR hosts by (1) asking for their STR profiles in the survey,
(2) sending a private message to their STR profiles to vali-
date their account, and/or (3) matching profile pictures and

descriptions with participants’ survey response and interview,
to ensure our data quality. Participants who completed the
interviews were compensated with a US$50 gift card. Partic-
ipants who introduced other participants were compensated
with an additional referral fee (USD1 per referral).

3.2 Data collection

Data collection started in August, 2023 until January, 2024.
We conducted two pilot interviews to revise and refine our
study protocol. For example, we found that the pilot partici-
pant who was interested in using SHDs also provided valuable
insights, therefore decided to recruit both hosts who use or
are interested in using SHDs (e.g., P2, P12). Pilot interviews
are not included in the data analysis.

3.2.1 Interview protocol

Each Zoom interview was recorded. The interviews lasted 52
minutes on average. Interview questions were divided into
four sections. First, we provided our definition of SHDs —
household items that are connected to the Internet or a home
network to enhance functionality, connectivity, and efficiency
within the home—and asked about their motivations for using
SHDs. Second, we asked our participants about their expe-
riences using SHDs on their STRs, focusing on how they
manage their devices and if there were any challenges in man-
aging their devices. Third, we asked our participants about
their perceptions and practices of disclosing SHDs to guests.
We then introduced participants’ STR platforms’ guidelines
and policies regarding SHD disclosure and asked about their
familiarity and perceptions. The final set of questions cov-
ered various privacy considerations with SHD use. We first
asked participants about general concerns related to SHDs and
potential issues stakeholders might face. If, until this point,
participants did not mention privacy concerns, which was rare,
we introduced an example of hosts and guests conflict when
using smart speakers. We asked our participants about their
thoughts on this situation. We ended our interview by asking
participants to brainstorm resolving conflicts around using
SHDs from multiple stakeholders’ perspectives The interview
protocol is provided in appendix A.

3.2.2 Participant information

As shown in Table 1, our participants consist of 13 Airbnb
and 2 Vrbo hosts, whose hosting experience, numbers and
types of properties, and experiences with SHDs vary. Among
SHD users (n=13), the number of devices ranged from two
to ten. Our participants ranged from 25 to 65+ years old, and
identified as female (n=8) and male (n=7). Most participants
identified as white (n=11), and most (n=11) had at least a
bachelor’s degree.
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ID Age Gender Platform Hosting Time Types of property  Types of SHDs used (or want to use) Familiarity with SHDs
P1 25-34  Male Airbnb before 2018 primary residence Speakers/Voice Assistants(VAs), lights, TVs, extremely familiar
cameras, alarms
P2* 65+ Male Airbnb since 2022 secondary residence  (Lights, thermostats) slightly familiar
P3** 45-54 Male Airbnb since 2023 investment property  Lights, thermostats, TVs, doorbells, door very familiar
locks, routers, appliances, switches, alarms
P4 35-44 Male Airbnb since 2021 secondary residence  Speakers/VAs, thermostats, TVs, door locks, extremely familiar
cameras, appliances, garage doors, switches,
sensors, alarms
P5 45-54 Male Airbnb since 2022 investment property  TVs, doorbells, door locks extremely familiar
P6 35-44 Female  Airbnb since 2021 primary residence Thermostats, TVs, vacuums, sensors, alarms  moderately familiar
P7 35-44 Male Airbnb since 2022 primary residence Speakers/VAs, switches moderately familiar
P8 35-44 Female  Airbnb since 2021 primary residence Thermostats, TVs, door locks, cameras, extremely familiar
routers
P9 25-34 Male Airbnb since 2021 primary residence TVs, ACs moderately familiar
P10 65+ Female  Vrbo before 2018 secondary residence  Speakers/VAs, thermostats, TVs, window so- extremely familiar
lutions
P11 35-44 Female  Airbnb since 2020 secondary residence  Speakers/VAs, TVs, door locks, cameras very familiar
P12* 45-54 Female Airbnb before 2018 secondary residence  (Speakers/VAs, lights, thermostats, TVs, moderately familiar
doorbells, door locks, cameras, alarms)
P13  55-64 Female Vrbo before 2018 secondary residence  Speakers/VAs, TVs very familiar
P14 25-34 Female  Airbnb since 2021 primary residence Speakers/VAs, thermostats, TVs, vacuums, very familiar
doorbells, door locks, cameras, switches, sen-
sors, alarms
P15  35-44 Female Airbnb since 2019 primary residence TVs, cameras moderately familiar

* The participant does not have SHDs on their Airbnb property currently but is interested in using them.
™ P3’s interview was not transcribed because P3’s recording was lost. We created a detailed memo of P3’s session for analysis and write-up, but we did not quote him anywhere.

Table 1: Participant Information.

3.3 Data analysis

Our recruitment took 6 months in total. To ensure the progress,
we analyzed our data alongside data collection. We tran-
scribed the audio recordings using Rev.ai and manually cross-
checked the transcriptions with the recordings for quality
assurance. We then imported the transcriptions into Atlas.ti
for qualitative coding. P3’s recordings were lost due to tech-
nical issues. However, we took detailed notes during the
interview and used them to validate the themes. Thus, similar
to Koshy et al. [28], we did not discard P3 from our study.
The three lead authors conducted multiple iterative rounds of
coding, following coding guidelines by Saldafa [44]. First,
we applied structural coding (i.e., building codes based on
the interview protocol) and produced 15 initial codes. Next,
we selected three transcripts with rich data and applied open
coding based on the initial codes to expand on the codes, pro-
ducing 50 codes. Last, we distributed the transcripts so that
at least two researchers coded each transcript and produced
95 final codes. During this process, we met multiple times
to resolve any disagreements and reach consensus on codes.
The final codebook is provided in appendix B.

Data collection continued until we determined saturation
had been achieved; upon hearing no new attitudes or expe-
riences in our final two interviews, we determined that ad-
ditional data collection was unlikely to yield additional in-
sights [32]. After coding all transcripts, we selected codes
that were relevant to answering our RQs and conducted the-
matic analysis of each, generating analytic memos [44]. The

selected codes for each RQ are:

RQI: STR property description, types and location of
SHDs, motivations for using or not using SHDs, reasons for
device purchase and usage.

RQ?2: SHD management (accounts, access, manual opera-
tions), (dis)advantages of using SHDs (confusion, complica-
tions, failures).

RQ3: Codes related to STR guidelines/policies (familiarity,
perceptions, needs/wants), disclosure practices (perceptions,
considerations, preferences) and resolving conflicts (potential
conflicts, willingness to negotiate).

Given the qualitative nature of this paper, we refrain from
reporting the exact number of participants for each theme.
Instead, we use the following terminologies when reporting
our results: few (0-25%), some (25-45%), about half (45-
55%), many/most (55-75%), and almost all (75-100%). This
is similar to other qualitative studies (e.g., [7, 16,62,64]).

3.4 Limitations

We faced significant challenges recruiting STR hosts, par-
tially because we aimed to verify that our participants were
actual hosts. Therefore, although we have limited participant
numbers and diversity, we were able to capture real hosts’ ex-
periences. Social desirability bias [6] can happen in interview
studies. We tried mitigating them by avoiding using languages
related to privacy during recruitment and mentioning privacy
before participants mentioned it. Instead, we prompted our

182 Twentieth Symposium on Usable Privacy and Security

USENIX Association



participants to think about privacy by asking the benefits and
drawbacks of using SHDs on their STRs or introducing a
situation where conflicts can arise between the host and the
guest because of privacy concerns.

4 Findings

This section is organized based on our three research ques-
tions, which cover hosts’ smart home device (SHD) usage
practices in their short-term rentals (STRs), their device man-
agement practices, and how they communicate with guests
regarding SHDs.

4.1 Hosts’ usage of smart home devices
4.1.1 Types and locations of SHDs

Figure | shows the types and locations of SHDs used (or
wanted to use) by hosts. Smart thermostats and smart speakers
(n = 10) were the most frequently used (or wanted to use),
followed by streaming devices, smart cameras, and smart door
locks (n =9). These devices were located in various spaces in
the property, spanning from private spaces (i.e., guests only)
to shared spaces (i.e., hosts and guests) to public spaces.

Guests’ private spaces can range from a private room in a
shared property to an entire property and include spaces such
as the bedroom, living room, and the kitchen. Private spaces
had the most SHDs, with entertainment devices such as smart
speakers and smart TVs being most popular. Smart cameras,
on the other hand, were rarely placed in guests’ private spaces,
which is in line with the recent update to Airbnb’s guidelines
banning indoor cameras [43]. Smart thermostats and smart
alarms were placed in shared spaces where both hosts and
guests have access. These devices were often considered as
less-privacy invasive. SHDs for safety and security purposes
(e.g., smart door locks, smart cameras) were placed in public
spaces (e.g., front/back doors, yard).

The majority of our participants’ STRs was either their
primary or secondary residence, with only two participants
explicitly identifying their property as an investment. In-
terestingly, participants whose STRs were secondary or an
investment were more willing to incorporate SHDs than those
whose STRs were their primary residence. This strategic
approach to adopting SHDs on their property was aimed at en-
hancing property safety and security through remote control,
particularly for hosts who lived far from the property.

4.1.2 Motivations for using SHDs in STRs

One of the main reasons our participants use SHDs on their
STRs was to monitor their properties and guests to ensure
security and safety. This was especially important for partici-
pants whose rental property was not their primary residence
and, therefore, needed to use SHDs to manage their properties

remotely. These participants used their smartphone apps to
control the devices (e.g., door locks, lights, thermostats) on
the property remotely, reducing the need to be physically on-
site. For example, smart cameras, doorbells, and door locks
were used to ensure the number of guests was correct, given
that guests often bring more people. P4 stated, “sometimes
people will show up and bring 10 more guests than they said
they were going to bring, so we have some security cameras.”
Among the devices used for monitoring, our participants were
most cautious about using smart cameras, especially where
they placed them. P1 stated, “So for the camera, I think that’s
the most invasive smart home device that we have. It was
important to me to put it somewhere where it’s only, where its
main function as a security device is most clearly limited. So
that’s why it faces the front door. And is only triggered when
the front door opens, or when there’s activity at the front door.”
Some of our participants, unfortunately, experienced theft,
damage, and other violations of house rules (e.g., smoking)
and decided to place smart cameras indoors. P11 placed a
smart camera in her living room, stating, “I’m not sure if it’s
fine or not, but it’s just, it’s my property, and it, there are
things that are very expensive, and as much as they could pay
for it, there’s a lot of effort that it takes getting the stuff back
again and put it in place.” Our study was conducted before
Airbnb updated its guidelines to ban indoor cameras.

4.1.3 Reasons hosts don’t use SHDs in rental properties

While SHDs were widely used, some participants also explic-
itly highlighted reasons why they avoided certain devices.

The primary concern revolves around the potential vio-
lation of guests’ privacy, which could hinder their comfort
during their stay at the rental property. Participants empha-
sized their reluctance to monitor guests inside the property
(e.g., avoiding using smart cameras in private spaces). For
example, P8 stated, “I would never put one [smart cameras]
inside, obviously, like you’d get kicked off the platform as,
and it’s super creepy.” Additionally, participants expressed
concerns about potential privacy breaches and discomfort for
guests. They worried that smart speakers might encroach on
guests’ privacy by listening to conversations and raised con-
cerns about data collection by these devices. For instance, P8
stated: “I wouldn’t use one of those [smart speakers and voice
assistance] in my unit probably because of audio recording.
Um, and I think that’s kind of what I was hinting at earlier
about like tablets or speakers or whatever they are that, um,
do record. I'm, I probably side with a guest on that.” In this
case, hosts’ threat model includes manufacturers and compa-
nies accessing guests’ data. However, hosts themselves can
also be a threat, for example, using “drop in” modes to listen
to guests [2]. In the next section(section 4.2.3), we elaborate
more on those cases where the host could threaten guests’
privacy when using SHDs.

Technical difficulties and the cost of the devices are other
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Figure 1: Types and locations of SHDs used by hosts. Private spaces are those areas accessible only to guests. Shared spaces
refer to locations utilized by both guests and hosts. Public spaces are areas accessible to the general public.

reasons for not using certain SHDs on the property, as some
participants express challenges in installing devices like se-
curity cameras or smart door locks. As P7 mentioned, “Plus
the costs, I mean, you have to consider how much it costs to,
to do it. Um, and if say the lock gets broken or whatever gets
broken or smashed, you know, it’s more expensive to replace.”

4.2 Hosts’ management of smart home devices

Hosts have access to data generated by guests with SHDs in
STRs. We found hosts’ lack of care accessing data, retention
of data, and sharing data with SHDs. Hosts generally do not
share data access with guests, but may do so with others (e.g.,
property managers); review data on their discretion; rarely
delete data. Furthermore, our participants’ data management
falls short from their intentions to protect guests’ privacy;
they either are unaware or nonchalant about the privacy and
security implications of their devices and data.

4.2.1 Who has access to SHDs’ data?

Using hosts’ accounts for SHDs in STRs. In general,
SHDs need an account to access and control the devices and
data. About half of our participants explicitly mentioned that
they use their own accounts for their SHDs, which makes
them the only ones who can access data collected by the
SHDs. One common reason for using their own accounts is
to provide a seamless experience for the guests. For example,
P11 stated, “[I use] my account. It’s already very hard. Like
people are traveling. It is already hard for them to kind of
notice this. So as to make these changes. So I just logged
them into my account.” Another reason is the complexity and
trouble involved in adding a new user and removing them
later. As stated by P14, “you can adjust that [a smart home
device] with your phone, but the guests don’t have that on
their phone... It’s hard for the guests to have access to the
smart devices ’cause they don’t have my phone.”

Privacy and security implications when using guests’ ac-
counts for SHDs. Some of our participants reported that
guests use their own accounts for the smart TVs and leave
their accounts after they leave. This can result in privacy
and security breaches, for example, hosts changing guests’ ac-
count settings or viewing guests’ browsing history [36]. Some
participants admitted that they do not check if the accounts
are logged in with guests’ accounts. When this indeed hap-
pened, our participants reset or logged out of guests’ accounts
from the devices. P6 stated, “we definitely actually reset them
[smart TVs] for the next guest every time, because most of
the time people forget to reset, like get out of the smart device.”
However, P6 also mentioned that most guests do not care to
ask to log out of their accounts.

Hosts may share data access with other stakeholders.
Several participants mentioned various people who help them
with their rental property, including cleaners, caretakers,
property managers, and even neighbors. A few granted ac-
cess/control of SHDs to their property managers to perform
their duties more conveniently. For example, P2 stated, “Yeah,
[1 will] give her full power over the thermostats because if
she forgets to turn it down, and she goes home, she could just
do it then.” P10, on the other hand, is a co-host and helps
manage someone else’s property. She mentioned that she has
full access to the property owner’s SHDs: “I have complete
access to everything, all of her, her passwords, etc., to work
all of the smart devices.” These data management practices
will be elaborated further in (section 4.2.3).

4.2.2 Managing control

Our participants wanted to control their SHDs in a way that
respects guests’ autonomy. Most participants only control
their devices before and/or after guests’ stay to take care of
their properties (e.g., adjusting temperature).

Our participants noted that “guest mode” was an effective
way to provide guests with the ability to control SHDs. For
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example, almost all smart door lock owners created a guest-
specific passcode to enter the property. P10 stated, “I will
also provide them with a code for the apartment door. And
that I would send that to them, uh, two days before.” A few
participants had smart TVs that also supported this feature,
allowing hosts to set a guest profile. For devices that do not
support guest modes, a few expressed concern about guests’
accessing their information or abusing the access, a similar
worry was reported in [15]. P7 stated, “they [guests] could
accidentally or intentionally do some, or like, ‘Alexa, what
are my last five orders?’...and get some kind information outta

”»

you.

Although most participants wanted to make the guests com-
fortable, some of our participants wanted to have the ability
to “override” guests’ control. For example, P2 stated, “if they
[guests] turn the heat up to 90 degrees in the winter, I might
be inclined to push it back down.”

4.2.3 Hosts’ data management practices

In addition to who has access to the data, we were also inter-
ested in understanding how hosts manage the data collected
by SHDs. We mainly considered two aspects of data manage-
ment, which are reviewing and deleting data.

Reviewing data. Our participants monitored their smart
cameras to make sure that guests have arrived and did not
bring additional guests/pets. Unfortunately, unexpected
guests/pets were a concern to many hosts, as they worry about
insurance violation requirements, fire codes, or building’s
policies regarding guests. P11 voiced such frustration among
many others, “I don’t know what for why, but for Airbnb, a
lot of people organize parties, and that’s not allowed in my
Airbnb, nor in the condominium. It’s forbidden. And so that’s
the reason why I have the cameras.” Some others also men-
tioned that they would check the camera to ensure the guests
had left. P15 told us, “And then time’s like I know that the

guest has checked out, so now that I can like begin cleaning.”

During guests’ stay, our participants reported reviewing
the data if they knew something went wrong. For example,
P4 set up various notifications for events related to property
damage (e.g., water sensor for flooding, sensors on oven for
fire, unreasonable temperature settings ). However, other
participants relied on their gut feeling when monitoring guests.
P11 stated, “someone told me [he] didn’t know how to use the
espresso machine, which was a little weird because it was very
simple...I didn’t have a very good vibe about this guy. I saw
him through the camera, and he was kind of pushing it like
this. I'm like, oh my gosh, you’re gonna break it.” Similarly,
P10 mentioned he “happened to check” and noticed “they
[the guests] opened the door at some point, and then for like
four or five hours, it wasn’t closed. It wasn’t locked.”

Deleting data. Our participants did not proactively delete
data collected from their SHDs. A few reported that they did
not delete video data collected from their smart cameras but
instead relied on the devices’ default expiration. For example,
P1 stated, “that is subject to Simplisafe’s system. It gets
deleted after 30 days or something.” P14, who owns a Blink
camera, also mentioned something similar, but the duration
of footage storage can be customized.

A few participants were reluctant to delete data because
they needed the data for proof of business. P11 stated, “you’re
supposed to tell Airbnb after 14 days, if any incident happened.
So even if you try to delete, it’s also not a good idea because
I’'m gonna be asked for stuff like that.” P13 shared a similar
concern, stating, “we don’t delete anything that the camera’s
recording until after the stay. You know, until we know every-
thing went well, the reviews are in all’s well, and then we can
delete everything.” We also found that few participants were
unaware of smart speakers’ data collection practices (e.g.,
access to conversation history).

4.3 Communicating smart home device usage
with guests

Negotiating privacy starts with disclosure. Our participants
knew and valued disclosing their devices, but also experienced
its limitations; cameras were disclosed while other devices
were neglected; hosts lacked accountability in disclosing their
devices. Nevertheless, hosts viewed disclosure as an effective
means to prevent and resolve future conflicts. Due to the lack
of guideline, however, hosts’ willingness to accommodate
guests’ privacy concerns were again left to their discretion.

4.3.1 Hosts’ perceptions of platforms’ guidelines

Both Airbnb and Vrbo have guidelines and policies regarding
the use of smart devices on their properties. In summary,
both platforms allow devices for security purposes, and only
if they are disclosed beforehand. Airbnb, recently banned
indoor cameras to respond to increasing concerns of hidden
cameras [43]. Vrbo, on the other hand, does not allow any
devices indoors unless they cannot be remotely controlled or
disclosed, and guests can deactivate them [53]. Vrbo also has
brief guidelines on managing data (e.g., limit access and dele-
tion). Details of Airbnb/Vrbo’s guidelines/policies regarding
smart devices will be discussed in (section 5.3).

Hosts’ familiarity with platforms’ guidelines. To under-
stand how our participants communicated their SHDs to
guests, we first asked about their familiarity with platforms’
guidelines/policies regarding the use of smart devices. Some
of our participants were familiar with the guidelines/policies
and were cognizant of them while setting up and editing their
listing on the platform (e.g., through the prompted questions).
P1 stated, “I’m very familiar with them [the guidelines]. 1
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knew about it. . . I think from setting up a new listing or editing
an existing listing. Airbnb will notify you of fields that are
incomplete, and I saw that, through the user interface that 1
showed you, the safety disclosures field that would allow me
to add information about cameras.”

Some of our participants who were not familiar with the
guidelines/policies thought they were irrelevant to them. For
example, P7 stated that since he does not have cameras on
the property, “never really had to look into it.” Similarly, P10
stated, “we don’t have any of the devices that they 're talking
about.” Too much focus on cameras and recording devices is
problematic because, like P7 and P10, hosts can easily neglect
to disclose other devices. Further, the definition of recording
devices is ambiguous, as multi-function devices (e.g., devices
with embedded audio/video) or interconnected devices can
also potentially invade guests’ privacy.

Notably, a few participants who were unfamiliar with the
guidelines/policies thought that they were obvious. For exam-
ple, PS5 stated that although he did not know about the guide-
lines/policies, he “kind of know[s] intuitively”, mentioning
that “you don’t want to have cameras inside.” Similarly, P8
stated that she was unfamiliar with the guidelines, but thought
that “the camera is like a requirement to be disclosed in an
Airbnb listing” and that “if people don’t do it, they re failing
to follow the guidelines set by Airbnb and just common cour-
tesy in general.” At the time of the study, Airbnb did not ban
the use of indoor cameras, which means that there was a mis-
match between host expectations and Airbnb requirements.

Hosts’ perceptions about platforms’ guidelines. About
half of our participants were positive about their platforms’
guidelines/policies. Our participants thought that they were
concise (P7), understandable and reasonable (P13), and use-
ful (P14). For example, P1 thought that it created a norm
around the usage of smart devices on rental properties: “I am
glad that Airbnb provides the user interface to have specific
disclosures of this because it gets people used to looking for
that and, and it helps to create a norm for hosts to disclose
any kind of surveillance devices.” Similarly, P4 thought it was
a protection for both hosts and guests: “I think it’s a good
expectation for renters, for guests to have, and it helps to keep
hosts honest, because, you know, a lot of, I've rented from
Airbnb, and it’s like, half the time the information is wrong,
they haven't filled out the stuff right, you know, you get mes-
sages from the hosts that are like, definitely for a different
property. .. I think it’s a protection both for guests and for
hosts to have these sorts of policies from Airbnb.”

Some negative sentiments about the guidelines were that
they were too generic (P14) or insufficient (P9). For example,
P7 thought that the guidelines raised new questions (e.g., if
smart doorbells would fit into any category). Similarly, some
participants found the definitions unclear and confusing. For
example, P9 was confused by the definition of common places
(i.e., spaces without sleeping areas) that, “I don’t know if it’s

generalizable enough for every cases,” and he preferred that
Airbnb should not allow “anything inside the house.”

Our participants have mixed opinions on what is considered
a monitoring or surveillance device. They generally agreed
that recording video or audio indoors invades guests’ privacy.
However, participants also mentioned that the intentions of
the devices (P1) or the “spirit of the device.” (P4) decide
whether a device is considered as monitoring or as surveil-
lance. For example, P1 distinguished between cameras and
smart speakers in that cameras are generally security devices
that are “intentionally able to be used” as surveillance de-
vices because of “how they can be used by the end user.” He
added, “the types of in-the-moment notice that is provided to
users around the device whenever the device is listening or
cameras are turned on,” as a reason why smart speakers are
not intended to be used to monitor or surveille people. On
the other hand, P4 distinguished environmental monitoring
(e.g., electricity, humidity) from surveillance, stating that “the
water meter is potentially a monitoring device,” but “that’s
not the spirit of that.”

Hosts’ needs/wants in platforms’ guidelines. To improve
the negative aspects of platforms’ guidelines/policies, our
participants suggested that platforms need to increase both
hosts’ and guests’ awareness about the existence of smart
devices on property.

One way of increasing awareness is educating both hosts
and guests to disclose and check whether or not there are smart
devices on the property. P8 stated “a little bit of education’
for both hosts and guests about “how it [having smart home
devices] benefits me [the host] other than just you know, me
trying to creep on you [the guest].”

Another way was to make it mandatory for hosts and guests
to disclose and check the devices on the property. P1 pointed
out that it is optional for hosts to disclose their devices. “They
[Airbnb] provide[s] that field among all the other fields that
they provide when you're filling out a listing description.” Sim-
ilarly, P4 commented how “they [Airbnb] could probably do
a little bit better job with helping hosts to implement that and
to actually put it in front of guests’ faces a little bit better.”

Circling back to P1’s comment about how disclosing smart
devices creates a norm around smart device usage in rental
properties, our participants emphasized that this would be a
combined effort from the hosts and the guests. P7 delivers this
point: “ultimately I imagine this is not really gonna be a legal
thing either. It’s just gonna be like a court of public perception.
Like if customers demand that this be declared and disclosed,
then it will be. And if they don’t, then it won’t. If enough
people stop using Airbnb because people have Google homes,
then Airbnb will require hosts to start declaring whether you
have something or any kind of listening device.” (P7)

Some participants also suggested design mechanisms
within the platform that could create more friction to increase
awareness. P4 suggested a “periodic checking” from the plat-

>
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forms, considering hosts might add devices after creating their
listing. Similarly, P6 wanted notifications from the platform
stating “these are the important stuff. Send this notification
to the guest before they arrive.” Furthermore, P16 suggested
indicators for hosts (e.g., checkboxes, an asterisk on profile)
and filters for guests to look for further information.

4.3.2 Hosts’ communication of their SHDs to guests

Disclosing cameras is perceived as necessary. About half
of our participants thought that disclosing cameras on the
property was necessary. P11 mentioned, “I think absolutely
[disclose] the cameras, because if you don’t say about the
cameras, you're gonna get in trouble.”

A few participants thought it was crucial to think of disclos-
ing if cameras were located indoors or in private spaces (e.g.,
bathroom) because they believed that cameras can be used to
monitor or surveille guests. For example, P1 stated, “if they
[cameras] were in the guest space, they certainly would need
to be disclosed. That could potentially violate Airbnb’s policy
if it was in a private space, which I guess bathrooms, sleeping
areas ... I think the fact that it’s able to be manually used as
a surveillance device, by which I mean, I can, even though
I’'m saying it’s only turning on if the door is open, I can go
into Simplisafe at any time and look through the cameras and
record audio and video. So, I think that makes it important to
disclose that it’s visible, or that it’s there.”

In terms of monitoring or surveillance, some participants
mentioned that whether or not the devices had recording capa-
bilities was an important factor to consider when disclosing
devices. P7 stated, for example, “I think if it’s like recording
someone, it would probably be good to notify people.”

Other devices are perceived as unnecessary to disclose.
Other than cameras, our participants were unsure or thought
it was unnecessary to disclose their smart devices. A few of
our participants thought it was unnecessary to disclose smart
speakers, which are considered privacy-invasive by guests [36,
54]. P7 mentioned, “I don’t think I would tell anyone that
there was an Alexa dot or something in the listing. Both
because someone might just go to your home and steal it, but
also because, um, they don’t really need to know. They could
Jjust unplug it if there’s a problem.” Similarly, P4 stated that he
has a Sonos soundbar with an embedded Google microphone
in the living room, but “don’t feel that is a surveillance or
monitoring device that would need to be disclosed.”

How hosts disclose their devices. About half of our par-
ticipants disclosed their smart devices on their rental profiles
(e.g., listings, descriptions). Perhaps, the popularity to dis-
close on their rental profiles was because it was prompted
as a default setting when hosts were listing their properties.
For example, P1 stated that “the only steps that we’ve taken
is to use Airbnb built-in disclosure, to disclose the presence

of a camera in the home.” These built-in, default disclosures
easily provided the hosts to check off the list of devices they
have in the property. For example, P14 stated, “there’s a
checkbox. Do you have these security devices and devices
that are recording? If you check yes, then describe in detail,
where is it located?”

Some participants disclosed their devices at multiple points
to ensure guests checked before booking or visiting the place.
For example, in addition to disclosing their devices on their
profiles, P4 disclosed his devices in his check-in instructions:

“the most important one is the one that we send before people
[book]...[the message includes] there are cameras that are
facing the two exterior doors.” Similarly, P6 disclosed her
devices in the listing and a physical manual “fo make sure
they’re [guests] gonna do it [read or follow instructions]” but
also acknowledging that “but most of the time, they’re not
gonna do it.” P11 shared a similar frustration after disclosing
her devices in multiple points, stating “It’s not only on one
point, it’s on two. If people don’t read it, they really need to
get their act together, "cause, I'm already disclosing it twice.

s

4.3.3 Hosts’ willingness to negotiate with guests

Conflicts with guests around SHDs usage. A few of
our participants experienced conflicts with guests around the
usage of smart cameras. For example, PS5 stated that one of his
guests "looked at it [an outdoor smart camera] in an annoying
way and then they stopped working". P5 did not respond
to it because the guest was considered as a friend. P11, on
the other hand, had several disputes with her guests about
her cameras. Some guests were upset about her cameras in
the living room and tampered them, which P11 reported to
Airbnb as property damage. After receiving complaints from
her neighbors about her guests making noises late at night,
P11 monitored her guests through her cameras in the living
room. The guests left a review of her being a predator, and
P11 contacted Airbnb to remove those comments. A guest
was taken aback when P11 warned the guest leaving trash
outdoors with a photo taken from her outdoor camera. At the
time of the study, Airbnb allowed cameras indoors, and in
her defense, P11 disclosed them. These anecdotes support
previous studies’ finding about guests’ discomfort in using
monitoring devices [36, 54], however, also point out that for
specific devices (e.g., smart cameras), disclosing might not
be sufficient to mitigate guests’ concerns.

Most of our participants, however, did not have conflicts
around SHDs usage with guests (even for those who had
smart cameras). However, they could still anticipate such
situations. As a preventative measure, our participants ex-
pected platforms to provide a mechanism that ensures hosts
disclose their devices and guests to read hosts’ disclosure.
P8 stated “they [Airbnb] could potentially make their policy
around camera and recording devices a little bit more clear
for hosts. I think that some hosts are not, you know, they’re
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not super tech savvy. They may not even realize that Amazon
Echo records you, so they may not know that’s something that
should be disclosed,” on the caveat that “some people just
may still not care or may not read them.” Some participants,
therefore, suggested a mechanism to make sure that guests
read the disclosure. P11 stated, “I think for them [guests]
signing a disclosure would be an extra step, and maybe not
necessary, but I don’t know what else. I mean, they’re already
consent[ing] by reserving.”

About half of our participants prefer direct communication
with the guests if conflicts arise, even with preventative mea-
sures. P1 stated, “I would first expect them [guests] to talk
to me about it.” A few of our participants explicitly preferred
messaging on the platform because it left them evidence. P6
stated, “most of the time they [guests] send message to Airbnb
and we answer them. This is because if something’s happened
first of all, Airbnb knows everything. And if they[’re] trying
to prove anything, you know.”

Hosts’ willingness to accommodate guests’ concerns Our
participants’ willingness to accommodate guests’ concerns
was highly contextual; hosts considered factors such as dura-
tion of stay, trust, reasoning, and consequences.

First, a few participants mentioned that the length of the
stay or the trust they built with the guests would matter. Con-
templating whether he would disable his cameras, P1 stated,
“it would depend on what the guests’ concern was related to
and the level of trust we’d established with the person, since
they are generally long-term roommates. I think if we had a
conversation about those concerns, we would consider dis-
abling the security feature, the cameras for security feature in
order to help them feel more private and all that.” Similarly,
P12 stated, “if it’s a longer stay, I would definitely say we
will, we can turn the cameras off at the door and just keep
the cameras on at the driveway so we can just monitor who'’s
coming and who'’s going.”

A few participants also mentioned that they would first seek
out the reasons for the requests. P14 stated, “the security is
not just for the guest but it’s for myself personally, it’s like
my home, so I would need to know the reason why first.” A
few participants were willing to negotiate, but with the caveat
that the guests would be responsible for the consequences.
P11 mentioned that “we can disable the internal camera. 1
Jjust want you to know that if there’s a party and if I get a fee,
you’'re gonna pay the full fee.”

About half of our participants were willing to accommo-
date guests’ privacy concerns by disabling their devices. A
few participants were willing to disable their cameras. For ex-
ample, P1 stated, “I think we would, depending on what, how
that conversation went, I think I would consider disabling it
[smart cameras].”

A few participants stated that they would disable their smart
speakers. P9 stated, “I [will] definitely remove the voice
assistant and for the future.” A few participants were willing

to disable other devices such as smart TVs, smart outlets, and
lights. P7 stated, “I have a couple smart outlets and um, you
can, I can turn the outlets on or off from anywhere so I could
turn "em off and then I don’t have to worry about it. Smart
lights, you could probably turn to some kind of a dummy mode
where they just work like regular lights.”

On the other hand, our participants also had devices that
were non-negotiable for various reasons. For a few partic-
ipants, cameras were a non-negotiable because they were
worried about safety and security. P15 stated, “I think when it
comes to like a camera in a public space, it’s like, well, what
are you planning to do in that public space, let alone in the
private space where I don’t have a camera. . . that starts to get
really fishy for me.” Other reasons include door locks being
necessary to let guests in (P5) and when smart devices are
installed and cannot be removed (P11).

5 Discussion

5.1 Concerning usage of smart cameras

Smart cameras were among the top three SHDs that our par-
ticipants used. Our participants placed these cameras in pri-
vate, shared, and public places to monitor their properties and
guests to ensure safety and security. The ways in which our
participants used smart cameras are concerning in many ways,
especially considering that guests find the usage of cameras
particularly privacy-invading [36, 54].

Our participants’ reasons for using smart cameras were to
monitor their properties, but by doing so they inevitably, if
not intentionally, monitored their guests. For example, our
participants place their smart cameras mostly in public spaces
(e.g., front door) to count the number of guests arriving, to
make sure that guests are bringing the appropriate number
of guests. Also, a few participants installed smart cameras
in shared spaces after experiencing theft, damage, and other
violations of house rules.

At the time of the study, Airbnb allowed indoor cameras,
and we had one participant (P11) who placed a camera in a
private space (e.g., living room) to monitor guests. Granted,
P11 struggled with guests not respecting house rules (e.g.,
parties) and disclosed upfront to guests about the cameras in-
doors. However, considering that our participants repeatedly
complained that even if they put the effort to disclose SHDs,
guests do not care to check, it is unlikely that guests would
have known. In addition, when managing devices and data
is up to hosts’ discretion, monitoring the property can easily
creep into monitoring guests. It is indeed a step forward to
protecting guests’ privacy that Airbnb updated their guidelines
to ban indoor cameras, however, there is no accountability to
make sure that preexisting cameras are removed from indoors.

Furthermore, the emphasis on smart cameras only opens up
new questions: what about multi-function SHDs that have em-
bedded audio/video capabilities? What about interconnected
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devices? We touch upon this issue in (section 5.3) when we
think about ways to improve platforms’ guidelines/policies.

5.2 Hosts’ efforts to protect guests’ privacy
falls short of their intentions

Previous research reported that privacy is less of a concern for
Airbnb hosts when using SHDs, and if they do have concerns,
it is about their own privacy instead of guests’ (e.g., guests
accessing hosts’ information through SHDs) [15]. Similarly,
Mare et al. [36] did not find guests’ privacy as one of hosts’
concerns when using SHDs. Our findings suggest quite the
opposite: Airbnb hosts consider guests’ privacy when they
decide where to place smart cameras (Section 4.1), making
sure they log out or reset the devices from guests’ accounts
(Section 4.2.1), monitoring data only when necessary (Sec-
tion 4.2.3), restraining from controlling the devices when
guests are visiting (Section 4.2.2), and making sure to dis-
close cameras on their properties (Section 4.3.2). All of these
behaviors were previously unreported.

However, hosts’ effort to protect guests’ privacy falls short
of their intentions, especially when it comes to managing
data (Section 4.2.3). We found that our participants often did
not have a clear threat model, which makes them unaware
of the privacy implications behind their practices. For exam-
ple, some of our participants shared accounts with property
managers (e.g., housekeepers, cleaners) but did not consider
them as potential entities that could infringe on guests’ pri-
vacy. In addition, real-time monitoring by our participants
was common. Granted, our participants tried to monitor their
property and guests only when necessary (e.g., through no-
tifications) but also admitted that they felt the urge to check
on their property based on their "gut feelings", and did so.
Similarly, our participants gave guests limited control and
wanted to override their controls if necessary (e.g., temper-
ature settings). Not to mention that hosts do not, if rarely,
delete data collected by the devices after guests’ visit.

Perhaps the lack of hosts’ privacy-protecting measures that
we’ve identified stem from the conflicting need between want-
ing to protect host’s property and wanting to protect guest’s
privacy. The lack of guidance from platforms on how to
use smart devices in a way that protects guests’ privacy, and
hosts’ precarious position as gig-workers [10, 14,48], requires
constant proof-of-business from either side at the expense
of guests’ privacy or the security of property. Next, we dis-
cuss what we can and should do in terms of providing a clear
guideline for hosts and guests to create a safe and privacy-
protecting way to use smart devices in rental properties.

5.3 Insufficient guidelines/policies to support
hosts

The STR platforms that we investigated in this study are
Airbnb and Vrbo, and they each have their own guidelines and

policies about the usage of smart devices on their properties.

According to Airbnb’s guidelines regarding "use and dis-
closure of security cameras, recording devices, noise deci-
bel monitors, and smart home devices" monitoring devices
(e.g., security cameras, recording devices) are banned indoors
but allowed outdoors if hosts disclose in listing’s descrip-
tion. Noise decibel monitors (i.e., devices that assess sound
level but do not record audio) are allowed indoors and hosts
must disclose its presence, but not the location. Hosts are
encouraged but not required to disclose SHDs and hosts are
encouraged to provide options to guests to disable or unplug
them [43]. Vrbo’s policies regarding "surveillance devices at
property" includes devices that capture image, audio, video,
geolocation, personally identifiable information (PII), and in-
ternet activity. These devices are not allowed in the property,
except for smart devices that cannot be remotely controlled
if they are disclosed and given the option to disable them.
Security cameras and smart doorbells may be used outside
only for security purposes, if their locations are disclosed
in multiple channels, access to data is limited, and deletion
of data when no longer needed. Noise monitoring devices
should be disclosed. These policies are enforced [53].

Although our intention was not to directly compare
Airbnb’s and Vrbo’s guidelines and policies, we found that
Vrbo’s policies were clearer (e.g., definition) and more com-
prehensive (e.g., data management). That being said, it is
important to note that not all participants were aware of their
platforms’ policies and guidelines, and this was true even
for Vrbo, which had more rigorous policies than Airbnb’s.
Part of the problem is that some hosts are not aware of the
existence of these policies and guidelines, and were not en-
forced to do so in the case of Airbnb. Even hosts who knew
about the guidelines skimmed through it, thought it was irrel-
evant because they did not have security cameras/recording
devices, or skipped disclosing other devices than security
cameras/recording devices. The lack of guidance and enforce-
ment to communicate whether hosts have smart devices in
their properties is concerning and regrettable, considering how
our participants thought these policies and guidelines were
positive (e.g., creating a norm around smart device usage in
rental properties) and acknowledged that it was a shared effort
with involved stakeholders (e.g., matter of public opinion).

Therefore, we suggest and argue that platforms improve
their policies and guidelines, not only with their contents,
but also in how they address and enforce them with their
users (e.g., hosts and guests). Many of the improvements
to Airbnb’s guidelines can be referred from Vrbo’s policies,
and we think this is important considering the prevalence and
popularity of Airbnb for STRs [49].

Providing guidelines beyond types of devices. Our par-
ticipants were confused with Airbnb’s guidelines for devices
other than cameras. For example, our participants were con-
fused about smart speakers because they thought that smart
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speakers do not intentionally record people and, therefore, are
not recording devices. Airbnb has a more relaxed approach to
SHDs; they "encourage" hosts to disclose SHDs and to give
guests the option to disable or unplug the devices. Vrbo’s defi-
nition of surveillance devices (i.e., devices that capture image,
audio, video, geolocation, PII, internet activity) practically
bans SHDs inside the property. The only exception is when
these devices are not remotely controlled, which is difficult to
achieve unless the host gives guests complete access/control
of the devices. The ambiguity and complexity of platforms’
guidelines/policies left our participants confused.

This is especially concerning since previous research found
that Airbnb guests were concerned about devices that could
potentially monitor them [36, 54], not to mention people’s
privacy concerns with smart speakers in general [1,23,29].
Therefore, we recommend that platforms consider the types
of data collected by the devices, rather than the devices them-
selves when defining monitoring/surveillance devices.

Considering interconnected, multi-functioning devices.
All of our participants agreed that smart cameras in bedrooms
or bathrooms were unacceptable. However, at the time of the
study, Airbnb allowed smart cameras indoors, and we had
participants who placed smart cameras in private and shared
areas (e.g., living room). Now, Airbnb bans smart cameras in-
doors. This shows that guidelines and policies regarding smart
devices in STRs are evolving and ever-changing. Although
Airbnb’s recent update in its guidelines is a step towards pro-
tecting guests’ privacy, there is more to consider. Hosts are
still not required to disclose their SHDs, which is concerning
when we think about SHDs with multiple functionalities (e.g.,
smart speakers with embedded cameras, smart TVs with au-
dio/video capabilities). Furthermore, the interconnectivity of
SHDs complicates the privacy implications (e.g., data shared
among SHDs). As guidelines/policies shape norms in using
SHDs in STRs, there is much more room for improvement.

Supporting SHDs’ data management practices. Plat-
forms should also provide guidelines/policies on how to man-
age data collected by SHDs because, ultimately, it is data
privacy that matters to people’s privacy concerns [51]. Cur-
rently, only Vrbo has some instructions for data management
(e.g., limiting access to data, unnecessary data deletion), and
Airbnb, as a more popular platform, should adopt these in-
structions in its guidelines. Account sharing and retention
periods are other considerations in improving platforms’ poli-
cies/guidelines. Considering that our participants shared their
accounts with guests and property managers (e.g., housekeep-
ers and cleaners), platforms should remind hosts to think
about who they are sharing data with when they are sharing
accounts. Next, since our participants depended on devices’
default data deletion or were reluctant to delete data because
they needed proof of business, platforms can suggest hosts
delete data after guests’ complaint period (e.g., 60 days).

Engaging both hosts and guests on SHDs disclosure.

Disclosure is a form of notice-and-choice, which is prone to
fail due to fatigue or negligence [47]. Thus, platforms should
be more active during the disclosure process through better
design, encouraging more engagement from hosts and guests.

For hosts, platforms should encourage, if not mandate, the
disclosure of hosts’ devices throughout their hosting and book-
ing services, instead of just the beginning. Designers can
make it mandatory for hosts to disclose their smart devices
when registering their homes. The platform should also reg-
ularly check in with hosts to update their disclosures, con-
sidering hosts might add or remove their devices later. For
guests, platforms should display the disclosure information
more prominently on the listing, and should actively seek
guests’ confirmation by displaying such information during
the guest’s initial inquiry or the final confirmation of booking.

Currently, disclosure of security cameras is buried under ir-
relevant sections (e.g., the amenity section on Airbnb). When
the SHDs in question is not a camera, the device does not
even have its own dedicated space to be disclosed. Given
that guests often prioritize price and location when booking
for STRs, we believe asking for proactive consent from the
guests could be more effective than passively showing such
information on the listing only.

6 Conclusion

Our study explored the possibility of privacy negotiation be-
tween short-term rental (STR) hosts and guests by investigat-
ing hosts’ practices on usage, management, and disclosure of
smart home devices (SHDs), which provides valuable insight
into hosts’ willingness to accommodate guests’ privacy. We
conducted online interviews with 15 STR hosts and found that
hosts consider guests’ privacy when using SHDs: what types
of devices they choose to use and locate them, logging out
from guests’ accounts, limiting monitoring, and disclosing
cameras. However, we also found that hosts experience a
dilemma between protecting their property versus protecting
guests’ privacy, therefore, making their efforts fall short of
valuing guests’ privacy. We identify platforms’ insufficient
support as the fundamental problem, leaving hosts astray in
communicating with guests. We discuss ways to engage both
hosts and guests to care about this matter by suggesting im-
provements to platforms’ policies and guidelines, as well as
design recommendations for features and functions to support
communication.
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A Interview protocol

Hi, thanks for joining us today. I am [name] from [institution]
and these are my colleagues. Today, we’d like to talk with you
about your experiences using SHDs on your STR property.
Before we begin, we kindly request your consent for this
study.

To proceed with this process, I will start the recording
now, and then we can go ahead with the oral consent. The
recordings will only be accessed by us [two or three depending
on who are in the meeting].

May I please have your name and today’s date? Do you
agree to participate in this study? Can you please verify the
code that we’ve sent to your [Airbnb/Vrbo] account?

Thank you for your patience and understanding. We empha-
size that you are under no obligation to answer any questions
that you are uncomfortable with. You are free to skip any
questions and you can withdraw from this study at any time
you wish. Do you have any questions before we start? [Take
questions] If you have no further questions about the study,
let’s start.

We are interested about your experiences with using SHDs
on your STR property. First, we would like to define what
SHDs are: SHDs are household items that are connected to
the Internet or a home network to enhance functionality, con-
nectivity, and efficiency within the home. Examples include
smart speakers (e.g., Amazon Echo or Google Home), smart
lights (e.g., Philips Hue), smart thermostats (Google Nest),
and smart locks and security cameras. Please note that we do
not include personal devices such as computers, smartphones,
tablets, and smartwatches in our definition. Having that in
mind, we first wanted to ask about your motivations on using
SHDs on your property. [check with survey entry and ask]
Can you describe your [Airbnb/Vrbo] property? (e.g., how
many, what type, layout) What types of SHDs do you have
on your [Airbnb/Vrbo] property? Why did you buy those
devices? Where are your SHDs located and what was the
reason for locating them there? prompt: How long have you
had those SHDs on your [Airbnb/Vrbo] property?

Next, we want to know more about your experience of
using SHDs on your STR property. How do you manage
your SHDs when your guests visit? (e.g., changing devices’
location, turning on/off the devices, reminding guests of their
presence, managing accounts and data). Are there any things
you do differently to manage your SHDs before/during/after

guests’ visit? Are there any challenges you had using SHDs
on your [Airbnb/Vrbo] property with your guests? Any con-
versations? What did you talk about? prompt: were there any
guest comments that mentioned SHDs on your [Airbnb/Vrbo]
property?

We’re especially interested in how you disclose your de-
vices to your guests. Can you tell us if and how you described
your SHDs in your [Airbnb/Vrbo] listings? Are there any con-
siderations you have when disclosing SHDs to your guests?
(e.g., types of devices, location of devices) Are there SHDs
you absolutely think you need to disclose to your guests?
Are there SHDs you don’t think you need to disclose to your
guests? Why?

Thinking about how to disclose your SHDs to your guests,
When would you like to do it, and how? (e.g., through the
listing, when guests are booking, reminding guests through
manual)

So, Airbnb allows the use of cameras and recording devices
if they are disclosed in the public and common spaces. Airbnb
does not allow if devices are not disclosed and/or are in public
spaces. [show Airbnb guidelines; make sure to zoom in when
sharing screen; can also share link in chat; make sure to give
enough time for participants to read] > How familiar are you
with the guidelines? How did you know about it? What do
you think about the guideline? (e.g., understandable? useful?)

We’re also curious about your concerns when using SHDes
on your [Airbnb/Vrbo] property. What do you think are the
benefits of having SHDs on your [Airbnb/Vrbo] property?
What do you think are the drawbacks of having SHDs on your
[Airbnb/Vrbo] property? Can you think of any potential is-
sues that might arise from using SHDs on your [Airbnb/Vrbo]
property? What are the issues that you might face as a host?
What are the issues that guests might face?

[If participant does not mention any privacy issues] Here
are some privacy issues that might arise from using SHDs in a
STR property. For example, there was a debate among Airbnb
hosts about a guest complaining that they were uncomfortable
with smart speakers and whether hosts should disclose and/or
use them [46]. Have you experienced any of these issues?
What happened? How did you resolve these issues? If not,
do you think any of these issues might happen to you? What
would you do?

Thinking of the people involved in resolving these issues,
(If that happened) What did your guests do? (If not) What
might you want guests to do to resolve those conflicts? What
might you want [Airbnb/Vrbo] to do to resolve those con-
flicts? What do you think might help to prevent these issues?

[check if team members have any remaining questions left]
Thank you for your time today, before we end, we would like
to ask if there was anything you wanted to say but didn’t get
to, or if you had any questions for us.

2We introduced Vrbo’s policies for participants who hosted on Vrbo
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B Final codes, sub-codes, and their descriptions

Codes and sub-codes

Descriptions

STR property description
Size

Residence
Characteristics

Guest characteristics

Participants’ description of their STRs regarding...

how big the property is in terms of the types of property hosted (e.g., entire
house, private room) and the types of rooms hosted (e.g., 2 bed 2 bath).

the objectives of residence of the property hosted (e.g., primary, secondary,
investment).

how the property is marketed to the guests (e.g., farmhouse) often shaped by
local events and seasonality (e.g., ski-event, metro-area).

the types and sizes of guests (e.g., business, family).

Types and location of SHDs

Participants mentioning what kind of devices they use and where.

Motivations for using smart home devices

Home automation
Guest experience
Monitoring property
Monitoring guests
Safety and security

Energy conservation
Remote control
Interconnectivity

Farticipants’ description of why they use SHDs (similar to Advantages but

different in that these are tied to intentions and expectations).

To automate their home.

To improve guests’ experience (e.g., providing a seamless experience).

To monitor the house.

To monitor guests (e.g., to check the number of guests).

For safety and security reasons both for the property and guests (e.g., fire,
flooding).

To save energy (e.g., temperature, lights).

To have control of their property from remote.

To connect with other devices in the house.

Motivations for NOT using smart home devices

Guests’ privacy
Cost

Theft

Technical difficulties

Mindfulness
No need

Any reasons for participants’ reluctance to using SHDs due to (similar to

Disadvantages but different in that these are more tied to intentions and

expectations)...

Concerns about guests’ privacy.

Concerns about cost.

Concerns about theft.

Concerns about the technical difficulties involved in using SHDs (e.g., instal-
lation).

Wanting to provide guests with time away from technology.

Participants’ disinterest in using (specific) smart home devices.

Advantages of using smart home devices
Conserve energy
Safety and security
Proof of business

Entertainment
Visibility

Guest experience

Remote control

Participants’ comment on the advantages of using smart home devices on

their rental property (similar to Motivations but different in that these are

lived experiences).

Using smart home devices saves energy consumption.

Using smart home devices provide safety and security to the property and
guests.

Using smart home devices provide hosts with proof of business when they
need evidence.

Using smart home devices provide entertainment for guests (e.g., smart TVs).

Using smart home devices provide visibility (e.g., guests’ activity, smart
home data) to hosts.

Using smart home devices provide a better experience for guests (e.g., seam-
less entry).

Using smart home devices provides the convenience of remotely controlling
the property.
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Codes and sub-codes

Descriptions

Disadvantages of using smart home devices

Technical failures (internal)
Technical difficulties
(Potential) Theft

Guest confusion

Invasion of guests’ privacy

Guest misuse

Lack of guest control

Farticipants’ experiences of challenges in using smart home devices on their

rental property (similar to Motivations for NOT using SHDs but different in

that these are more lived experiences).

Facing technical failures due to device defects such as loss of network con-
nection and/or battery outage.

Facing technical difficulties due to one’s lack of technical proficiency, such
as smart home devices being too complicated to manage.

Guests stealing stuff from home, especially smart home devices.

Guests being confused on how to use smart home devices on rental property.

Using smart home devices invades guests’ privacy.

Guests using smart home devices in a way that is not intended by the host
(e.g., purchase of items)

Participants not being able to provide enough control for guests.

Reasons for device purchase and usage

External sources

Integration
Brand reputation and trust

Reasons that participants buy certain devices and use it in a certain way.

Participants learn and/or hear from external sources (e.g., other Airbnb hosts,
online forums).

Choosing a specific brand/company to integrate the devices.

Preference based on reputation and trust to a specific brand/company.

Smart home device management

Accounts and passwords
Shortcuts

Access control
Notifications

Disclosure

Routines and/or schedules
Manual management

Reviewing and deleting data

Upgrade

Participants’ management of the smart home devices and data.

Whose accounts are being used and how passwords are shared for the smart
home devices.

Creating workarounds to manage their smart home devices (e.g., using text
shortcuts to remotely manage devices).

Access control mechanisms for guests using smart home devices (e.g., manual
control, smartphone apps).

Setting up notifications to manage SHDs.

Participants consideration of disclosure as a part of their management.

Participants set routines and schedules to manage their devices

Physically managing the devices

Reviewing and deleting data collected by SHDs at any time of the guests’
stay.

Upgrading soft/hardware for SHDs

Disclosing smart home devices

Must

Unsure

Not disclose

Participants’ perception of whether or not to disclose any/certain SHDs to

guests.

Smart home devices that participants think they absolutely should disclose to
their guests.

Smart home devices that participants are unsure if they should disclose to
their guests.

Smart home devices that participants do not disclose to their guests for any
reason.

Methods of disclosure

Property listing
Property description
Messaging

Additional instructions

How participants disclose/communicate their SHDs to guests (similar to

Disclosure considerations but different in that these are actual practices).

Participants disclosing their SHDs in the property listings.

Participants disclosing their SHDs in the property descriptions.

Participants disclosing their smart home devices through messaging (e.g.,
platform, external chats) with the guests.

Participants disclosing their smart home devices with additional instructions
(e.g., physical manual)

Preference for disclosure methods

Farticipants’ preference in how to disclose their SHDs.
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Codes and sub-codes

Descriptions

Disclosure considerations

Instruction for guests
Respect to guest privacy
Accounts

Data visibility

The kinds of considerations participants put into when they are thinking of
disclosing SHDs to guests (similar to Methods of disclosure but different in a
way that it might not be practiced).

Leaving additional instructions for guests.

Thinking about how to respect guests’ privacy when disclosing SHDs
Disclosing who’s account is associated with the device.

If participants consider disclosing what data is visible to whom.

Familiarity with STR policies/guidelines regard-
ing SHDs

Participants’ self-reported familiarity with platforms’ policies/guidelines
regarding smart devices.

Perceptions of platforms’ policies/guidelines
Positive

Negative

Neutral

Farticipants’ perceptions of platforms’ policies/guidelines.

Any positive reactions to platforms’ policies/guidelines regarding smart de-
vices.

Any negative reactions to platforms’ policies/guidelines regarding smart
devices.

Any neutral reactions to platforms’ policies/guidelines regarding smart de-
vices.

Perception of surveillance/monotoring

Participants’ perceptions of surveillance versus monitoring.

Needs/wants in platforms’ policies/guidelines

Participants’ wants and needs regarding platforms’ policies/guidelines re-
garding smart devices.

Willingness to negotiate/accommodate

Participants’ willingness to negotiate, accommodate, and compromise with
guests about their usage of SHDs to meditate guests’ concerns.

Non-negotiables

Participants’ reluctance to negotiate and reasons why.

(Potential) conflicts with guests

(Potential) conflicts with guests regarding the usage of SHDs in rental prop-
erty.

Resolving conflicts

Expectations towards guests
Communication

Expectations towards platforms
Transparency

Empathy

Explanation

Granting access
Unreasonable requests from guests

How participants resolve, or plan to resolve conflicts with guests regarding

the usage of SHDs in rental property.

Participants’ expectations of guests when they are in conflict.

Participants’ mentioning of communication as a strategy to resolve conflicts
with guests around the usage of SHDs.

Participants’ expectations of platforms when they are in conflict with guests
(e.g., moderation)

An emphasis on being transparent about the usage of SHDs to guests when
resolving conflicts.

An emphasis on being empathetic to guests when resolving conflicts (e.g., If
I were a guest...).

An emphasis on explaining to guests the details of using SHDs with guests
(e.g., why, where, how).

Participants granting access to guests to resolve conflicts around SHDs.

When participants think guests’ requests are unreasonable, therefore no need

to accommodate.

Other stakeholders People involved in managing the rental property beside the hosts (e.g., care-
takers, neighbors, cleaners, and property managers).

Unsure Quotes that are interesting but unsure where they fit.

Good quotes Quotes that represent, highlight codes and themes; Make sure that ends up in

the writing.

Tech-savvy host

Farticipants who have indications that they are tech-savvy (e.g., background
in IT).
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Descriptions

SHDs in the background

Farticipants’ strategies to deploy SHDs in a way that delivers guests with a
seamless experience.

Smart home adoption

How participants adopt SHDs to their STRs (e.g., gradual).

Needs/wants in SHD functionality

Participants’ needs/wants in SHD functionality to ease the use in their STRs
(e.g., guest mode).

Negotiation practices

Any negotiation practices employed by participants to resolve conflicts with
guests.

Interesting but irrelevant

Quotes that are interesting and potentially relevant to answering our RQs.
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