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Option-related paths
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Many option-related paths may remain unexplored
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Background

tiffcrop manpage

lrzip manpage

pdftops manpage

# pdftops -level1 -form in.pdf /tmp/foo
Error: forms are only available with Level 2 output

when not satisfied



Challenge

Various declaration ways
l Not meaningful in conjunction with
l Cannot be combined with
l Cannot be used with

Implicit declared relationships
l –B: Force output to be written with Big-Endian 

byte order.
l –L: Force output to be written with Little-

Endian byte order.

Hard to extract concrete relationships l Either -f or -b must be used with -C, and -C 
cannot be used with -F or –d.



Approach

p Overview



Approach

p Explicit Declared Relationship (EDR) Identification

• 37,672 programs
• 302,875 sentences

Dataset
• 1,817 labeled sentences
• Only 0.6%

Active learning

Model

Training



Approach

p Implicit Declared Relationship (IDR) Identification

l Approach: Check predicate, object, and grammatical structure 

-L: Force output to be written in Little-Endian byte order.
-B: Force output to be written in Big-Endian byte order.

• Same/antonyms predicate 
• Same object
• Parallel grammatical structure

These options do the 
same (or opposite) things 
on the same object 



Approach

p Relationship Extraction

A polarity-based finite state machine A mixing forward and backward traversal method



Approach

p Combination, Prioritization, and Fuzzing

Options All 
combinations

Valid 
combinations

Pruned 
combinations

Ranked 
combinations

relationship 6-wise coverage

Seeds Fuzzing



Evaluation

20 
programs

• Formats: 11



Evaluation

20 
programs

282
relationships

67.91% 
combinations

45.97% 
unique paths

57
crashes

• Precision: 96.10%
• Recall: 88.85%

• 0-day: 43
• CVE: 30

Extract Filter Increase Find

CVE-2022-4450 (OpenSSL)

• Formats: 11
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