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Motivation - Countermeasures
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Consequence

Modify Register Read Secret KeysDirect Memory Access Access TrustZone
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Duplicated Registers

0x000000000x500acff8:

0x000000000x500acffc:

ldr r1, =0x500acff8
movw r2, #0xaaa5 
str r2, [r1]

ldr r1, =0x500acffc
movw r2, #0xaaa5 
str r2, [r1]

…
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…

0x0000aaa5
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Duplicated Registers
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0x000000000x500acffc:

ldr r1, =0x500acff8
movw r2, #0xaaa5 
str r2, [r1]
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0x00000000
Original != Duplicate
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Duplicated Registers

0x500acff8:

0x000000000x500acffc:

ldr r1, =0x500acff8
movw r2, #0xaaa5 
str r2, [r1]

ldr r1, =0x500acffc
movw r2, #0xaaa5 
str r2, [r1]

…

0x0000aaa5

time

voltage

0x00000000

Can these Fault Injection 
countermeasures be evaded by 

“simply” injecting another fault?

Original != Duplicate
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How secure are “glitch protected 
embedded processors” against 

multiple fault injection?
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TrustZone-M Architecture

Flash

RAM

Peripherals

Core SAU
IDAU

MPU Other Bus-
Master

Securable
AHB Slaves

TrustZone-M aware TrustZone-M unaware

AHB

Privilege Level Security StateAddress 14



TrustZone-M Architecture
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Most Related Work
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Most Related Work

Flash

RAM

Peripherals

Core SAU
IDAU

MPU Other Bus-
Master

Securable
AHB Slaves

Privilege Level Security StateAddress

Multiple Fault Injection is required to 
fully break TZ-M!

19(e.g., STM32L5, M2351, SAML11)



Multiple Voltage Fault Hardware



Done

Next

1

MVFI Engine

Due to the multiplexers, we are able to change the number of 
injected faults even after hardware synthesis
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MVFI Parameter Search



Brute-Force Single-Fault Parameter Search
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Brute-Force Double-Fault Parameter Search
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Brute-Force Double-Fault Parameter Search
Problem

Search space increases exponentially!
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Brute-Force Double-Fault Parameter Search
Problem

Search space increases exponentially!

Solution
Differentiate hit fault targets!
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Our Approach 

Approach

Overall Success 
Function
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search space
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Our Approach 

Approach

Overall Success 
Function

Translation Sweep through 
search space

Fuzzyfication Integration

Partial Success 
Functions

Evaluation
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34
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5

OSF determines if all fault 
targets have been hit

(Overall Success)
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Our Approach 

Approach

Overall Success 
Function

Translation Sweep through 
search space

Fuzzyfication Integration

Partial Success 
Functions

Evaluation
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PSFs determine if a specific 
fault target has been hit

(Partial Success)
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Our Approach 

Approach

Overall Success 
Function

Translation Sweep through 
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Use a single voltage fault to 
sweep through search 
space, record partial 

successes
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Our Approach 

Approach

Overall Success 
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Translate absolute 
parameters into relative 

ones
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Our Approach 

Approach

Overall Success 
Function
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search space

Fuzzyfication Integration
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Functions
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34

6

7

5

Fuzzify parameter ranges to 
counter uncertainty
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Our Approach 

Approach

Overall Success 
Function

Translation Sweep through 
search space

Fuzzyfication Integration

Partial Success 
Functions
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Combined brute-force 
search on small ranges 

generated by fuzzification
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Our Approach 

Approach

Overall Success 
Function

Translation Sweep through 
search space

Fuzzyfication Integration

Partial Success 
Functions

Evaluation
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34
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Evaluate findings from 
integration, check for 

repeatability
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System Overview
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Our attack: Disabling TZ-M
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Finding Parameters
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Finding Parameters
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Finding Parameters

Voltage Level 
before first fault

Voltage Level 
before second fault

Slow recover 
after FI
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Attacking NXPs LPC55SXX & RT6XXAttacking NXPs LPC55SXX & RT6XX

Flash

RAM

Peripherals

Core
MPU Other Bus-

Master

Securable
AHB Slaves

Privilege LevelAddress

SAU: 45.1%

SAU & Orig.: 2.52%

SAU & Orig. & Dupl.: 0.23%

SAU & Orig. & Dupl. & Priv.: 0.0003%
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Thanks!
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