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February 24, 2022:
Russia escalates invasion into Ukraine

U.S. and Allies Impose Sanctions on
Russia as Biden Condemns ‘Invasion’

Over 1,000 Companies Have
Business Withdrawals Curtailed Operations in Russia—

But Some Remain

Russia reinstates Twitter

. . slowdown, says Meta, Google New blocks emerge in Russia amid
Internet Restrictions are 'instigators of war' war in Ukraine: An OONI network

measurement analysis

Reuters 3 minute read
EUROPE

Ci i How millions of Russians are tearing holes
ireumvention in the Digital Iron Curtain

A surge in virtual private network downloads is a challenge to Vladimir Putin and his

Sanctions
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Increased isolation, control over
messaging, and information
unavailability



Our Study

Goal: Systematic study of network
restrictions following invasion
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Our Study

Goal: Systematic study of network
restrictions following invasion

Challenges:
1.Synthesis of multi-perspective data
2.New measurement technigues and
diverse VPs
3.Differentiating restriction types
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Our Study

@ Censored Planet

Censorship . :
Circumvention
Observatory G Tools
IVPN
censys
LS Mea‘:::eit:t
Datasets IU |

INTERNET ARCHIVE

(ayBgekiaening

Geolnspector

New measurement tools for:
e Measuring geoblocking (Geolnspector)
e Crawling domestic TLS certificates

Distributed measurements from:
e 4 \/Psin Russia(residential and
datacenter)
e 15VPsin other countries

Data from 9 data sources:

e Censorship Data(Censored Planet, OONI)
e BGP withdrawals (Routeviews, IODA)

e Historical data(Censys, Internet Archive)
e Circumvention Tools(Tor, Psiphon, [VPN)
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Measuring Geoblocking

Foreign Actor
Geoblocking i Geoblocking

| |
-

Geolnspector

1. DNS Geoblocking
2. TCP & HTTP(S)
Geoblocking
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TCP & HTTP(S)
Geoblocking

Measuring Geoblocking

spotify.com NS
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@Geolnspector

: DNS Geoblocking

2. TCP & HTTP(S)
Geoblocking

Measuring Geoblocking

< TCP Handshake >
ol TCP RST
00 —
p— ‘HTTP GET open.spotify.com’
Spotify
web server

16



1.
2.

Geolnspector
DNS Geoblocking
TCP & HTTP(S)
Geoblocking

Measuring Geoblocking

lOO —l

00 —

TCP Handshake

r—
Spotify
web server

TCP RST

17



1.
2.

Geolnspector
DNS Geoblocking
TCP & HTTP(S)
Geoblocking

Measuring Geoblocking

(°co —] TCP Handshake
00 —
[oo —] TCP RST
Spotify

web server

Censorship

18



Geolnspector
1. DNS Geoblocking
2. TCP & HTTP(S)
Geoblocking

How to differentiate
censorship &
geoblocking?

Measuring Geoblocking

(e —] TCP Handshake

00 —

[oo —] TCP RST
Spotify
web server

Geoblocking -Censorship
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Geolnspector
1. DNS Geoblocking
2. TCP & HTTP(S)
Geoblocking

g CenTrace

TCP and HTTP(S)
traceroutes

Measuring Geoblocking

lOO —l

00 —
(o —)
Spotify

web server

Geoblocking -Censorship

@
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1.
2.

Geolnspector
DNS Geoblocking
TCP & HTTP(S)
Geoblocking

2 cenT
Measuring Geoblocking o Lenlrace

— TCP and HTTP(S)
traceroutes
« TTL=1
:: : p TTL=2
e =) TTL=3  \
Spotity TCP RST
web server

Geoblocking -Censorship
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1.
2.

Geolnspector 3 CenTrace

DNS Geoblocking Measuring Geoblocking o)
TCP & HTTP(S) ' an
Geoblocking traceroutes

Measurements in May, 2022:
1.623 Russian government domains from 15 geodiverse VPs
2.8,763 popular domains from 4 Russian VPs
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Geolnspector 3 CenTrace

DNS Geoblocking Measuring Geoblocking o)
TCP & HTTP(S) ' an
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Measurements in May, 2022:
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Significant geofencing by RU .gov domains
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# Domains

Significant geofencing by RU .gov domains

l _
. = ...I - =

200

150 II

100

50
0
AZ BR CA DE EG FR GB IE IN JP KR KZ SG TH US

e 134 domains (>25%) not available outside RU

nttp/403_forbidden

nttp/timeout
multiple_outcomes
redirect/timeout
tcp/network_unreachable
tcp/refused

tcp/timeout

tls/timeout

e |nterestingly, another 20% accessible from only RU and KZ

e TCP Timeoutsand HTTP blockpages common

Nttp/503_service_temp_..
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# Domains

Significant geofencing by RU .gov domains

" http/403_forbidden

250
® multiple_outcomes

£00 " redirect/timeout

150 . ® tcp/network_unreachable
" tcp/refused

0K tcp/timeout

50 tls/timeout
0

AZ BR CA DE EG FR GB IE IN JP KR{KZ)SG TH US

e 134 domains(>25%)not available outside RU
e Interestingly, another 20% accessible from only RU and KZ
e TCP Timeoutsand HT TP blockpages common
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l I - I . http/timeout
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Significant geofencing by RU .gov domains

# Domains

nttp/403_forbidden

wtta/timeout
multiple_outcomes

" redirect/timeout

® tcp/network_unreachable
= tcp/refused

tcp/timeout

tls/timeout

AZ BR CA DE EG FR GB IE IN JP KR KZ SG TH US

e 134 domains(>25%) not available outside
e |nterestingly, another 20% accessible fro

RU

m only RU and KZ

e TCP Timeouts and HTTP blockpages common

Nttp/503_service_temp_..
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Geolnspector 3 CenTrace

DNS Geoblocking Measuring Geoblocking o)
TCP & HTTP(S) ' an
Geoblocking traceroutes

Measurements in May, 2022:
1.623 Russian government domains from 15 geodiverse VPs
2.8,763 popular domains from 4 Russian VPs

What did we find?
Significant geofencing by RU .gov domains
Significant geoblocking of RU and KZ users by popular domains
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Significant geoblocking of RU and KZ users by popular domains
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Significant geoblocking of RU and KZ users by popular domains
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Significant geoblocking of RU and KZ users by popular domains

e 159 domains not available B http/200:akamai http/403:cloudfront
. ¥ http/200:unavail_geo ¥ http/403:incapsula
only in RU B http/403 “ http/403:sucuri
e Another 87 are unavailable in ¥ http/403:akamai B http/403:unavail_geo
B http/403:cloudflare “ http/451
RU and KZ
A majority of domains >c
served HTTP blockpages -
7))
(including CDN pages) £
e Government, Education, £ 150
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Shopping, News (e.q. 100
pbs.org) 50
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Significant geoblocking of RU and KZ users by popular domains

e 159 domains not available

only in RU

e Another 67 are unavailable in
RU and KZ

e A majority of domains served
HTTP blockpages (including
CDN pages)

e Government, Education,
Shopping, News (e.q.
pbs.org)

403 ERROR

The request could not be satisfied.

The Amazon CloudFront distribution 1s configured to block access from your country.

the app or website owner.
If you provide content to customers through CloudFront, you can find steps to troubles

Generated by cloudfront (CloudFront)
Request ID: xoP61dX31B3uDa2mZidFBRw4LG-n-4doMXoXKOQKASE AOPCSYJteA==
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Is there a connection between the
invasion and the geoblocking?
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Is there a connection between the invasion and the geoblocking?

1 Explore more than 737 billion web pages saved over time
DONATE HE |“H

fas.gov.ru
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Russia’s Domestic
Certificate Authority

e Pue to sanctions, CAs stopped issuing
certificates to RU TLDs (.ru,.by,.su,

po)

e Reaction: Ministry of Digital
Development provided a free domestic
certificate (CN=Russian Trusted Root
CA)toreplace foreign expired or
revoked certificates

rocycnyru Choose re gion

Get an electronic security
certificate

It will replace the foreign security certificate if it is revoked or expires.
The Ministry of Digital Development will provide a free domestic
analogue. The service is provided to legal entities - site owners upon
request within 5 working days

Help

Q
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ro cycnyru Choose re gion Help Q To come in

Russia’s Domestic
Certificate AUthOI’ity Get an electronic security

certificate

It will replace the foreign security certificate if it is revoked or expires.
The Ministry of Digital Development will provide a free domestic
analogue. The service is provided to legal entities - site owners upon

e Pue to sanctions, CAs stopped issuing request within 5 working days
certificates to RU TLDs (.ru,.by,.su,

PP)
e 3,722 domains signed in May 22, crawled

* Reaction: Ministry of Digital . using Yandex and Chrome browsers
Development provided a free domestic

certificate (CN=Russian Trusted Root , 11, (3%) domains presented the new

CA)toreplace foreign expired or Russian certificate in Yandex
revoked certificates

e 46 domains had arecently expired
certificate originally issued by a trusted CA

35



Website Censorship BGP Withdrawals

@STechnca

— 100
=
O 90 .
O Domain
£ 80 ® facebook.com
wn [ e
g 70 ® twitter.com Some Twitter traffic briefly f
e 60 ' instagram.com .
g | www.bbc.com through Russian ISP, thanks
B www.dw.com .
5 40 mishap
o 30
E 20 Potential Victim: =AS13414 Twitter Inc.
e L |
(a
0 S e hastioiuriitolinctuamnals Potential Attacker: mAS8342 JSC RTComm.RU
May 1,21 Augl, 21 Nov 1, 21 Feb1, 22 May 1, 22
Date Event type: origin hijack (moas)
Largest (sub)prefix: 104.244.42.0/24
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Russia and the

Circumvention Community
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Instagram blocked
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Twitter, Facebook Blocked

Twitter Throttled

Asn

B Other
3216
B 8359
8402
m 12389
W 12714
m 12958
15378
B 15582
W 16345
B 24955
25159

HEISEECNEE @ 25513

“ 28840
W 29497
31133

Psiphon

Throttled Twitter -> Psiphon use rapidly
escalated as Russia began throttling
access to Twitter

Blocked Instagram -> Psiphon usage
peaked at over 1.1M daily unique users

Increase was observed in all major ASNs

Observed changes in Psiphon protocols
used at the same time across many
ASNs -> centralized censorship of
circumvention 37



Russia and the Tor
I ! e o 2021, T k was blocked |
Circumvention COmmunlty In Dec or network was blocked in

many ISPs in Russia

e Comprehensive blocking of Tor caused
users to use obfuscation protocols. 15
"default” obfs4 bridges were blocked.

400,000
350,000
300,000 |
250,000

200,000 e Non-default obsf4 bridges progressively

discovered and |P address blocked

Average simultaneous users

150,000 et
e Urotal
100,000 plain relay
50,000 = 4  meek and showflake bridges briefly
) e T ke blocked
May Jun Jul Aug Sep Oct Nov Dec Jan FebMar Apr I'h-’Iuj.-'mc
2022

e The torproject.org website was blocked
from Dec 2021, until July 2022 38



New measurement tools for:

Our StUdy e Measuring geoblocking (Geolnspector)

e Crawling domestic TLS certificates

@ censored Planet T“’“ ( @ Distributed measurements from:

e 4VPsin Russia(residential and
Circumvention
Tools datacenter)
IVPN e 15 VPsin other countries

Censorship
Observatory

censys

Public
Datasets IU -

&  ouown Data from 9 data sources:
Measurement o Censorship Data(Censored Planet, OONI)
INTERNET ARCHIVE ® BGP W|thdrawa|S(ROUteV|eWS, |ODA)
] Hl| eolnspector
| !III:IEIIIHH i . e Historical data(Censys, Internet Archive)
e Circumvention Tools(Tor, Psiphon, IVPN)
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Our Study

A cautionary tale for Internet freedom:

e Highlights how nation-state censors
and private Internet services may
isolate specific regions from the
support of the rest of the world.

e Encourages multi-perspective study
on Internet freedom beyond nation-

state censorship - private actors
increasingly contribute to Internet
splintering
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