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Public Time Service in Earlier Days…
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NTP Pool Project: the Largest NTP Ecosystem
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• Response to the increasing resource consumption at popular NTP servers 

4.6 k public timeservers
(Aug. 2023)

Hundreds of millions of 
Clients

- Linux distributions (e.g., Debian)
- Networked appliances (e.g., Netgear)
- Android smartphones and IoT devices



NTP Pool Architecture at a Glance
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NTP Pool Architecture at a Glance
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NTP Pool Architecture at a Glance

11.08.23Netsec Group 7

DNS

Client

N
TP

 S
er

ve
r 

Po
ol

Monitor

NTP



NTP Pool Monitoring System

• Scoring algorithm

-

- Step formula:
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NTP Pool Monitoring System

• Monitoring server inspects timeservers approx. every 13 min

- Each timeserver is scored between 20 to -100
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20 10 -15 -100

Active State           Inactive State                                          Removal State

BAD_SERVER_THRESHOLD = -15



NTP Pool Monitoring System

• Monitoring results are publicly available
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NTP Pool Architecture at a Glance
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NTP Pool Architecture at a Glance
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What if 
an attacker can manipulate
the monitoring system?



Exploiting NTP Pool Monitoring System
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Monitor

NTP Pool

Sync

• Attacker needs to influence 

time at many of the servers 

assigned to the client

- Inject or compromise 10s or even 
100s of timeservers: Ananke[NDSS’21] 

- Or… remove legitimate timeservers
from the pool by leveraging the monitoring system



Attack Modeling

• Exploit the NTP pool monitoring system 

• Exclude legitimate timeservers from the NTP pool operation

• Silent attack: the target timeservers just turn into inactive state
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Injecting Asymmetric Delays to Monitoring Packets
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Injecting Asymmetric Delays to Monitoring Packets
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Impact of Adding 500 ms of Asymmetric Delay
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Achieved target delay (red line) Logged offsets (red dots) and corresponding score drops (blue line)



More in the Paper

Case Study

NTP Pool architecture
Scoring mechanism

Impact of network delay
New monitoring system

Attack Analysis

Integrity of the monitor clock
Injected monitor

Avoiding notification system

Mitigation

Robust reference clock
RTT-offset correlation

New scoring algorithm
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Summary

• The paper provides a comprehensive analysis of the NTP pool
and discloses vulnerabilities in its watchdog system

• We introduce strategic attacks exploiting the vulnerabilities and 
demonstrate their feasibility

• We present possible mitigations and discussion on securing the 
NTP pool monitoring system
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Responsible Disclosure
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https://community.ntppool.org/t/about-spoiling-ntp-pool-monitoring-system-report/2514

05.08.2022

https://community.ntppool.org/t/about-spoiling-ntp-pool-monitoring-system-report/2514
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