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Beware of New Phone Scams!
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Fraudsters are using voice conversion to sound more like family members indistress. People are falling 
for it and losing thousands of dollars.
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Problem: New Phone Scams
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Can We Identify the Fraudster from VC audio?
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Is It Feasible to Identify the Source Speaker?
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Step 1: Disentanglement

Source Voiceprint

Audio

“Hey, Ma, this is Bob”

Content Features

“Hey, Ma, this is Bob”
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Step 1: Disentanglement

Source Voiceprint Target Voiceprint

Audio

“Hey, Ma, this is Bob”

Content Features VC Audio
“Hey, Ma, this is Bob”

Step 2: Synthesis

“Hey, Ma, this is Bob”
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Step 1: Disentanglement

Audio

“Hey, Ma, this is Bob”

Content Features VC Audio
“Hey, Ma, this is Bob”

Step 2: Synthesis

“Hey, Ma, this is Bob”

Imperfect

Source Voiceprint Target Voiceprint
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Is It Feasible to Identify the Source Speaker?
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Step 1: Disentanglement

Audio

“Hey, Ma, this is Bob”

Content Features VC Audio
“Hey, Ma, this is Bob”

Step 2: Synthesis
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Ideal Disentanglement
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• Any fraudsters

• Content: “Hello world”

• Content features:
perfectly overlapped.
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Imperfect Disentanglement Validation
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• Fraudster: 3 males and 3 
females

• Content: “Hello world”

• Content features:
not perfectly overlapped.

Content Features of Six Fraudsters
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Imperfect Disentanglement Validation
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• Fraudster: 3 males and 3 
females

• Content: “Hello world”

• Content features:
not perfectly overlapped.Traces of the fraudster 

voiceprint exist.
Content Features of Six Fraudsters
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Threat Model
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Threat Model
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But in Reality …

≠VC audio

Existing
Methods
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But in Reality …

≠VC audio

Existing
Methods

Source 
Voiceprint

Suspect
Database

Voiceprint
Similarity

Cannot Match!Dominated by the 
target voiceprint
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How to Extract the Source Voiceprint?
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Extract the fraudster’s features Eliminate the target’s features

1⃣ 2⃣
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To Better Extract the Fraudster’s Features
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…

…

…

≈ 𝟏𝟎, 𝟎𝟎𝟎 source speakers
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Differen'al Rec'fica'on
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Differential Rectification
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VC feature 𝐌
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VC feature 𝐌
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Experimental Setup
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Ø Voice conversion

Ø Existing voiceprint extractors

o VQVC, VQVC+, AGAIN, BNE

o ECAPA-TDNN: SOTA speaker recogniHon model

o Wang’s: countermeasure for voice transformaHons

o Zheng’s: countermeasure for voice disguises
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Effectiveness: Verify the Fraudster
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Voiceprint similarity between suspects and the VC audio.

Fraudster Other suspects
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Effectiveness: Verify the Fraudster
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Low similarity
Innocent

High similarity
Fraudster

Fraudster Other suspects

The higher the similarity, the more likely it is 
to be the fraudster.
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Effectiveness vs. VC Methods
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REVELIO works for all 4 voice conversion methods
in our experiments.

Fraudster Other suspects
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Compared with the Existing Methods
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Compared with the Exis'ng Methods
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Effectiveness: Identify the Fraudster
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REVELIO can accurately identify the fraudster 
with the VC audio.

Existing Methods REVELIO

Fraudster’s voiceprint Extracted voiceprint
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Compared with the Existing Methods
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Compared with the Existing Methods
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Multiple Voice Conversion
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VC VC

Alice Bob Eve
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Multiple Voice Conversion
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VC VC

Method VQVC ×𝟐 VQVC+ ×𝟐 AGAIN ×𝟐 BNE ×𝟐

EER 3.49 3.55 2.27 7.73

Top-1 ACC 96.60 95.64 99.39 70.32

Top-5 ACC 99.65 99.78 100.0 91.67

Top-10 ACC 99.90 99.97 100.0 96.31

Alice Bob Eve
Identify
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Over-the-telephony Robustness
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PSTN and VoIP codecs 8kHz/4kHz subsampling
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Limitation: against 4kHz Subsampling
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Conclusion
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Ø First approach to extract fraudster’s voiceprint from VC audios.

Ø First method that extracts the hidden voiceprint of the source 
speaker despite of the dominant target voiceprint.

Ø Validated on 4 VCs, 4 languages, 6 distortions, and a multi-VC 
adaptive adversary.
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REVELIO: REvealing Source VoicEprint 
ConceaLed by VoIce COnversion
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