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3 TECHNICAL SPECIFICATION

Universal Mobile Telecommunications Syste ATS);
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Non-Access-Stratu AS)
protocol for Evolvfd Packet System (EPS);
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(3GPP TS 24.304 version 16.8.0 Release 16)




2020 3GPP conformance testing: 37% of the goal

LTE NAS conformance testing: 9 security-related in 665
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Input: Test purpose { condition event) ( initiate test status)

L

[TS 24.301]: If the UE receives a DETACH R QUE T message from the network ltte EM-RE GISTERED-
INITIATED and .. the attach procedure shall be processed and the DE TA CH RE QUES message shall be lgnored

Cexpected operation)

Step 1: Test procedure generation
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[TS 24.301]: If the UE receives a DETACH R QUE T message fror ctwork ltte EM-RE GISTERED-
INITIATED and .. the attach procedure shall be processed and the D % CH RE QUES message shall be lgnored

CHALLENGE

Step 1: Test procedure generation Step 2: Test suite development

Cexpected operatio




Test purpose 1

[TS 24.301]: The UE shall initiate tracking area updating procedure on the expiry of timer _

UE sends S start S timer § start " timer
ATTACH REQUEST —  timer —— T3410 —— timer +—— 73411
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Test purpose 2

TS 24.301]: Upon receipt of an AUTHENTICATION REJECT message, if the message is received without integrity

protection, the UE shall start tlmerT 324 7 with a random value uniformly drawn from the range between 30 minutes

and 60 minutes.
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Test purpose 1

[TS 24.301]: The UE shall initiate tracking area updating procedure on the expiry of timer _
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Test purpose 2

TS 24.301]: Upon receipt of an AUTHENTICATION REJECT message, if the message is received without integrity

protection, the UE shall start tlmerT 324 7 with a random value uniformly drawn from the range between 30 minutes

and 60 minutes.
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Test purpose 1

[TS 24.301]: The UE shall initiate tracking area updating procedure on the expiry of timer .

(13 .. (25)

UE sends start | tlmer f h Q N
ATTACH REQUEST 3  timer je—e T3410 }Je—ei timer i 73411 }  Step 2: recover the chain |
.......................................................................................... \ /. message T3410_' -\ _expires 4 \T3411 4 \ expires J ™

Step 3: construct test procedure
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Test purpose 2

TS 24.301]: Upon receipt of an AUTHENTICATION REJECT message, if the message is received without integrity

protection, the UE Shall start tlmerT 324 7 with a random value uniformly drawn from the range between 30 minutes

and 60 minutes.

\ /7 timer \ 7 1. /" UEsends
timer lesS{ T3410 lwempf [mitiatcattach j ATTACH REQUEST
: : ] -4  procedure )

\ 13247 4 \_CXpIres \ y \___nessage




-------------------------------------
. L2

¢¢¢¢
* .

: : { expiryof
[TS 24.301]: Upon expiry of timer 173247, the UE \tf'mer 73047 i

shall initiate an EPS attach procedure.

Upon expiry of timer 13247 ,|the UE| shall { the UE shall initiate an
ARGM-MOD kEPS attach procedure /
‘initiate “an EPS attach procedure| .
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the UE initiates

[TS 24.301]: the UE initiates the attach procedure @e attach pr oceduzy
by sending an ATTACH REQUEST message to the
MME.

¢ sending an ATTACH REQUEST *

k message to the MME _/
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f expiryof
TS 24.301]: Upon expiry of timer 13247, the UE \tzm gf% 227

shall initiate an EPS attach procedure.

the UE shall initiate an
EPS attach procedure

Upon expiry of timer 13247 ,|the UE| shall
ARGM-MOD
‘initiate “an EPS attach procedurei .

@ Sentence Similarity ?
send an ATTACH REQUEST message
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the UE initiates send an DETACH REQUEST message
[TS 24.301]: the UE initiates the attach procedure Q@.e attach procedure
by sending an ATTACH REQUEST message to the
MME: "‘Sendmg an ATTACH REQUEST k

'\ message to the MME /
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f expiryof
[TS 24.301]: Upon expiry of timer 173247, the UE Qm gf% 227

shall initiate an EPS attach procedure.

Upon expiry of timer 13247 ,|the UE| shall the UE shall initiate an
ARGM-MOD EPS attach procedure
‘initiate “an EPS attach procedure| .

the UL initiates
the attach procedure

[TS 24.301]: the UE initiates the attach procedure
by sending an ATTACH REQUEST message to the
MME.
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k message to the MME /
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22 security requirements

20 mobile phones + 2 loT devices

i

&  iPhone 13 Pro Max, iPhone 13, iPhone 12 Pro, iPhone 11, iPhone 6
(5 Pixel 5a, Pixel 3, Pixel 2, Nexus 6P, Nexus 6, Nexus 4

inonor  Honor 308, Honor 6X, Honor Play2()
@ Redmi K30i, Redmi Note2, Xiaomi MIX 28

& Galaxy A71 5G, Galaxy S10

oppo Realme GT

197 Security Violations
(190 New)
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Huawei E3276 USB Dongle

f

SINELINK MF782 USB Dongle
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20 mobile phones + 2 loT devices
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