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An innovative underground market for user
impersonation at scale

Operating under a new threat model affecting victims worldwide: Impersonation-as-a-Service!ll
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An innovative underground market for user

impersonation at scale

Operating under a new threat model affecting victims worldwide: Impersonation-as-a-Service!ll
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A unique opportunity to directly measure supply & demand

to estimate attacker preferences & market size (no proxy — e.g. user feedback)
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Challenges and solutions to accurately measure
Genesis Market’s activity

Challenges ______ soltions

Restricted access via invite Infiltration in affiliated community to obtain 6
invites for 6 accounts
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Challenges and solutions to accurately measure
Genesis Market’s activity

Challenges ______ soltions

Restricted access via invite Infiltration in affiliated community to obtain 6
invites for 6 accounts

Anti-crawler mechanisms = tradeoff between Browser instrumentation + throttling + 24h
data completeness & stealth (risking ban) sampling + splitting task among 6 crawlers
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Challenges and solutions to accurately measure
Genesis Market’s activity

Challenges ______ soltions

Restricted access via invite Infiltration in affiliated community to obtain 6
invites for 6 accounts

Anti-crawler mechanisms = tradeoff between Browser instrumentation + throttling + 24h

data completeness & stealth (risking ban) sampling + splitting task among 6 crawlers

Data censored due to connectivity limitations Retry crawling + collect summary data + statistical
(market availability & TOR network congestion) evaluation to estimate & recreate missing data

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Challenges and solutions to accurately measure
Genesis Market’s activity

Challenges ______ soltions

Restricted access via invite Infiltration in affiliated community to obtain 6
invites for 6 accounts

Anti-crawler mechanisms = tradeoff between Browser instrumentation + throttling + 24h
data completeness & stealth (risking ban) sampling + splitting task among 6 crawlers
Data censored due to connectivity limitations Retry crawling + collect summary data + statistical
(market availability & TOR network congestion) evaluation to estimate & recreate missing data
Inc. waking
up at night
to check if
the crawler
is working
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Challenges and solutions to accurately measure
Genesis Market’s activity

Challenges ______ soltions

Restricted access via invite Infiltration in affiliated community to obtain 6
invites for 6 accounts

Anti-crawler mechanisms = tradeoff between Browser instrumentation + throttling + 24h
data completeness & stealth (risking ban) sampling + splitting task among 6 crawlers
Data censored due to connectivity limitations Retry crawling + collect summary data + statistical
(market availability & TOR network congestion) evaluation to estimate & recreate missing data
High dimensionality & noisy data Aggregation of effects with dimensionality
reduction, sales prediction model accounting for  Inc. waking
attacker decisions based on the daily supply up at night
to check if
the crawler
is working
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Measuring attacker preferences from an active market
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Measuring attacker preferences from an active market

—

1. DATA COLLECTION
AND ENRICHMENT
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* Data collection from Jan 215t to Jun 30t 2021 (161 days)
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Measuring attacker preferences from an active market

—

1. DATA COLLECTION
AND ENRICHMENT

)

PROFILES APPEARANCE - TODAY @

S
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... Day160 Dayﬂiy

* Data collection from Jan 215t to Jun 30t 2021 (161 days)

* 3 crawlers sampling 25% of appeared profiles in the last 24h at MSK
midnight
* 3 crawlers checking “survived” profiles over the next 6 days
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Measuring attacker preferences from an active market

/— 1. DATA COLLECTION T\
AND ENRICHMENT Data collection from Jan 215 to Jun 30t 2021 (161 days)

PROFILES APPEARANCE - TODAY @

m ,) 30-90 min . . .
Cg)) * 3 crawlers sampling 25% of appeared profiles in the last 24h at MSK

_____________________ midnight
* 3 crawlers checking “survived” profiles over the next 6 days

o | ¢ Complete info for 107/161 days—> 12’149 profiles with detailed info
wemn | e Data enriched with GDP/capita based on country of origin

- * Classification of available credentials wrt website purpose

-— (moneytransfer, social, commerce, ...)

i ———
\Dayo Day1 Day2 ... Day160 Day‘lsy
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Measuring attacker preferences from an active market

1 2. ORTHOGONALIZATION AND [—
TIME WINDOW SELECTION
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Measuring attacker preferences from an active market

1 2. ORTHOGONALIZATION AND [—
TIME WINDOW SELECTION

* Dimensionality reduction (MFA) on
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Measuring attacker preferences from an active market

* GLMM sales prediction (| lisTiNG ReCONSTRUCTION | )
model (random effect > ) a i8]
daily supply) from 101/107 4 = . =
days with complete data =, K o
* Predict sales for the 6 days = oo 1= o-mm } g
with no information on sales A
Fm - (B »-g S )
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Measuring attacker preferences from an active market

* GLMM sales prediction
model (random effect 2>
daily supply) from 101/107
days with complete data

* Predict sales for the 6 days
with no information on sales

* Montecarlo sim. to recreate

the 161-107=54 missing days
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Measuring attacker preferences from an active market

Finally (!), we can study (spoiler alert):

Attackers’ purchasing decisions

Scale of the threat
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Rich nations are targeted, nuanced profiles selection

Simulated day Africa
300 Sales fraction 100
190 Sold 75
10 Al 50
3 25
1 A VN VARV AN A AW 0
Asia
300
" ]
2 50
? VALV SIMWAL M AR AN A 55
Europe .
300
g% 8
8 10 0 g
87 ‘:’ N \ 2\ AW, 0 g
i North America -g'
© 300 1009
5 ng 75 a
& ‘ { 50
. 1? WIVR S WMV A\ A g5§
Oceania
B 2
29 50
? WAL NV I SR (2)5
South America
300 100
% 2
29 50
? MAALIS__AAAARMANNANL A A AN WA 85
Feb Mar Apr May Jun Jul
Profile appearance on market
Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Rich nations are targeted, nuanced profiles selection
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OCE (NA 4x more preferred than EU)
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Rich nations are targeted, nuanced profiles selection

Simulated day Africa
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Rich nations are targeted, nuanced profiles selection
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Rich nations are targeted, nuanced profiles selection
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Rich nations are targeted, nuanced profiles selection
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A lucrative, worldwide scale threat

Offered profiles median prices and volume

o
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# Profiles o o
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First world regions are main targets, Europe first
Ex-URSS countries are not included
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A lucrative, worldwide scale threat

Offered profiles median prices and volume Supply and demand (i.e., actual affected users) and revenues
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First world regions are main targets, Europe first  Scaled up numbers (accounting for sampling & data censorship):
Ex-URSS countries are not included
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A lucrative, worldwide scale threat

Offered profiles median prices and volume Supply and demand (i.e., actual affected users) and revenues
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First world regions are main targets, Europe first  Scaled up numbers (accounting for sampling & data censorship):
Ex-URSS countries are not included * Upto 3’800 new listed profiles daily (600 on average)
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A lucrative, worldwide scale threat

Offered profiles median prices and volume Supply and demand (i.e., actual affected users) and revenues
£ @ i 1] ol
£ 300 ' %

0 NN A T TYSR e
S0 LA IVAR AR LAUGATAN | 1 PY RN S R og
° g LB T U 02
21Jan 01Feb 01 Mar 01 Apr 01 May 01 Jun 30 Jun
#lPr:fiIes o s _ 0 (b)
o 212 “ \ 1500 l ’
3 555 IEE " ,
87060 Median price offered profiles in USD § - ] } ] [ l I [ } H ) .l l
8.81 15 14 165 188 207 5 d ] { ] ¢ h a I .], M Tl I I {
21Jan 01Feb 01 Mar 01 Apr 01 May 01 Jun 30 Jun

Measured ® Predicted Simulated

First world regions are main targets, Europe first Scaled up numbers (accounting for sampling & data censorship):
Ex-URSS countries are not included * Upto 3’800 new listed profiles daily (600 on average)

* Up to 430 profiles sold (actual people attacked) daily (avg 125)
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A lucrative, worldwide scale threat

Offered profiles median prices and volume Supply and demand (i.e., actual affected users) and revenues
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First world regions are main targets, Europe first  Scaled up numbers (accounting for sampling & data censorship):
Ex-URSS countries are not included * Upto 3’800 new listed profiles daily (600 on average)
* Up to 430 profiles sold (actual people attacked) daily (avg 125)
* Estimated daily revenues: avg 3’000 — 4’000S, max: 7’200 — 16’400$
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A lucrative, worldwide scale threat

Offered profiles median prices and volume Supply and demand (i.e., actual affected users) and revenues
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Measured ® Predicted Simulated

First world regions are main targets, Europe first  Scaled up numbers (accounting for sampling & data censorship):
Ex-URSS countries are not included * Upto 3’800 new listed profiles daily (600 on average)
* Up to 430 profiles sold (actual people attacked) daily (avg 125)
* Estimated daily revenues: avg 3’000 — 4’000S, max: 7’200 — 16’400$
» Estimated yearly market revenues: 1.2M — 1.6M$
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Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions.

Risk model
[SoK - Quantifying Cyber Risk;
Daniel W. Woods, Rainer B6hme]

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions. : [2% 9%

.~ |windows 10| | Windows 8 |

el L E repare. > Proactive Reactive
Victim OS security security
9% - Sp(-) Sr(-)
Profile Compro- .
Browsersand pixchese ——>(Threat}-T(+) C>{"rise S TIC(H) H->{ Harm
cookies o) - A Eg(+) Ea(+)
............... }19/'10/119/ R(+) |Market size estimation
I °| I ol | ° l i ~ Surface Surface
Crypto Moneytransf Service : i " \exposure exposure
Most recent !
| Social | | Commerce | """""""""" Evaluate
[ 2% [1% Risk model
SELIEC a2 [SoK - Quantifying Cyber Risk;
Attack selection and preferences Daniel W. Woods, Rainer B6hme]
Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions. : [2% [[9%

.~ |windows 10| | Windows 8 |

Purchase decisions are mostly

Victim 0S| 6% || - E repare. > Proactive Reactive
. ’ . ictim ; ecu
influenced by (but there’s more): socurity security
9% : Sp(-) SH-)
Profile Compro- L
Browsers and purchase Threat)=T(+) G mise /TIC() H™>\ Ham
cookies o) - A Eg(+) Ea(+)
.............. }19/ |1n/ 119/ R(+) |Market size estimation
I ol I ol | ’ I » Surface Surface
Crypto Moneytransf Service : i " \exposure \exposure
Most recent !
| Social | | Commerce | """""""""" Evaluate
[ 2% [1% Risk model
Stolen credentials [SoK - Quantifying Cyber Risk;
Attack selection and preferences Daniel W. Woods, Rainer B6éhme]
Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions. : [2% 9%

.~ |windows 10| | Windows 8 |

Windows 7 P
repare Proactive Reactive
. 0f | el »|
Victim OS 6% X : security security

Purchase decisions are mostly
influenced by (but there’s more):

iy : Sp(-) Sr(-)
Country WDI - /
» expected wealth (country WDI) Profle | (1 oot T (o™i o am )
Browsers and purchase mise
cookies o) - A Es(+) Ea(+)
............... |1%|1%11% —.. R(+) |Market size estimation
I Crypto I IMoneytransf] | Service l :: i -
MOSt recent E exposure; exposure,
| Social | [commerce| | oOther || T Evhivate
[ 2% [1% Risk model
Stolen credentials [SoK - Quantifying Cyber Risk;
Attack selection and preferences Daniel W. Woods, Rainer Bohme]

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions. = [-2% [ 9%

Windows 10| | Windows 8 |

Windows 7 P
repare Proactive Reactive
. . - e e > {
\ﬁctlm 0s - 6% X : security security

Purchase decisions are mostly
influenced by (but there’s more):

Country wDI-2% ‘ Sp0) Srl)
» expected wealth (country WDI) Profile | 1 (T reath- T(r)>(0)-C>L™) 10, ( viarm )
Browsers and : purchase mise / TIC(*) H o
. . . . cookies o) - A Eg(+) Ea(+)
¢ TeChn|Ca| detalls (malnly browserS) ............... } ..... LYV l ...... O 1“..1% ..... —.. R(+) |Market size estimation
- - Surface { Surface
I Crypto ] IMoneytranst I Service ] @ ' \exposure \exposure,
| Social | | Commerce | """"""""" Evaluate " 7
[2% [1% Risk model
SELIEC a2 [SoK - Quantifying Cyber Risk;
Attack selection and preferences Daniel W. Woods, Rainer Béhme]

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the
attackers’ decisions. : [-2% [ 9%

Windows 10| | Windows 8 |

Windows 7 P
repare Proactive Reactive
. 0f | el »|
Victim OS 6% X : security security

Purchase decisions are mostly
influenced by (but there’s more):

9% ‘ Sp(-) Sr(-)
Country WDI
» expected wealth (country WDI) ‘ i Profle | (1 oot T (o™i o am )
Browsers and : purchase mise
. . . cookies : A Eg(+) Ea(+)
* Technical details (mainly browsers) e r— P T% | R) Markel size sstmaton
. - > Surface { Surface
Stakeholders could monitor [ copto | Moneytrans] [ Servco ]| fgrrocen] | epon Qo)
.. | Social | [Commerce| | Other || T Evaicate
market activity to: 2% (1% _ Risk model
: Sl sne N [SoK - Quantifying Cyber Risk;
Attack selection and preferences Daniel W. Woods, Rainer B6hme]

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the

attackers’ decisions. Y e e
1 |Windows 10| | Windows 8 |
Purchase decisions are mostly
o T oou T e oe | 6% (| seeeeeet P_ repare. > Proactive { Reactive
influenced by (but there’s more): gocury poarly
. 9% - Spla) i Sr(-)
* expected wealth (country WDI) L= i oy i@ Prote | oo 102 0o i
'f na : purchase i . r
 Technical details (mainly browsers) b= coore: ....................... e T ]| R®) i wsireion :j ) :i( )
Stakeholders could monitor [ covo | Wroneyrans] [ Service || | ot rocem ooy xposury
market activity to: | Soci | ICOmnlwercel """""""" Evaiuate | '
. 2% 1% Risk del

: Stolen credentials [SoK - Quarﬁifyrir::; (e:yber Risk;

e evaluate exposure (ma rket shows Attack selection and preferences Daniel W. Woods, Rainer B6hme]

affected websites, ...)

Know Your Cybercriminal: Evaluating Attacker Preferences by Measuring Profile Sales on an Active, TU
Leading Criminal Market for User Impersonation at Scale e



Attacker preferences to inform Woods & Bohme’s
cyber risk model

Threat is a consequence of the

attackers’ decisions. [2% 9%
1 |Windows 10| | Windows 8 |
Purchase decisions are mostly [Windows 7 }
repare (Proactive Reactive
. Victim OS 6% Fooooooo S > {
influenced by (but there’s more): il gt | - -’
9% : - Sl : Sr(-)
Country WDI - N :
» expected wealth (country WDI) = Profle | 1 (1 o)1y >(-C A 1141y Ham )
; purchase y
. : : -.___cookies : A Eg(+) ) Ea(+)
¢ TeChn|Ca| detalls (malnly browserS) ............... } ..... LYV | ...... O 1“..1% ..... - R(+) |Market size estimation
. : - > Surface ( Surface
Stakeholders could monitor oo | oneyvane [ Serve ] | ot ecom -, N
.. v | Social | |Commerce| """""""" Evaluate
market activity to: , 2% [ 1% = Risk model
: Slaleniaentiels : [SoK - Quantifying Cyber Risk;
* evaluate exposure (ma rket shows Attack selection and preferences Daniel W. Woods, Rainer B6hme]

affected websites, ...)

* prepare to attacks (revoke creds,
mandate 2FA for a week, inform
relevant SOC, ...)
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We should always consider how attackers

* prepare to attacks (revoke creds,
mandate 2FA for a week, inform
relevant SOC, ...)
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think to better evaluate risks for the final user.



A tale of a market takedown

T“Is WEBSITE “ns BEEN SEIZEn Market takedown in April.

o 2 months later, Genesis
III‘EBATIIIN COOKIE MIIIISTEII e e I

Genesis Market’s domains have been seized by the FBI pursuant to a seizure warrant 9
issued by the United States District Court for the Eastern District of Wisconsin. These |nfra Structu re &
seizures were possible because of international law enforcement and private sector

coordination involving the partners listed below. |mpersonat|0n Softwa re) .

To determine if you have been victimized, visit:
haveibeenpwned.com or politie. nI/checkyourhack

B e e e o I Likely to see another similar
market in the near future.

&4 Link to the paper ¥
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Check if you were/are a victim: https://politie.nl/checkyourhack
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