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Challenges of Attestation in Pub/Sub loT Networks
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Challenges of Remote Attestation in loT
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,l Poor Scalability ’I Complex Key Management ’l Synchronous Communication

" Uninterrupted availability ’l Device Heterogeneity



Collaborative Remote Attestation Schemes

One Verifier — Many Provers
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Collaborative Remote Attestation Schemes

Many Verifiers — Many Provers
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Hybrid Approach: SCRAPS General Idea
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ProxyVerifier Instantiation: Technical Challenges




SCRAPS Design
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Evaluation: SCRAPS vs. LegloT|[1]
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[1] Neureither et al., LegloT: Ledgered trust management platform for loT. In European Symposium on Research in Computer Security (ESORICS), 2020



Evaluation: SCRAPS vs. LegloT|[1]

100/

o)
Q

Hit Percentage
N

20

11

o)
Q

—— . R e et e e e e R e e = e e
= <\\
N .
HitPercentage = QueryHits * 100
4 QueryHits + QueryMisses
®
%
| === | egloT (N/2) o
=== SCRAPS (N/2)
-0+ LegloT (N/5) .
- = SCRAPS (N/5) Y,
—=|LegloT(N/10)
&
== SCRAPS (N/10) Cr—
102 10° 104
Nodes

[1] Neureither et al., LegloT: Ledgered trust management platform for loT. In European Symposium on Research in Computer Security (ESORICS), 2020




Conclusion

One Verifer — Many Verifiers — Hybrid Approach
Many Provers Many Provers (SCRAPS)

Schemes

Suitable for asynchronous v
communication
X X

First suitable solution for Pub/Sub Environments
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