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Threats of Data Reconstruction Attacks

• “The Achilles Heel” of Privacy-Preserving Distributed Learning
Federated 
Learning

Collaborative 
Training

• Is such an averaging process 
Invertible?

((x1, y1), . . . , (xM, yM) →
1
M ∑ ∇θl( fθ(xi), yi)

Private Samples Average Grad
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Existing Attacks Solve the Gradient Matching Problem 
via Optimization

Attack Instances
• DLG [Zhu et al.; NIPS’19]: , L-BFGS;d(Gi, Gi) = ∥Gi − Gi∥2

• Inverting [Geiping et al.; NIPS’20]: , Adam;d(Gi, Gi) = (1 − cos(Gi, Gi))

• GradInversion [Yin et al.;CVPR’21]: BatchNorm statistics as the prior;

• …

• The Gradient Matching Problem

Distance MetricDummy Inputs/Labels

min
{(Xm,Ym)}M

m=1

d(
1
M

∇Θℓ( fΘ(Xm), Ym), G)

1. The Model Parameter ( ) 
2. The Average Gradient ( ) 
3. The NN Architecture ( ) 
4. The Batch Size ( )

Θ
G

f
M

Attacker’s Knowledge
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Empirical Results and The Mysteries
• DLG Results (Batch Size M = 8, ResNet-56)

• Inverting Results (Batch Size M = 100, ResNet-32)

• GradInversion Results

Our Work Answers
1. How the separation from the average 

gradient is possible?

2. What factors influences data 
reconstruction attacks?
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Exploiting the ExANs in ReLU Networks
*ExAN = Exclusively Activated Neurons (dubbed by us)

Property: Backward signals (dashed lines) only flow via 
neurons activated in forward computation (solid lines)

• First ReLU Layer
<latexit sha1_base64="mVbEh99GwsIj0S/AoAnWpVcVDHY=">AAACWnicbVHLSgMxFM2MWtv6qo+dm2BRXJVJUXQjVN24rGCr0BmHTHrbhmYyQ5IRy9CvFATBT3Fh+kDU9sIlh3PuITcnUSq4Np734bgrq2uF9WKpvLG5tb1T2d1r6yRTDFosEYl6iqgGwSW0DDcCnlIFNI4EPEbD24n++AJK80Q+mFEKQUz7kvc4o8ZSYSW9DslzTsb4CvsR9LnM05gaxV/HBJ9gz/bs9EF2fyTs++Wpr77E5/3ykUVfWKl6NW9aeBGQOaiieTXDypvfTVgWgzRMUK07xEtNkFNlOBMwLvuZhpSyIe1Dx0JJY9BBPk1mjI8t08W9RNmWBk/Z346cxlqP4shO2h0H+r82IZdpncz0LoOcyzQzINnsol4msEnwJGbc5QqYESMLKFPc7orZgCrKjP2M8iQF8v/Ni6Bdr5Hzmnd/Vm3czPMookN0hE4RQReoge5QE7UQQ+/oy1lzCs6n67old2M26jpzzz76U+7BNz9Orpg=</latexit>

A1
1 =

�
1 0 1 0

�

A2
1 =

�
0 0 1 1

�

• Second ReLU Layer
<latexit sha1_base64="u0eNogxTbS0ZFMwRmVxMask59zM="></latexit>

A1
2 =

�
1 1 1 0 0

�

A2
2 =

�
0 0 1 1 1

�

Def.: ExAN at the i-th ReLU layer
M

∑
m=1

[Am
i ]j = 1

activation pattern
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Neuron Exclusivity Analysis on Data Reconstruction

• Gradient Matching Problem -> Gradient Equation

• Let’s consider the (unbiased) FCN:  f(X; W0, …, WH) = WHDH…W1D1W0X

General Principle

Nonlinear Linear

min
{(Xm,Ym)}M

m=1

d(
1
M

∇Θℓ( fΘ(Xm), Ym), G) 1
M

∇Θℓ( fΘ(Xm), Ym) = G
a complex nonlinear 
matrix equation

Linear Gradient 
Equation Systems 
(solvable with off-the-

shelf solvers, e.g. Gurobi)

Nonlinear 
Terms

{(gm
c )K

c=1}
M
m=1

{(Dm
i )H

i=1}
M
m=1

activation 
patterns

loss 
vectors

Neuron 
Exclusivity 
Analysis

Gi =
K

∑
c=1

gc
∂fc
∂Wi

∂fc(X)
∂Wi

= (DiWi−1 . . . W0X)([WH]T
c DH . . . Wi+1Di+1)

gc = {pc if c! = Ym

pc − 1 if c = Ym

nonlinearity

nonlinearity
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Main Results on Security Boundary
• (Attack Side) When a mini-batch satisfies the following ExAN condition，all 

the samples can be analytically reconstructed with provably low error.

In the last ReLU layer, each sample has  2 ExANs => reconstructing 


In the remaining ReLU layers，each sample has  1 ExAN => reconstructing 

≥ gm
c

≥ Dm
i

• (Defense Side) When a mini-batch satisfies the following condition，
there exists infinitely many batches which share the same gradients.

In the first ReLU layer, each sample has 0 ExAN => Impossibility of 
Reconstruction (due to infinitely many candidate solutions)

Sufficient  
Exclusivity

Lack of 
Exclusivity

Insecure

SecureN
eu

ro
n 

St
at

e 
Sp

ac
e
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Reconstructing the Loss Vectors

• Observation I: If the m-th sample has at least 2 ExANs at the last ReLU layer, there are 

always 2 more repetitive values in the ratio vector , which equals to  。[GH]j /[GH]k gm
j /gm

k

• Inspecting the gradient equation of the last ReLU layer.

• With the estimated ratios  

• Determine the labels based on the 
signs. 

• Determine the range of   based on 
the constraints 

gm
j /gm

k

g1
i

∑
c

pc = 1

[GH]c =
1
M

M

∑
m=1

gm
c f m

H−1 (8)
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Reconstructing the Activation Patterns
• Observation II. If the m-th sample has 1 ExAN at the i-th layer, then the non-

vanishing gradients to the precedent layer indicate the ExANs at the (i-1)-th 
layer, i.e., Dm

i−1

The 1st ReLU
<latexit sha1_base64="mVbEh99GwsIj0S/AoAnWpVcVDHY=">AAACWnicbVHLSgMxFM2MWtv6qo+dm2BRXJVJUXQjVN24rGCr0BmHTHrbhmYyQ5IRy9CvFATBT3Fh+kDU9sIlh3PuITcnUSq4Np734bgrq2uF9WKpvLG5tb1T2d1r6yRTDFosEYl6iqgGwSW0DDcCnlIFNI4EPEbD24n++AJK80Q+mFEKQUz7kvc4o8ZSYSW9DslzTsb4CvsR9LnM05gaxV/HBJ9gz/bs9EF2fyTs++Wpr77E5/3ykUVfWKl6NW9aeBGQOaiieTXDypvfTVgWgzRMUK07xEtNkFNlOBMwLvuZhpSyIe1Dx0JJY9BBPk1mjI8t08W9RNmWBk/Z346cxlqP4shO2h0H+r82IZdpncz0LoOcyzQzINnsol4msEnwJGbc5QqYESMLKFPc7orZgCrKjP2M8iQF8v/Ni6Bdr5Hzmnd/Vm3czPMookN0hE4RQReoge5QE7UQQ+/oy1lzCs6n67old2M26jpzzz76U+7BNz9Orpg=</latexit>

A1
1 =

�
1 0 1 0

�

A2
1 =

�
0 0 1 1

�

The 2nd ReLU
<latexit sha1_base64="u0eNogxTbS0ZFMwRmVxMask59zM="></latexit>

A1
2 =

�
1 1 1 0 0

�

A2
2 =

�
0 0 1 1 1

�

• Recursion: If the (i-1)-th layer has at least 
one ExAN, the reconstruction can be 
done for the (i-2)-th layer … until the first 
ReLU layer.
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Extension to Deep ConvNets
• 1  Gradient Matching Problem -> M  Feature Matching Problem× ×

arg min
Xm

∥Φ(Xm) − Φ̂m∥
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Defense Side Results 
• A Moderate Architectural Change for Exclusivity Elimination

remove the 1st ReLU

• Infinitely Many Solutions when M ≤ d1 • Combo with Other Obfuscation (e.g. DPSGD)

Ours

DPSGD
DPSGD + Ours

almost no perf. 
overhead 
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More Evaluation Results
• Comparison of Reconstruction on VGG13 • Insensitivity to Impact Factors when w/. ExAN)

• What influences the number of ExANs? • ExAN Matters
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More Evaluation Results
• Precise reconstruction of almost however large batch when sufficient 

exclusivity is satisfied

Facescrub 
3-Layer FCN 

Batch Size 128
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Conclusions and Future Directions
Phenomenon

Common Cause

Data Reconstruction

Layer Width Network Depth Label 
Composition Batch Size Training Epoch

Neuron Exclusivity

Guaranteed 
Reconstruction Attack

Sufficient

Impossibility of Unique 
Reconstruction

Lack

…

|—  Gap  —|

• Last ReLU  2 ExANs 
• Other ReLU 1 ExAN

≥
≥ • The 1st ReLU = 0 ExAN

ΔG0 = 4e−9 and ΔG1 = 1e−8
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For more details, welcome to follow our paper.

Thank you for your Audience!


