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The receiver MUST check this padding and MUST use the bad_record_mac alert to indicate 

padding errors.
- RFC 5246 (CBC Block Cipher)

Security measure to avoid Padding Oracle attacks

→ Requirement must be met regardless of negotiated parameters
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DHE RSA AES

DHE RSA 3DES

ECDHE ECDSA AES

Invalid Padding

Bad Record Mac

Invalid Padding

Bad Record Mac

Invalid Padding

Internal Error
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▪ TLS test suite for black box evaluation of clients and servers

▪ t-way coverage of parameters with carefully constrained inputs

▪ Based on mandatory RFC statements

▪ Up to 14 parameters considered

▪ 408 test templates based on 13 TLS RFCs 
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Overall, most libraries still passed a high percentage of tests
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▪ Padding Oracle in MatrixSSL through crash only for SHA-256 HMAC

▪ Denial-of-Service bug in MatrixSSL through malformed lengthfields

▪ Server Authentication bypass for wolfSSL using empty certificate message
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▪ TLS-Anvil, a test suite based on t-way testing

▪ 239 RFC violations found including 3 exploitable vulnerabilities

▪ Worth exploring for more RFCs and other protcols e.g QUIC

https://tls-anvil.com @marcelmaehrenhttps://github.com/tls-attacker/TLS-Anvil
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