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Background: Ultra Wide Band (UWB) ranging in a nutshell

“ping”

“pong”

Distance = time-of-flight x speed-of-light

UWB radio pulses
Large bandwidth => high time/distance accuracy
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IEEE802.15z High-Repetition Pulse (HRP) UWB is now in your 
phone, watch, car…

https://www.theverge.com/2021/1/14/22230569/bmw-
digital-key-plus-iphone-unlock-u1-chip-ultra-wideband
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Motivation: ideal secure ranging and previous solutions
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Motivation: ideal secure ranging and previous solutions

U U is far
10m

U is closeU
2m

Bind distance/identity

A
U appears close 
(distance-reduction)

Ideally: Provably secure 
Logical & Physical layer

Applications: access control, mobile payments, tracking, automation, …
Insecure solutions: e.g., signal strength (RSSI)
Secure solutions: e.g., low-repetition pulse (LRP) ultra wide band (UWB)

What about HRP UWB? Is it secure?
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Background: IEEE802.15z HRP UWB logical layer (simplified)

𝑑 = 𝑐 (𝑇𝑟𝑜𝑢𝑛𝑑 – 𝑇𝑟𝑒𝑝𝑙𝑦)/2

𝑇𝑟𝑒𝑝𝑙𝑦𝑇𝑟𝑜𝑢𝑛𝑑

Key, IV, Cnt

STSn

STSn+1

STS = Scrambed Time Sequence

• E.g., 4096 pulses
• Cryptographycally secure sequence
• AES in counter mode
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Background: IEEE802.15z HRP UWB logical layer (simplified)

𝑑 = 𝑐 (𝑇𝑟𝑜𝑢𝑛𝑑 – 𝑇𝑟𝑒𝑝𝑙𝑦)/2

𝑇𝑟𝑒𝑝𝑙𝑦𝑇𝑟𝑜𝑢𝑛𝑑

Key, IV, Cnt

STSn

STSn+1

STS = Scrambed Time Sequence

• E.g., 4096 pulses
• Cryptographycally secure sequence
• AES in counter mode

Unpredictable
=> An attacker cannot anticipate 

transmission to shorten the distance
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Background: IEEE802.15z HRP UWB physical layer (simplified)

t

t

t

TX(t)

RX(t)

CIR(t) 
(TX * RX) (t)

TX

RX

Channel

Channel 
Impulse

Response

UWB Pulse
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Background: IEEE802.15z HRP UWB physical layer (simplified)

t
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TX(t)
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CIR(t) 
(TX * RX) (t)

MP

Th
Noise floor FP

Backsearch

TX
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Channel

Earliest arrival time => distance

Channel 
Impulse

Response

UWB Pulse
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𝑑 = 𝑐 (𝑇𝑟𝑜𝑢𝑛𝑑 – 𝑇𝑟𝑒𝑝𝑙𝑦)/2

𝑇𝑟𝑒𝑝𝑙𝑦𝑇𝑟𝑜𝑢𝑛𝑑

Key, IV, Cnt

STSn

STSn+1

Ghost Peak: reactively inject a fake early path (simplified)

Threat model
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STS’

STS’ random
different from STS

Threat model

• No secret known

• In range of one victim 
(standard 65USD transceiver)

• Reactive injection (us accuracy)
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Ghost Peak: inject a fake early path (simplified model)
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8

MP

Th
Noise floor

FP

Backsearch

Ghost
PeakCIR(t) 

(TX * RX) (t)

t

Earlier arrival time => distance reduction
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Ghost Peak: summary of main results

Main Victim: Apple U1 

Secondary victim: Apple, NXP, Qorvo 

Max reduction: up to 12m reductions

Success rate : up to 4% 

Attacker: Qorvo DWM3000EVB

Environment: real-world corridor

Check the paper for details

HomePod

iPhone 

iPhone

AirTag

NXP SR040

NXP SR0150

Qorvo
DWM3000

EVB 
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Ghost Peak: example of reduction

iPhone
(initiator)

iPhone
(responder)

30cm
Qorvo 

DWM3000EVB
(attacker)

10m

Distance over time

Success rate up to 4%
(window 300 meas)

Reductions 
10m to <2m

1200s0s

10m

0m
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Ghost Peak: examples of reductions

AirTag

iPhone

HomePod

iPhone

Qorvo

Qorvo
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Root problems

Th1

t

CIR(t)

GhostPeak

(GP)

FirstPeak

(FP)

Th2

1. Challenging problem
GP (random STS) vs. FP (right STS, low power)
Worsened by inter-pulse interference of HRP

*Possible designs and security/performance tradeoffs:
Singh et. Al, “Security analysis of IEEE 802.15.4z/HRP UWB time-of-flight distance measurement”, ACM WiSec 2021
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Root problems

Th1

t

CIR(t)

GhostPeak

(GP)

FirstPeak

(FP)

Th2

1. Challenging problem
GP (random STS) vs. FP (right STS, low power)
Worsened by inter-pulse interference of HRP

2. Mix search and validation of EP 

 Security (Th1) vs. Performance (Th2)
Obscure implem. not defined in the standard*

3. Lack of provable security
Correlation peak to STS similarity?
 STS length to security level / success rate? Vice-versa?
Effect of obscure implem. mitigations?

*Possible designs and security/performance tradeoffs:
Singh et. Al, “Security analysis of IEEE 802.15.4z/HRP UWB time-of-flight distance measurement”, ACM WiSec 2021
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Mitigations & Future Work

Tuning some “Knobs” here and there + Testing
• Check preamble and STS consistency, Increase the threshold, …
• Test some configurations, …

Root problems not really solved
Attacking is “harder”, by how much?
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Mitigations & Future Work

Tuning some “Knobs” here and there + Testing
• Check preamble and STS consistency, Increase the threshold, …
• Test some configurations, …

Root problems not really solved
Attacking is “harder”, by how much?

New IEEE standard (work in progress)
Tries to solve the problem at its root
• Decouple functionality/performance from security validation
• Provable security level in number of bits, open security design
• Best of HRP (perf.) and LRP (security)
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Ghost Peak: main results



17

Ghost Peak, USENIX Security 2022August 10, 2022, Boston, USA

Acknowledgements


