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PIR - Many Applications @ SRS
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Private Set Membership Private Messaging App Leaked Credentials
Securely check if an entry Protect messages and Securely check if the user’s
exists in a public database. metadata. credentials are leaked.
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Multi Server PIR [Chor et al., FOCS'9g5] @ SAEHTS
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More efficient than single server ]
PIR but harder to deploy. GRS
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Alice communicates ton > 2 servers.
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Classical PIR Model @ '3NC°Y°T°

input: index idx qi, - - ., q,xor up to B-bit input: database DB

zero bit string with single 1

Serveri
(g1, -7 -, q,) < Request(idx)
q; .
a; < Response(q,, DB)
a;
D e —
d < Combine(ay, . ..,a,) DB divided into B blocks,
. Database DB
usuallya;, = g; - D/\B
/ \
output: . aj, ..., a,xorupto Needs processing of whole DB in
d = DBlidx] |DB[idx] the online phase!
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Our Contributions @ ENCRYPTO

Client-Independent
Preprocessing PIR (CIP)

Preprocess at least half of
the database before even
knowing the client.
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RAID-PIR [Demmler et al.,, CCSW’'14] - Database

®

Chunk 1

o

Chunk 2

o

Chunk 3

o

Block 1 |Block 2 |Block 3 |Block 4 |Block 5 |Block 6 [Block 7 |Block 8 [Block 9
q1 0 1 1 0 1 1 1 0 0
4> 0 1 0 0 1 1 0 1 1
qs 0 0 1 0 1 0 1 1 1
@ 0 0 0 0 0 1 0 0 0 0

Chunk i = flip chunk of server i
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RAID-PIR [Demmler et al., CCSW'14] - Seed Expansion @ SNCHIIS
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K = 128 bit seed for
S expanding non-flip chunks
1

9 flip;
_ |

E<LPseudo-Random Generator
0

Y J

Client chooses seed S, for each of the n servers. )
Our idea: let the servers choose

the seeds in advance!
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Client-Independent Preprocessing (CIP)

Block 2 [Block 3 Block 5|Block 6|Block 7
q{ 0 1 1 1 1 1 0
1 n—1

— online computation

n

n

‘# servers l

offline computation
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CIP-PIR Model @ ENCRYPTO
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input: database DB,

Preprocessing independent .
queue Q; with

input: index id x

of the client.
($;, A;)-pairs
Server i
Si (Si’ Az) <« Qi pOP()
B ——
(qys - - -»q,) < Request(idx,S;) g

#
a; < Response(q;, DB, A))

—_—

d < Combine(ay,...,a,)
Database DB

output:
d = DB|idx]
g
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Our Contributions @ '-NCDYDTO

Client-Independent
Preprocessing PIR (CIP)

Preprocess at least half of
the database before even
knowing the client.

CIP-PIR Protocol

®Allows very efficient
batch-preprocessing

®@Only 1/n of the database
needs to be touched in
the online phase

| . . . o . Bar-llan N
USENIX Security'22 | GPU-accelerated PIR with Client-Independent Preprocessing for Large-Scale Applications | Daniel Gunther | Slide 10 University A




CIP-PIR - Batch Preprocessing
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®

Choose seeds randomly
(client-independent) or
agree with client on
seeds (one-time setup)

\

S,

Expand

\Batch size ]

Block 4(Block 5|Block 6|Block 7(Block 8|Block 9
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[Store (S;, A,)-pairs locally

Ag

Preprocess
in parallel A
| > 1
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Our Contributions @ '-NCDYDTO

Client-Independent
Preprocessing PIR (CIP)

Preprocess at least half of
the database before even
knowing the client.

CIP-PIR Protocol

®Allows very efficient
batch-preprocessing

®@Only 1/n of the database
needs to be touched in
the online phase

Database Compression
in PIR

1. Shorter hashes
2. Difference sequence
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Database Compression in PIR
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- Store only @ + log, N bits of hash values

o

i Statistical security parameter ]

@

O

O Sorted Blocks Xq Xy X3 Xy XN

s

N Improvement by
g factor 3.3x

D

% Stored Blocks X Xo— X1 | X3 =Xy | X4 — X3 Xy — Xn_1
O
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Our Contributions
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Client-Independent

Preprocessing PIR (CIP)

Preprocess at least half of
the database before even
knowing the client.

Database Compression
in PIR

1. Shorter hashes
2. Difference sequence

CIP-PIR Protocol

®Allows very efficient
batch-preprocessing

®@Only 1/n of the database
needs to be touched in
the online phase

CIP-PIR
Implementation

®CPU implementation
parallelized via OpenMP

®GPU implementation
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Communication Complexity: — CIP-PIR (amortised total cost) Communication Complexity:
OG/ |DB|) CIP-PIR (online cost) O(og(|DB|))

— FSS-PIR [Boyle et a., EUROCRYPT’15]
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Code: https:.~/encrypto.de/code/cip-pir

Thank you
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Daniel Gunther
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@ ENCRYPTO N )
CRYPTOGRAPHY AND
PRIVACY ENGINEERING



https://encrypto.de/dguenther
https://encrypto.de/code/cip-pir

