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Serverless Cloud Computing

» Serverless Programming Model

- Modular, ephemeral, isolated
functions

- Application logic expressed as set
of workflows

rrrrrrr

https://blog.codecentric.de/en/2018/04/serverless-application-for-scraping-and-filtering/

UNIVERSITY



Serverless Cloud Computing

» Serverless Programming Model

- Modular, ephemeral, isolated
functions

® Kubeless

» Application logic expressed as set (Ggm

of workflows 52 O A‘
@ OPENFAAS
AWS Lambda

- Why Popular?

Google Cloud CLOUDFLARE
Functions 9 4 Workers f IBM Cloud

Functions

< >|\/|icrosc>ﬁ :
Azure . %fn &% OpenWhisk

{4 fission

- Autoscaling

- Less management

- Pay per use model

https://blog.codecentric.de/en/2018/04/serverless-application-for-scraping-and-filtering/

UNIVERSITY
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Limitations of existing solutions

- Traditional Approaches
(e.g., Linux Audit)

- (Oblivious to serverless
semantics

Pruning of events not useful
for serverless forensics

» Observability tools

Usage limits, runtime and
platform dependent
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Alastor: A complete provenance collection
and auditing framework for serverless

platforms




Alastor Architecture
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Conclusion

- Alastor can be used to diagnose the
serverless-specific attack
techniques like Container reuse and
Exfiltration through function
workflows.

Thanks &
Questions

- Alastor imposes manageable
performance overhead of 13.74% In

exchange for improved forensic pdatta2@illinois.edu

capabillities.

- Alastor logs can be used with other
IDS tools (e.g., Deeplog).

NC STATE
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Intrusion Detection with DeeplLog and Alastor

We trained Du et al’'s DeeplLog on Alastor traces.
Deeplog operates on unstructured, free-text log entries.

Accuracy 0.944
Precision 0.966
Recall 0.933

F1 0.949
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