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TrustZone TEE Software Architecture (pre Armv8.4)

• Secure Monitor (EL3) 
manages world switch

TrustZone prevents the REE from directly compromising the TEE.
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Trusted OS has 
unrestricted access to 

the full system

1.     Hijack a user-level TA   A.     Control the rich OS

2.     Hijack the Trusted OS   B.     Control a kernel-level TA

  C.     Control the secure Monitor
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• An approach to deprivilege the Trusted OS
• Use TrustZone orthogonal hardware features present in COTS platforms

• Implementation in a real-world platform and software
• Evaluate ReZone in Embedded Linux and Android software stacks

• Performance penalty does not degrade UX
• Evaluate two use cases: Bitcoin Wallet and DRM

• Mitigate ~87% of critical surveyed CVEs (80)
• Mitigation of most Trusted OS and Trusted Applications vulnerabilities
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● Trampoline interacts with 
the Gatekeeper to 
reconfigure the PPC

● To prevent a Zone from 
undoing access control 
policy the processor 
cannot access the PPC 
Ctl. directly

● The ACU validates the 
interaction and performs 
reconfiguration
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● The normal world can 
resume execution
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• Cross-core synchronization
• Use of synchronization primitives, and core suspension

• Microarchitectural maintenance
• Cache and TLB Maintenance

• Dynamic PPC reconfiguration
• PPC reconfiguration optimization

• Handling Zone Exits
• Preventing crashes and cache code injection
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• Micro-Benchmarks
• Evaluate overheads of REE-TA interaction

• Performance of Real-World Use Cases
• Two TAs that implement real workloads

• Impact on REE performance
• Impact of calls to zones during the execution 

of an Android benchmark

We evaluate ReZone 
across three vectors
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• Assuming multiple Zones with 
one TA per zone

• Mitigates ~87% CVEs:
• Most TOS and TA vulnerabilities

• Doesn’t Mitigate against:
• Secret disclosures, Hardware 

attacks, Cryptographic flaws, 
Bootloader flaws
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Vendor SoC Platform PPC ACU RZ?

NXP iMX8MQ
iMX8QM

RDC
xRDC

Cortex-M4
SCU

YES
YES

Xilinx Ultrascale+ MPSoC
Versal ACAP XMPU, XPPU, (SMMU) PMU YES

YES

Nvidia Tegra X1/X2
Xavier SMMU BPMP YES

YES

Socionext SC2A11 SMMU SCP YES

Qualcomm Snapdragon 845, 855, 865, 888, 8gen1 SMMU, XPU* SPU YES

Broadcom Stingray SMMU SCP YES

Samsung Exynos 990
Exynos 2100

Periph. MMUs
Periph. MMUs

iSE
eSE

N/A
N/A

Mediatek Dimensity 1200 x x No

HiSilicon Kirin 9000 x PMU No
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• TrustZone TEEs have architectural flaws

• ReZone is a novel security architecture that reduces TEE privileges

• ReZone leverages TrustZone-agnostic hardware primitives  

• ReZone was implemented and evaluated in a real-world platform

• Performance of real-world TAs (e.g., DRM) is not significantly affected 

• ReZone could help mitigate many high severity vulnerabilities 



ESRGv3 16

QUESTIONS?
david.cerdeira@dei.uminho.pt
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