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Hecate: Abuse Reporting in Secure Messengers with Sealed Sender

Rawane Issa
Boston University

Abstract

End-to-end encryption provides strong privacy protections
to billions of people, but it also complicates efforts to mod-
erate content that can seriously harm people. To address this
concern, Tyagi et al. [CRYPTO 2019] introduced the concept
of asymmetric message franking (AMF) so that people can re-
port abusive content to a moderator, while otherwise retaining
end-to-end privacy by default and compatibility with anony-
mous communication systems like Signal’s sealed sender.

In this work, we provide a new construction for asymmetric
message franking called Hecate that is faster, more secure,
and introduces additional functionality compared to Tyagi
et al. First, our construction uses fewer invocations of stan-
dardized crypto primitives and operates in the plain model.
Second, on top of AMF’s accountability and deniability re-
quirements, we also add forward and backward secrecy. Third,
we combine AMF with source tracing, another approach to
content moderation that has previously been considered only
in the setting of non-anonymous networks. Source tracing
allows for messages to be forwarded, and a report only iden-
tifies the original source who created a message. To provide
anonymity for senders and forwarders, we introduce a model
of AMF with preprocessing whereby every client authenti-
cates with the moderator out-of-band to receive a token that
they later consume when sending a message anonymously.

1 Introduction

End-to-end encrypted messaging systems like Facebook Mes-
senger, Signal, Telegram, Viber, and WhatsApp are used by
billions of people [80] due to their powerful combination
of cryptographic protections and ease of use. The security
guarantees provided by encrypted messengers are both varied
and valuable [77]: confidentiality and integrity from authen-
ticated key exchange [16, 20, 53], deniability from the use
of symmetric authenticated encryption [15,29,39], and for-
ward and backward (aka post-compromise) security via key
evolution [25,40]. However, these very security guarantees
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complicate efforts by secure messaging platforms to inves-
tigate reports of abuse or disinformation campaigns, which
can have serious consequences for individuals and collective
society [10,31,72,74,79].

To address these concerns, the security research com-
munity has developed three methods to augment end-to-
end messengers with privacy-respecting technologies to as-
sist with content moderation: message franking, source trac-
ing, and automated identification. First, message franking
[29,32,39,54,55,75] allows recipients to manually report abu-
sive messages with assurance that unreported messages retain
all guarantees of secure messengers, and reported messages
are both accountable (the moderator correctly identifies the
message’s sender) and deniable (the moderator cannot prove
this fact to anybody else). Second, source tracing [59, 76]
allows the moderator to pinpoint the original source of a viral
message rather than the person who forwarded the message to
the eventual reporter. Finally, automated identification [11,52]
proactively matches messages against a moderator-provided
list of messages using a private (approximate) set membership
test, with possible interventions like rate-limiting or warning
labels in case of a match [73]. We refer readers to [65] for
more details about content moderation in encrypted settings.

This work contributes a new construction called Hecate
that simplifies, strengthens, and unifies the first two content
moderation techniques: asymmetric message franking and
source tracing. We do not consider automated identification,
focusing instead on abuse reporting schemes that empower
the people who receive messages to choose the action they
wish to take [49, 60]. To provide context for our work, we
describe the nascent space of message franking and source
tracing in more detail before explaining our improvements.

Prior work. There exists a long line of research into the se-
curity of end-to-end encrypted messaging systems (EEMS) at
both the protocol design and software implementation layers
(e.g.,[4,9,13,19,23,48]). Our work relies on these analyses
in order to treat the underlying messaging protocol in a black-
box manner and abstract away its details, so we can focus on
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the additions provided by content moderation protocols.

Message franking constructions involve four parties: a
sender and receiver of a message, plus the platform providing
the secure messaging service and a moderator who acts on
abuse reports (see Figure 1). Symmetric message franking
protocols are limited to the setting in which the platform and
moderator are the same entity and have sufficient network-
level visibility to pinpoint the sender of each message. At
a high level, these constructions operate as follows: when a
sender submits a ciphertext corresponding to the message m,
the platform signs an attestation binding the sender’s identity
to a commitment com(m) provided by the sender in the clear.
The receiver also sees this commitment (e.g., as part of a ro-
bust encryption scheme [1,33,34]) and can check whether
it is correct, dropping the packet if it is malformed. Subse-
quently, the receiver can report the message as abusive by
opening all [29,32,39] or part [54] of the commitment; then,
the platform can determine whether the message is abusive
and take appropriate action.

The work of Tyagi et al. [75], which is the starting point for
this paper and which we will henceforth refer to as TGLMR,
introduces the notion of asymmetric message franking (AMF)
that removes the limitations from above. Specifically, AMF
can operate even when using Signal’s sealed sender [68] or an
anonymous communication system (e.g., [3,26,28,78]) that
hides the identity of the sender or receiver from the platform.
Furthermore, the system is secure whether the moderator and
platform are operated by the same or different entities.

Inspired by designated-verifier signatures [46, 64], the
TGLMR construction requires the sender to make a Diffie-
Hellman tuple (g, g%==<, g ) involving the mod-
erator’s secret key and her own, as well as a non-interactive
zero knowledge proof that the tuple is well-formed. TGLMR
achieves accountability and deniability for the sender, but
doesn’t provide forward and backward security due to the use
of long-lived secret keys. Moreover, it is complex and expen-
sive to implement (see §6), and requires a non-falsifiable
knowledge of exponent assumption in the random oracle
model. Finally, TGLMR does not easily generalize to more
complex conversation graphs that allow for forwarding.

Another line of research investigates the ability for the mod-
erator to trace the original source of messages that might have
been forwarded several times within an EEMS. Tyagi, Miers,
and Ristenpart [76] began this line of study with their Trace-
back scheme, which reveals to the moderator the entire path
from the original source to the reporter, but it requires server-
side storage proportional to the number of messages eligible
to be traced. Two recent works provide source tracing, iden-
tifying only the original source of a reported message. First,
Peale, Eskandarian, and Boneh [59] contribute a source trac-
ing construction that inherits most security properties from
the underlying EEMS (see Table 1). Using more expensive
crypto operations, the stronger variant of their construction is
the only one to date to achieve tree unlinkability — namely,
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Table 1: A comparison of features and security properties pro-
vided by the Signal EEMS protocol as well as several abuse
reporting constructions. Security properties are described in
§2.2 and §5. For the anonymity column, © refers to providing
anonymity at the level of Signal’s sealed sender [68].

that a receiver who gets the same message twice cannot tell
if they originate from the same or different sources. Second,
the FACTS scheme by Liu et al. [55] provides source tracing
along with a threshold reporting scheme so that the modera-
tor only learns when sufficiently many complaints have been
lodged against an abusive source client. However, none of
these traceback or source tracing schemes [55, 59, 76] consid-
ers backward security as part of their security model. Also,
none provides full anonymity of senders and receivers from
the EEMS platform or moderator; FACTS is compatible with
a network that provides one-sided anonymity, but it requires
senders to identify themselves and request tokens from the
moderator on the fly whenever they wish to send a message.
This leaves the following open question:

Can we design a protocol that simultaneously pro-
vides asymmetric message franking (AMF) and
source tracing, achieves forward and backward
security, maintains anonymity of senders and re-
ceivers to the extent provided by the underlying
EEMS network, and only makes black-box use of
standardized cryptography in the plain model?

In this work, we answer the question in the affirmative.

Our contributions. In this work, we provide a new def-
inition and construction for asymmetric message franking
(AMF) that is more general, more secure, and faster than pre-
vious work. To achieve this goal, we revisit the decision by
TGLMR [75] to “restrict attention to non-interactive schemes
for which franking, verification, and judging requires sending
just a single message.” On its face, this restriction seems nat-
ural because end-to-end encrypted messengers are designed
to work asynchronously in situations with limited network
connectivity, so one-round (online) protocols are desirable.
However, this restriction also appears to direct the solution
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Figure 1: Diagram of Hecate’s data flow for a message m,
from the source (top) to the forwarder (middle) and then to a
reporting receiver (bottom). The commands match our defini-
tion of AMF with preprocessing (Def. 1), and the variables
token, Cfrank, Cstamp» and report are defined in Fig. 2.

space toward expensive crypto tools like designated-verifier
signatures and zero knowledge proofs.

Our core insight is to introduce an AMF with preprocess-
ing model as shown in Fig. 1. As before, the online work of
message franking and transmission requires only one round
of communication from the source to platform to receiver.
Beforehand, we allow the source and moderator to engage in
a single data-independent preprocessing interaction to pro-
duce tokens that can be consumed during the online phase.
Preprocessing can be batched to produce many tokens at once,
it can be performed during off-peak hours when the source’s
device is connected to power and wifi, and it should should be
performed in advance rather than on the fly in order to avoid
network-level traffic linking attacks [57]. As with MPC [7] or
PIR [8], we show that adding a preprocessing round to AMF
allows for more efficient protocols, and in particular allows
us to answer the open question from above.

Concretely, we contribute an AMF scheme called Hecate.
Our construction leverages the fact that, with preprocessing,
the communication path of reported messages begins and
ends with the content moderator. Ergo, we can use techniques
from (faster) symmetric message franking whereby the mod-
erator can prepare a token (e.g., a symmetric encryption of
the source’s identity) that is only intelligible to its future self.
The token is passed through the sender — platform — re-
ceiver communication flow of an EEMS; that said, end-to-end
encryption prevents the platform from viewing the token.

Hecate also supports source tracing, in which receivers
can forward messages along with their corresponding tokens.
Any recipient can choose to report an abusive message; this
only requires sending one communication to the moderator.

A big challenge in our construction is to combine message
forwarding with our AMF backward (or post-compromise)
security requirement, which states that an attacker who pre-
viously (but no longer) controlled a source’s device cannot
blame the source for new messages. To our knowledge, this
work is the first one to consider and formalize backward se-

curity within AMF. As we will discuss in more detail in §2,

the challenge in combining AMF with backward security

stems from the fact that indirect recipients of a message (after

forwarding) cannot rely on the backward security of the under-

lying encrypted messaging protocol to tell whether the token

is produced by the now-uncorrupted source or the attacker.
In summary, we make four contributions in this work.

* We rigorously define AMF with preprocessing (§3). We
generalize the definition from TGLMR, formalize for-
ward and backward security, and add source tracing.

* We provide a construction called Hecate (§4). It requires
only a few black-box calls to standard crypto primitives.

¢ We formalize and prove (§5) that Hecate achieves all of
the security guarantees shown in Table 1.

* We implement Hecate (§6) and integrate it into a Signal
client. We show that Hecate’s performance compares
favorably to prior work and is imperceptible in practice.

Before continuing, we wish to stress that any decision to
use content moderation within end-to-end encrypted messen-
gers requires weighing all of its potential benefits and risks,
including the limitations of Hecate and prior works (see §7),
and the risk of abuse by (or coercion of) the moderator. This
is a complex policy question whose discussion should in-
volve computer scientists, but not only computer scientists.
We take no stance on the policy question in this work; in-
stead, we observe that these policy discussions are already
ongoing [2, 17,62] and that a sub-optimal understanding of
the technological possibilities may push a service provider or
nation-state policymakers toward a worse policy decision. We
undertake this research in order to demonstrate the feasibility
of alternatives to blunt privacy-inhibiting legislation.

2  Overview

In this section, we describe our objectives for an asymmetric
message franking (AMF) system. We begin by describing the
setting and threat model for our work, and then we provide a
high-level description of the security requirements and a brief
description of how our Hecate protocol will achieve them.

2.1 Setting and Threat Model

In this work, we consider an EEMS that might contain
network-level anonymity protections such as Signal’s sealed
sender [68] or Tor [28]. We focus on two party point-to-point
communication; that said, our techniques translate directly to
Signal’s group messaging protocol as described in §7.
Within the context of any single message transmission, we
refer to the participating clients using the following terminol-
ogy: the source who initially produced the message within the
messaging platform, the receivers who receive the message
and can optionally decide to report it (in which case we call
them a reporter) and the forwarders who are receivers that
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decide to send the message along to others. All clients only
possess the computational power of a phone.

Due to forwarding, the communication graph of each mes-
sage has the structure of a tree rooted at the source. Several
messages can be sent concurrently, and a client can have dif-
ferent roles in the communication trees of different messages.

In addition to the messenger clients, our model contains
two (possibly separate, and more computationally powerful)
entities that everyone can communicate with: (1) the plat-
Sform that provides the messaging service, and (2) the content
moderator that receives reports and helps victims of abuse.
We consider the platform and moderator as possibly sepa-
rate so that our model can capture settings where a platform
outsources moderation tasks to other, more qualified organiza-
tions (e.g., Facebook’s oversight board [58]). We emphasize
that our model and construction do not rely upon separation of
these roles in any way; they remain valid even if the platform
and moderator are operated by the same entity.

In general, the parties in the system view all other parties
as potentially malicious and colluding together. Every party
wants confidentiality and integrity to the strongest extent pos-
sible, even if some or all of their counterparty, the platform,
and the moderator are colluding against them. In particular,
we wish to retain all of the security goals that end-to-end
encrypted messengers provide, as detailed in §2.2 and §5.

The parties’ relationships toward the moderator are subtle
and merit further discussion. The moderator and platform
view each other as semi-honest; looking ahead to our Hecate
construction, the moderator trusts the accuracy of any times-
tamp applied by the platform but it need not trust the platform
for any other purpose. Clients have a choice: if they view the
moderator and platform as malicious and colluding, then they
must be assured of limits to the moderator’s power; or, if they
view the moderator as semi-honest then they must be assured
that the moderator can perform its role.

In this work, a malicious attacker has the power to com-
promise one or more parties, in which case it can observe
these parties’ local state (e.g., cryptographic keys) and run ar-
bitrary software for the duration of their control of a victim’s
machine. A semi-honest party, by contrast, is assumed to per-
form all actions honestly, and the only objective against such
a party is data minimization. We presume that the software
implementing the encrypted messenger faithfully reproduces
the intended specification so that the adversary cannot control
the behavior of honest parties. Put another way, supply chain
attacks and formal verification are out of scope of this work.

The objective of holding senders accountable for reported
messages creates a tension with the security goals of end-
to-end encrypted messengers. In particular, clients no longer
receive confidentiality, deniability, anonymity, or other pri-
vacy guarantees against the moderator for reported messages.
Moreover, an AMF scheme imposes a limit on forward secu-
rity, because messages sent in the past now can be revealed
to the moderator in the present. Our objective is to ensure

security up to these fundamental limits. We emphasize that
even if the moderator is malicious and colluding with some
clients, all of the security guarantees for end-to-end encrypted
messaging continue to hold for all unreported messages com-
municated between non-colluding clients. Moreover, even for
reported messages, security holds against all other parties who
are not colluding with the moderator.

Another tension exists between content moderation and
network anonymity. For example, sealed sender is a feature
introduced by the Signal protocol to hide the identity of the
sender from the platform. It offers sender confidentiality and
minimizes the amount of metadata stored by the platform.
But if the sender can deny ever sending a message, then can
we hold anyone responsible for sending an abusive message?
TGLMR [75] resolved this dilemma using zero-knowledge
signatures. In this paper, we contribute a construction based
solely on black-box use of standard crypto primitives.

2.2 Security goals

In an asymmetric message franking scheme, we aim to pro-
vide all of the security and privacy goals of encrypted messen-
gers [23,77]. Some EEMS goals (cf. §3.1) are already consis-
tent with content moderation, in which case AMF construc-
tions can use these properties and must ensure that they don’t
weaken them. To give a concrete example for our Hecate
protocol: we use the EEMS as a black box, and we will take
advantage of the receiver’s ability to authenticate the sender’s
identity. On the other hand, some security goals are not fully
compatible with content moderation, in which case we aim to
make the smallest modification possible.

Below, we describe each security goal from Table | and
highlight the extent to which it is impacted by content moder-
ation. These security goals apply to all clients who construct
properly formatted messages that adhere to the encrypted
messaging protocol, whether or not their messages are sub-
sequently reported. That is: even though malicious parties
in a crypto protocol receive no security guarantees, the mere
act of sending a reported message does not render a client
malicious.

* Confidentiality. Anyone not involved in the creation, for-
warding, or reporting of a message m must not learn
anything about m except an upper bound on its size.

* Anonymity. The AMF scheme should not allow the plat-
form, receiver, or moderator to learn anything about the
source and forwarding path of a message beyond what
they would learn from the underlying EEMS or a report.

* Deniability. Every user should be able to deny a claim
about the contents of an unreported message made by any
adversary (even other recipients of this message). Also,
reported messages are deniable to anyone other than the
moderator, and if the moderator’s keys are breached then
they become deniable to everyone.
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» Forward security. Adversaries that compromise users’
state in the present should not be able to deduce anything
about messages exchanged in the past. This goal does not
apply to messages that happen to remain on the phone
in the present, which can still be read and reported.

* Backward security. Once a client recovers from a com-
promise event, then the compromised state becomes ‘use-
less’ after a short delay. That is, the adversary cannot
subsequently originate a new message that (if reported)
would cause the moderator to blame the victim client.

* Unforgeability. The adversary cannot send a message
that appears to be sent by another party. An honest re-
ceiver will reject any malformed or tampered messages.

* Accountability. If a message passes a receiver’s verifica-
tion check and is subsequently reported, the moderator
will trace it back to its original source. That is: nobody
can falsely accuse someone who wasn’t the source of a
message, and the true source cannot evade detection and
yet also have the message verified by the receiver.

2.3 Protocol Overview

In this section, we give a high level overview of our Hecate
protocol in two stages (with and without message forwarding)
and explain informally how it satisfies our security goals.

Hecate without forwarding. At a high level, our Hecate
construction can be thought of as an interactive variant of
designated-verifier signatures. Given a message m, the source
constructs a 2-out-of-2 secret sharing, say H(m) = x; ®x,. In
Hecate, the moderator binds x; to the source’s identity (which
on its own reveals nothing about m), and then the source binds
X1 to xp without using any long-lived keys.

As shown in Fig. 2: since one of the two shares can be
sampled even before m is known, during preprocessing the
moderator selects x; as an encryption of the source’s iden-
tity (which appears random to everyone else), samples an
ephemeral digital signature keypair (ske, pke ), and signs both
x1 and pk,. The tuple of x;, pke, and their signature constitute
the preprocessing token token. During the online phase, the
source uses the ephemeral key sk, to sign x,; we refer to the
pair of x; and its signature as another token token.

The source provides both tokens to the receiver within the
payload of an ordinary Signal packet, as shown in Fig. 2;
ignore the other elements of the franked ciphertext cfank for
now. Any receiver can check on its own whether the signatures
are valid and the underlying values x; and x, combine to
form the real message m that the receiver also gets from the
underlying Signal communication; if verification fails, then
the message is malformed, so it is dropped without displaying
on the receiver’s device. If a verified message is later reported,
the two tokens together will convince the moderator that the
source was the originator of message m.

Achieving our security goals. Many of our security guar-

antees follow directly from the corresponding property of the
underlying EEMS, so we focus on the most challenging goals
here. Hecate provides accountability for the same reason as
symmetric messaging franking schemes: the moderator cre-
ated an authenticated encryption of the source’s identity for
its future self. Forward security holds because ephemeral sign-
ing keys sk, from the past were deleted before a compromise
event in the present. Deniability can be shown in two parts: if
the moderator’s keys are breached then anyone can produce
signatures for any choices of x; and x;, and otherwise the
source’s identity is hidden within the encrypted token so any-
one could have ‘forged’ signatures of an (x1,xp) pair using
her own tokens rather than those of the real source.

Backward (or post-compromise [25]) security is more chal-
lenging to address, and it is worth pausing for a moment to
discuss what this guarantee means in the context of content
moderation. If an adversary corrupts the source’s phone, it
can produce messages whose reports blame the source; this is
inevitable. Our goal is to ensure that once the source recovers
control of her phone, then (perhaps after a short delay J) any
new message produced by the adversary cannot implicate
the honest source. To provide this guarantee within Hecate,
the moderator includes a timestamp within its attestation to
x1, and receivers drop any message where this timestamp
is too old. This ensures that an adversary cannot use stale
pre-processing tokens long after the compromise event.

Hecate with message forwarding. Next, we allow forward-
ing of messages and consider source tracing, in which the
moderator should identify only the original source of a re-
ported message. For the most part, our construction is already
amenable to source tracing: a forwarder can simply include
the original source’s tokens within a forwarded message rather
than generating new tokens that would implicate herself. How-
ever, our timestamp-based solution to backward security now
fails because the age of x; is insufficient to determine whether
the original source had control of her cryptographic keys at
the moment that the original message was sent (as opposed
to the time of the forwarding).

We solve this problem by appending a timestamp time as
the data traverses through the platform. To verify backward
security, it suffices to verify whether the pre-processed token
(which contains the identity of the source to blame) was pro-
duced close in time to the message transmission. Timestamps
for forwarded messages are disregarded; future recipients
only care about the timestamp from the original source.

It only remains to bind the source timestamp to the message,
so that it cannot be tampered later. Note that we cannot reveal
X2 to the platform, or else the platform and moderator together
could recover the content of messages. Blind signatures are a
possible solution to allow the platform to timestamp-and-sign
obliviously, but constructions that only require one message
received and sent by the platform require trusted setup [35],
non-standard crypto assumptions [37,38], or a concretely slow
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Figure 2: The construction of the different parts of a franked cipher. The outputs of the diagram correspond to each party’s
contribution to the eventual stamped cipher Cstamp. The source constructs the franked cipher cgank using a token provided by the
moderator during preprocessing. We denote by payload and envelope two different parts of the ciphertext as defined in the Signal
sealed sender protocol [68]; the platform and receiver can read the envelope whereas only the receiver can read the payload.

runtime with non-black-box reductions [36, 50]. Instead, we
take advantage of the fact that the platform’s actions need
only be verified by recipients who already know x; and X,
so it suffices for the platform to produce a signature ¢ of the
current time together with a commitment to the two shares.
The corresponding decommitment randomness can be sent to
the receiver within the encrypted messenger payload, so that
the recipient can verify that it is well-formed.

3 Definitions

In this section, we present a nearly black-box model of the Sig-
nal protocol that we use in this work, and then we detail a new
definition for an asymmetric message franking scheme that
generalizes TGLMR [75]. We refer readers to Appendix A
for formal definitions of the cryptographic building blocks
we use in this work: commitments, authenticated encryption,
digital signatures, and collision-resistant hash functions.

3.1 Modeling an EEMS

End-to-end encrypted messaging systems (EEMS) using the
Signal protocol [70] are a complex, delicate combination
of standard cryptographic primitives. Starting with Cohn-
Gordon et al. [23], there is a long line of research that analyzes
the security of EEMS constructions such as the two-party Sig-
nal protocol itself (e.g., [4, 9, 48]), modified versions that
provide provide stronger guarantees (e.g., [45,47,61]), and
extensions to support group messaging (e.g., [18,22,63]).

In this work, we wish to treat an EEMS as a black box and
consider only an API-level description of its operation and
underlying security guarantees. For this reason, we follow
the UC models of an EEMS as shown by the recent works of
Bienstock et al. [13] and Canetti et al. [19], rather than the
game-based definitions in the literature (e.g., [4,9]). The ideal
functionality Fsjgnar in these works models the creation, evo-
lution, and destruction of communication ‘sessions’ between
different pairs of parties, and keeps track of the long-term and
ephemeral state that parties must hold for each operation.

We follow this abstract model, with three changes. First,
we allow a sender to attach public information outside of the
encrypted message on the envelope that is visible to the plat-
form, as shown in Fig. 2. As defined by Signal’s sealed sender
construction [68], the envelope constitutes the outer shell of
an encrypted message and contains any data that is visible to
the platform such as the ciphertext and the recipient’s address.
Second, in order to support an anonymous network, we al-
low for inputs involving the parties’ identities to be optional.
Third, we add an explicit forgery method to highlight the fact
that an EEMS achieves deniable authentication [30] (which
is implicitly true in universally composable security mod-
els [21]): that is, the sender and receiver can forge a transcript
showing that a message originated with the other party.

Hence, our abstract model of Signal involves three methods.
All of these methods implicitly use the state of the party (or
parties) that participate in each method.

* sendeems(mM*;ids.c,id,..) — c: Run by the source client
ids,. with message m*, this method sends a ciphertext
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c to the platform. This message m* might contain pay-
load and envelope components, similarly to how Signal’s
sealed sender operates. We sometimes omit the latter two
inputs when they are clear from context.

¢ delivereems(c;id..c) — m*: An interactive protocol in
which the platform delivers a ciphertext c to the receiver
id,... If this receiver was the intended target of a pre-
vious sendeems that produced c, then they can decrypt
using their local state to recover m*. Here, it is unclear
whether to include id... as an input: for an anonymous
communication channel it is important that the platform
not know id, .., but for non-anonymous networks it may
be required. We leave id.... as an optional parameter, and
throughout this work we focus on the stronger setting in
which the network is anonymous so this input is omitted.

* forgeeems(m*;ids,c,id,cc) — c: A forgery algorithm ex-
ecuted by a party id,.. and requiring its state state, __. It
forges a transcript that looks as though the message m*
were sent by its counterparty id.... in an EEMS communi-
cation, with a destination of id,... The parameters id.,.
and id,.. are optional for the same reasons as sendeems,
and they will be omitted from this work.

3.2 Defining AMF with Preprocessing

Next, we present a rigorous definition for an asymmetric mes-
sage franking system with preprocessing. This definition ex-
tends the one from TGLMR [75] in two ways. First, it includes
an (optional) out-of-band communication between the mod-
erator and sender, which results in a one-time foken that is
consumed when sending a message. Second, it is designed in
a modular fashion so that it can be built on top of any EEMS
that adheres to the model in §3.1.

Definition 1. An asymmetric message franking scheme with
preprocessing AMF = (KGen, TGen, Frank, Forward, Stamp,
Inspect, Verify, Forge, ., Forge,..) is a tuple of algorithms
called by different parties in the messaging ecosystem. We
assume that each party has a unique identifier id provided by
the underlying EEMS, and we define a state variable state
for each party containing all keys and tokens generated by
the AMF scheme and the underlying EEMS that have not yet
been deleted. The algorithms operate as follows.

* (pk,sk) «—$KGen(): The key generation algorithm ac-
cessed by any party in the EEMS and used for creating
(potentially multiple) cryptographic keys. The algorithm
is at least run once at the beginning of time to setup the
long-term key material for each party.

* TGen(ids,c,time,.q, k,oq) — token: An algorithm run
by the moderator periodically that provides a one-time
token for use when sending a message. An honest mod-
erator should only provide tokens to a participant that
correspond to their actual identity id.... It is assumed

that the moderator can rely on the EEMS to authenticate
a user’s identity ids.. before running T Gen.
Frank(state_,.,m,id,..,token) — Mgank: The message
franking algorithm that allows a user with state state_,
to frank a plaintext message m that they wish to send to
a receiver id...., using the token received during prepro-
cessing. The state. . contains all key material produced
by KGen and the underlying EEMS, although Frank need
not use this state. The resulting franked message Meank
can be sent to the platform using sendeems.
Stamp(cf,anhskplat,time) — Cstamp: The stamping pro-
cedure run by the platform to authenticate and times-
tamp a franked cipher Cqank. The resulting stamped ci-
pher Cstamp can then be delivered to its intended recipient
using the delivereems method. Stamp does not have the
sender or receiver’s identity, even if delivereems does.
Forward(mgank, State; g, id o) — Mgank’ s Forwarding
algorithm that allows a user with franked message Mgrank
to produce a new franked message M. intended for
a new recipient id.... The format of Mfank and Meank’
are identical, so the ciphertexts of new and forwarded
messages look indistinguishable to the platform.
Verify(mgank, state, .. ) — (m,report) or L: Allows a re-
ceiver to validate a franked message Meank With respect
to its state state__ . If valid, Verify returns the corre-
sponding plaintext message m along with a string report
that the receiver can send to the moderator if they choose
to report an abusive message.

Inspect(report, kyoq) — (idsc, m,time) or L: The in-
spection algorithm that allows a moderator to handle
reported message report using their secret key k,.; by
validating and possibly source tracing them. If the verifi-
cation step succeeds, the moderator produces the id of
the source id..., the message contents m, and a times-
tamp of the message time.

Forge, .. (idsrc,id cc,m, Kuoa) = Megank: For deniability,
this forgery protocol allows a moderator with secret
key kuoa to forge a franked message with plaintext m
on behalf of a user with id id... and with an intended
recipient with id id

Forge,..(id...c,m,state, . ;ids,c) = Cqrank: For deniabil-
ity, this forgery algorithm allows a receiver with id id
and state state___ to forge a franked ciphertext as though
the message m was transmitted through the EEMS by the
sender id.,. to the receiver id,... Note that id... is an
optional parameter and may not be needed by systems
that support anonymous messaging.

We say that an AMF scheme with preprocessing is secure
if all computationally bounded attackers have negligible ad-
vantage in winning the deniability, anonymity, confidentiality,
accountability, and backward secrecy games. These games are
nuanced to describe; rather than doing so here, we defer dis-
cussion to the security analysis in §5 and the full version [44].

USENIX Association

31st USENIX Security Symposium 2341



Command | Actor || KeyGen | Sign | Verity
TGen 1 1 0
Frank src 0 1 0
Stamp plat 0 1 0
Forward fwd 0 0 0
Verify 0 0 3
Inspect 0 0 3

Table 2: The number of public-key digital signature opera-
tions required for each of the interactive algorithms within
Hecate (except for the one-time KGen at setup). We only
count the additional cryptographic operations required for
Hecate beyond those already required by the EEMS.

4 Constructing Hecate

In this section, we describe the Hecate construction in detail.
As per Def. 1, Hecate has eight algorithms. We describe them
within this section, and we provide the full protocol speci-
fication of Hecate in Figs. 3-4. Because they are the most
expensive of our standard crypto primitives, we also count the
number of public key operations in each step here and in Ta-
ble 2. For context, the prior AMF scheme from TGLMR [75]
required at least 11 modular exponentiations per algorithm.

Key generation. KGen initializes a few long-term keys: the
moderator samples an authenticated encryption key k.4 and
both the moderator and platform sample a digital signature
key pair (pk,,,sk,,;) and (pkyia¢,SK;1,; ). One strength of
Hecate is that individual parties do not need any long-term
key material besides their existing EEMS keys, which simpli-
fies our analysis of forward and backward security.

Token generation during preprocessing. In T Gen, the mod-
erator creates a batch of tokens for users at specific time
intervals. Each token provides users with:

* Ephemeral session keys (pk,,sk.) that they can use to
sign their message. None of the keys tie to users’ long-
term key material, thus giving the sender plausible deni-
ability and confidentiality with respect to other users.

e A dual purpose randomized encryption x; :=
Ency, . (id.;c) of the user’s identity id.,. under
the moderator’s secret key k.4 that enforces account-
ability with respect to the moderator, confidentiality
with respect to other users, and provides token integrity.
The latter property is ensured by having the sender
create a share x, that along with x; reconstructs to a
hash of the sent message.

* A timestamp t; that provides backward security.

* A signature 67 by the moderator of the entire token that
guarantees integrity and unforgeability of the token.

As shown in Table 2, the moderator requires two public key
operations for token generation: 1 keygen operation to pro-
duce the ephemeral key pair and 1 signature to sign the public
ephemeral key with the identity of the sender.

Message franking. The Frank method is executed every
time the source wishes to send a message. The constructfrank
procedure requires an input plaintext message m from the
source and consumes a single token at a time, and it produces a
franked message mgank. This can be combined with sendeems
to relay a franked ciphertext cfank to the platform.

To produce the franked message, the sender begins by un-
packing x; from the token and computes x» such that these
variables constitute a 2-out-of-2 sharing of H(m). Next, x, is
signed via the ephemeral keys in the original token to produce
Gy. Collectively, x2, 02, and elements of the pre-processing
token (excluding the secret ephemeral key) will constitute the
payload of the franked message. Then, the sender creates a
commitment com of x; ||x, using the randomness r. The user
then pushes com onto the envelope of the franked message
and appends r to its payload. In total, a sender only requires
1 public key operation to sign the second share x,. The con-
structed franked message myank has several properties: xp and
com bind the online and preprocessing stages together, the
signature allows the receiver to check the well-formedness of
the message, and the use of an ephemeral signing key provides
deniability with respect to anyone other than the moderator.

Stamping. In Stamp, the platform timestamps and digitally
signs the envelope of a franked cipher cank; ergo, this pro-
cedure requires 1 public key operation. Then, the platform
relays the resulting stamped cipher Cgtamp to its intended re-
cipient. Stamping prevents a preprocessing token from being
used indefinitely after a compromise to blame a victim client
for unsent messages.

Verification and reporting. Upon reception, the receiver
executes Verify to validate the signatures, timestamps, packet
integrity, and envelope commitments. If a message fails the
verification check, then the receiver drops the packet and the
application never displays the plaintext message. Otherwise,
Verify generates a plaintext message m that can be displayed
on the receiver’s phone, and a report that can be sent out to
the moderator if the receiver so chooses.

In Hecate, the report solely consists of the franked message
Merank- When the moderator receives a report, they locally
run the Inspect method which performs the same verification
procedure as the recipient, and if successful, decrypts the
source’s identity from the ciphertext x; within the token. Both
the receiver of a message and a moderator who receives a
report require 3 signature verifications to check that the two
shares are not tampered with and have the right timestamps.

Message forwarding. Verified messages can alternatively
be forwarded using the optional Forward method. There are
two differences between Forward and Frank: the forwarder
creates a dummy commitment outside the Signal envelope,
and it moves the true commitment and signed timestamp into
the payload of the franked message. Because it reuses the
prior signature, the forwarder doesn’t perform any public key
operations of its own. Note that Frank and Forward payloads
are distinguishable by the receiver but indistinguishable to the
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Frank [src — plat]

Verify [rec — mod/rec]

1: Mfank := constructfank (token, m)

2:  Cfrank := S€Ndeems(Mfrank) 11 Mgank = delivercems(Cstamp)
KGen [nod and plat, separately] 3:  return Cgank 21 Mfank := MOVestamp (Mfrank)
1: kyoa <$EncKGen(1") 3: (m,report) := vfRec(Mfrank)
20 (PKyoasSkyoq) <$SigKGen(1") Forward [fwd — rec] 4 i (moreport) & L :
31 (pkpiat,Skpias) < $SigKGen(1") 1: Mgank’ = constructyg (Merank) 5: return L
21 Cfrank := SeNdeems(Mfrank’) 6: return (m,report)
TGen [mod — src] 3: return Ceank
1: token := constructioken(SKyoq,idsrc) Inspect [mod]
2: return token Stamp [plat — rec] 1: if viMsg(report) :
11 Cstamp = Stampyime (Cfrank) 2: return (Dec(report.x; ), report.tp)
2: Cstamp’ = SeNdeems(Cstamp) 3: return L

3: return Cetamp’

Figure 3: Hecate’s construction along with the transmissions using the encrypted messenger. The notation [a — b] means that
party a executes the method and sends the returned value to . The receiver of a message may elect to forward or report it; we
assume that Forward is preceded by a successful invocation of Verify. See Fig. 4 for more details on the methods used here.

constructioken (Kuods SK,oq5 idsre) constructswd (Mrank) viMsg(report)
1: (pke,ske) <$SigKGen(1") 1 Mfrank := MOVestamp(Mfrank) 1: by :=vfToken(report)
20 tp:=time() 2 Mgank-envelope <-${0,1}" 2: by :=vfCom(report)
3: xp:=Enc, (idsrc) 3: return meank 3: b3 := vfExp(report)
4: o1:=Signg  (x1]|lpkellt1) 4: return by Aby Ab3
5: token := (xq,t1,01, (Pke;ske)) stampyime (Coranks Skplat)
6: return token 10t =time() vfToken(report)
2: 03:= Signskplac (coml|t2) 1: reveal := open(x1,x2)
ConStrUthrank(m»tOken) 3: Cstamp-envelope := (com||os]|t2) 2: by :=(reveal 2 H(m))
1: r«s${0,1}" 4% Cstamp-payload := cfrank.payload 30 by =V (x1]pkellts,01)
2: (x1,t1,01, (pke,ske)) = token 5: return Cstamp 4 by = Vg (x2,62)
3t xg:=split(xy,H(m)) 5: return by Aby Abj
4: 0p:= Signske (x2) movestamp(mfrank)
5: com:=com(x1|[x2) 1+ if myank fwdpayload = 0 : vfExp(report)
6: envelope :=com 2: Merank-fwdpayload := mgank.envelope 12 b=t —to] <’ expiry
7: payload := (x1,x2,pke,r,t1,01,02) 3 return men S return b
8: fwdpayload := 0 // reserved for forwarder
9: Mgank := (M, payload, fwdpayload, envelope) VfReC(mfrank)

vfCom(report)

10: return m T X
frank L if viMsg(Mfrank) : 1: (com,c3,tp) < report.fwdpayload
2 report := Mfrank 2: by :=Vf(x1|x2,com,r)
3: return (Mgank.m, report) 31 byi=Vfy,  (coml|ts,03)
lat ?
4: return L F

4: return by Aby

Figure 4: Hecate’s subroutines. See Appendix A for specifications and security guarantees of the crypto primitives used. We
omit writing out attribute access notation when it is obvious from the context (i.e. com for instance is a shorthand for cg,nk.com).

Source’s Payload Forwarder’s Payload Envelope
X1 X2 nonce pk, r ty o1 Oy | envelope of source com O3 t
32B 32B 12B  32B 32B 8B 64B 64B | 104B 32B 64B 8B

Table 3: The format of a franked message delivered to the receiver, along with sizes in bytes for the implementation in §6. A
franked message sent by the source is similar, except the envelope does not yet contain 63 or tp.
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platform (meaning that it will stamp a forwarded cipher); see
Table 3 for the format of mgank. The receiver of a forwarded
message executes Verify using the commitment, signature,
and timestamp inside the payload (ignoring the envelope).

We defer discussion of Hecate’s forgery algorithms to §5
with more details provided in the full version of this work [44],
since these are proof artifacts of the deniability property rather
than actual elements of the construction.

S Security Analysis

In this section, we formally define the security properties of
asymmetric message franking (AMF) with preprocessing, and
we prove that Hecate guarantees them. All of our definitions
are written as indistinguishability games GAME{! for b €
{0,1}, and we want to show that the adversary’s advantage

AdvETs.. () = [Pr[GAMET = 1] - Pr[GAME] = 1] ’
is negligible for each game, if the adversary A4 is computa-
tionally bounded to probabilistically polynomial time (PPT).
Due to space constraints, we include here an informal de-
scription of each game and concrete theorem statements. We
defer full game descriptions and security proofs to [44].

Deniability. Deniability states that a sender should always
be able to deny that they sent a particular message to anyone,
except to the moderator when a message is reported. Denia-
bility could hold with respect to a colluding moderator and
receivers, or it can hold against malicious receivers who are
not colluding with an honest moderator.

Theorem 5.1. Hecate is deniable against a moderator. Any
adversary A has advantage Advien™ () = 0.

Hecate

The essence of Thm. 5.1 is the claim that Hecate’s real
send routine is indistinguishable from the moderator’s forgery.
Intuitively, Hecate achieves moderator deniability because
Hecate implements algorithms TGen, Frank and Forward
without ever using the user’s long term key materials and
instead relies on ephemeral keys that the moderator generated.
Additionally, the preprocessing token relies on an encryption
and signature by the moderator in a way that is not directly
bound to the message. This claim holds even against a distin-
guisher who also has the moderator’s secret key — that is, if
the moderator chooses to leak their own keys in an attempt to
convince the rest of the world about the actions of a sender.
For a rigorous proof of this theorem (and all theorems in this
section), see the full version of this work [44].

Theorem 5.2. Hecate is deniable against a malicious re-
ceiver. Concretely, for any PPT adversary A, there exist PPT
adversaries A' and A" such that:

eNCepa

AdVEEY () < Advy e () - Adver <P ().

Hecate

That is: Hecate’s deniability reduces to the deniability and
CPA security properties of the underlying EEMS scheme ‘E.

Anonymity. In this work, anonymity considers the amount
of metadata that each entity can learn through the abuse report-
ing system alone, if the network provides perfect anonymity.
First, anonymity with respect to the receiver guarantees that
receivers should not be able to learn any other member of the
forwarding path of a message beyond their direct neighbors.

Theorem 5.3. Hecate is anonymous with respect to the re-
ceiver. For any PPT adversary 4, there exists an adversary 4’
that can win the chosen plaintext attack game with advantage

AdVEIO™ () < Adverm (),

Hecate Hecate

Informally, this theorem holds because the preprocessing
tokens in Hecate only contain any information about the orig-
inal sender’s identity in encrypted form; without access to the
moderator’s secret key, a receiver can’t distinguish between
tokens that originate from different senders. Additionally,
Hecate stores no information about forwarders of a message
at all, thereby guaranteeing their anonymity as well.

Second, anonymity with respect to the moderator ensures
that the moderator should not be able to learn members of the
forwarding path of a reported message beyond the neighbors
of colluding receivers and the reported source. Here, honest
forwarders want to be assured that, when their direct contacts
are honest, only their neighboring recipients know that they
forwarded a specific message.

Theorem 5.4. Hecate is anonymous with respect to the mod-
erator. Any adversary 4 has advantage Advijonr (4) = 0.

Confidentiality and Forward Secrecy. Message confiden-
tiality dictates that any party not involved in the creation,
reception or reporting of a message should not be able to
learn anything about the message. Moreover, forward secrecy
guarantees that corrupted users should be guaranteed confi-
dentiality of all their messages and interactions prior to the
time of compromise. In this work, we consider the state of
users to consist entirely of their key material and their tokens;
ergo, Hecate can only guarantee confidentiality for messages
that have been securely deleted from the local device prior to
the compromise event.

Theorem 5.5. Our scheme Hecate is message confidential
and forward secure. Concretely, for any PPT adversary A4,
there exist PPT adversaries A' and A" such that:
AdvEnEle () < Advieiem (') + Adviess, (7).
Informally, the theorem holds because Hecate constructs
franked messages by appending tokens to the payload of the
message, and by adding a commitment and timestamp to its
envelope (see constructgank and stampy;.,. in Figure 4). The

2344 31st USENIX Security Symposium

USENIX Association



tokens are encrypted alongside the plaintext message. The
identifying content of the commitment is encrypted, and we
rely on the hiding properties of the commitment scheme and
the security of the connection that exists between parties
and the platform. No part of a Hecate franked message can
therefore break this security property.

Unforgeability and Accountability. These properties de-
scribe a scheme’s ability to bind senders to well-formed mes-
sages while guaranteeing that no user can be accused of
sending a message that they did not send. They go hand-in-
hand because well-formed messages are necessarily bound to
their original sender and cannot be attributed to anyone else.

Theorem 5.6. Hecate holds users accountable. For any PPT
adversary A that makes at most q queries to its 0% oracle,
there exist PPT adversaries A' and A" such that:

igeu-cma hashgg
Adviicate (D) < (g+1) - Advi®em™ (A7) + Adv ™" (7).

The description of the O%"¢ oracle and the proof of this
theorem are deferred to the full version of this work [44].

Backward Security. Backward Security requires that an
adversary who controlled the state and keys of a device pre-
compromise should not be able to benefit from them after
device recovery. In particular, the adversary should be unable
to craft new messages from a recovered user or claim that
during-compromise messages were sent out (not forwarded)
after the compromise period.

Theorem 5.7. Hecate is backward secure. For any PPT ad-
versary 4, there exist PPT 4', A", and A" such that:
Advbac

Hecate

(4) < Advies,,,. ()

Hecate

+ Advsigeu_cma ( ,‘2[”) + A dvbindingcom ( ,54”'),

Informally, this theorem holds because Hecate requires the
moderator and platform timestamps to be close to one another.
Hecate also binds each of these timestamps to the franked
message and the source’s identity, but in a confidential way,
to ensure that the adversary cannot evade backward secrecy
by using unexpired timestamps from other messages.

6 Implementation and Evaluation

We implemented Hecate as a Rust library that can be used as a
back-end by other systems. Our implementation uses Signal’s
official platform agnostic API library libsignal-client [69] for
our encryption, commitment and hashing building blocks.
To that effect, we use libsignal-client’s implementation of
AES-256 GCM for symmetric encryption and HMAC with
SHA-256 for commitments. We use the ed25519-dalek [27]
crate for ed25519 signatures and their associated functions
and SHA256 from the sha2 crate for our hash functions. Our
implementation is open source and available at [41].
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Figure 5: Online runtime of Hecate’s components as a func-
tion of message size in bytes

In this section, we show experimental results when execut-
ing each component of Hecate in isolation. Then, we measure
the overhead of Hecate when integrated into a Signal client.

6.1 Performance Cost and Comparison

In this section, we measure the runtimes and transmission
sizes for each component within Hecate using Criterion, a
Rust benchmarking suite. We also evaluate prior open-source
message franking systems on the same machine and compare
them to Hecate.

Experimental setup. We ran all experiments on Amazon
Web Services in the US East-Ohio Region, using a t3.small
EC2 virtual machine running Ubuntu 20.04 LTS with 2GB
of RAM on a 3.1 GHz Intel Xeon Platinum Processor. Each
data point shown is the average of 300 trials, with outliers
removed. We chose this machine and number of experiment
trials to align with prior work [59, 75].

Hecate communication costs. We list the size of Hecate’s
franked ciphers in Table 3. The sizes in Table 3 stem from
the fact that our libraries yield 32 byte commitments with
32 byte long commitment randomness, 32 byte ciphertexts,
64 byte signatures, 32 byte symmetric and public keys, 12
byte nonces for symmetric encryption, and 8 byte Unix times-
tamps. We remark that there exist more compact instantiations
of these primitives; our choices were motivated by ease of
implementation on top of libsignal-client.

Hecate’s online runtime. Fig. 5 shows the performance of
each component of Hecate for message sizes ranging from
10 bytes to 10 kB. Overall, the runtime costs remain low es-
pecially when compared to the cryptography already required
within an end-to-end messaging system (cf. §6.2).

Most components require executing a SHA-256 hash func-
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Figure 6: Runtime and dollar pricing of pre-processing token
generation (T Gen) as function of the token batch size.

Sent  Received Report

Tyagietal. [75] 489B 489B 489 B
Peale etal. [5S9] 256 B 320B 160 B
Hecate 3830B 484 B 380 B

Table 4: Communication overhead of Hecate and other mes-
sage franking schemes, in bytes.

tion (to calculate x) whose runtime is linear in the message
size, along with 0-3 digital signature operations whose cost
is independent of message size (cf. Table 2). As a result, the
signature(s) dominate the cost for small message sizes and
the hash function dominates the cost for large messages. The
two costs are balanced at a message size of 7.5 kB, where
hashing and digital signing each take about 33us. Verify and
Inspect are slower because they require about 192us to verify
3 signatures. On the other hand, Forward, Stamp and T Gen
all have fast runtimes that are independent of message size.
We remark that a forwarder is assumed already to have ver-
ified a message at reception time, so its only work during
Forward is to move the envelope contents into the payload.

Hecate’s preprocessing cost. We also measure T Gen over
various batch sizes from 1 to 10,000 tokens. Fig. 6 shows the
runtime and computational cost based on a rate of 2.09¢ per
hour for a t3.small AWS instance at the time of this writing.
Our measurements show that the price of generating a batch
of 10* tokens is 3.45 x 10~ USD. Extrapolating to the scale
of 10! tokens (the approximate number of messages sent
through WhatsApp daily [56]), we estimate the cost of token
generation to be 35 cents per day. We also highlight that
the moderator does not need to remember these ephemeral
signing keys in between preprocessing and reporting; in fact
the moderator doesn’t require any storage cost at all.

Comparison with prior work. In this section, we compare

our Rust implementation with the open-source software by
TGLMR [75] and Peale et al. [59]. To ensure a level compari-
son: we re-ran the benchmarks from prior work [59,75] on our
t3.small AWS instance, we only considered the tree-linkable
version of Peale et al., and we removed the double ratchet
encryption within the benchmarks of Peale et al. in order to
measure only the overhead of their message franking scheme.

We show a comparison of communication overhead in
Table 4, and we compare computation overhead in Table 5
for a message size of 1 kB. The benchmarks of TGLMR [75]
were orders of magnitude slower than the other works because
their construction of designated verifier signature performs
more group operations; their communication overhead was
also the highest. The comparison between Hecate and Peale
et al. [59] is more nuanced. We stress that Hecate achieves
additional security properties like anonymity and backward
security. As a consequence, senders perform more work in
Hecate and transmit more data, whereas Peale et al. leverage
a non-anonymous network so that the platform can tag the
originator of a message. On the other hand, Peale et al. require
a forwarder to generate a commitment, whereas Hecate only
requires generating a random 32 byte string (which could
even be sampled beforehand).

6.2 End-to-End Prototype Deployment

In this section, we integrate Hecate into an existing Signal
client and show that Hecate adds minimal overhead.

Implementation. To test the end-to-end overhead of sending
and receiving messages, we integrated our Rust Hecate library
into the Java tools signal-cli [67] and libsignal-client [69]. The
sender’s Frank procedure adds the Hecate payload to a mes-
sage before encrypting it using the EEMS, and then appends
the Hecate envelope. The receiver decrypts the franked mes-
sage and runs Verify. Our modified libraries are available as
open source repositories [42,43]. The sender gets tokens by
running the Rust library prior to the start of the experiment.
We deployed the sender and receiver signal-cli instances on
one machine with a 1.90GHz Intel i17-8650U CPU and 16GB
of RAM running Ubuntu 20.04 LTS. They were connected
over a wide-area network to an instance of signal-server [71].

Evaluation. We measured the client side overhead of run-
ning signal-cli with and without Hecate on messages of size
1 kB. In both cases, we measured the average of 10,000 trials
of running local signal-cli operations and 600 trials of end-to-
end (E2E) latency, with outliers removed. Our timer for the
end-to-end latency test starts as soon as the source’s signal-cli
begins franking a message, and it ends when the receiver’s
signal-cli completes processing the franked ciphertext and
outputs the message. These sample sizes are larger than in
§6.1 to overcome the noise added by the network latency, the
polling rate of the receiver, and the warm-up time of the jvm
instance of signal-cli for each of the parties.
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TGen Frank Verify Inspect Forward  Stamp
Tyagi et al. [75] - 6339 us 5461 us 5939 us - -
Peale et al. [59] - 898 us 69.56-138.19 us  73.64 us 846 us 24.53 us
Hecate 58.4 us 38.24 us 199.15 us 20387 us 116 us  29.17 us

Table 5: Runtimes of message franking schemes, in microseconds, for a message size of 1 kB. The runtime of Verify within
Peale et al. [59] differs based on whether the message is authored (left) or forwarded (right).

Hecate No Hecate Diff
Send 255ms 238 ms 0.16 ms
Receive 3.19ms  2.52ms 0.67 ms
Total 574ms 491 ms 0.83 ms
E2E Latency 37.28 ms 36.3 ms 0.98 ms

Table 6: Computation and communication costs for signal-cli
with and without Hecate, for a message size of 1 kB. Send
and Receive (10* trials) correspond to local computation prior
to sending or after receiving the message over the network.
E2E Latency (600 trials) starts at the beginning of Send and
stops at the end of Receive, with network latency included.

Our results are shown in Table 6. They showcase how the
findings from Table 5 translate to imperceptible overheads
in an actual deployment of Hecate on a Signal client. The
inclusion of Hecate adds less than a millisecond of runtime
locally and over the network, on average. Moreover, this dif-
ference is dwarfed by the sample variance of signal-cli due to
the sources of measurement uncertainty.

7 Conclusion and Discussion

In this work, we constructed the first abuse reporting protocol
that combines asymmetric message franking and source trac-
ing. We integrated this construction into a Signal client and
showed that its performance impact was imperceptible. Along
the way, we generalized the AMF model to accommodate pre-
processing, and we formalized security properties that hadn’t
previously been considered by message franking schemes.

In this final section, we discuss some extensions of Hecate,
known limitations, and opportunities for future work.

Extensions. We extend Hecate’s communication from the
two-device setting to more realistic flows supported by Signal.
Group Messaging. Hecate’s definitions and constructions
can be ported in a straightforward manner to Signal’s group
messaging protocol, in which broadcasts to a group of size
N are implemented via N individual point-to-point messages,
after a server-assisted consensus protocol to determine the
group [22]. We note that there exist recent works and an IETF
standardization effort on sub-linear ends-to-ends encrypted
group chats [5, 6, 12,24, 66]; it remains an open problem to
design abuse reporting mechanisms for these protocols.
Multiple Devices. Hecate can easily support multiple de-

vices for the same user (e.g., a phone and laptop) by giving
each device its own independent set of tokens. The moderator
can use the same id.,. for both sets of tokens, so that reports
only name an identity rather than a device.

Limitations. We discuss a few limits of our approach.

Reporting Benign Messages. Our construction allows re-
ceivers to report messages that may later be deemed to be
non-abusive. While it might be possible to require the re-
ceiver to prove to an honest moderator that the message they
are reporting is actually abusive, this question is incredibly
delicate and is therefore out of scope for this and all prior
works on end-to-end abuse reporting.

Distinguishing Forwarded vs. Original Messages. In our
construction, receivers can distinguish between sent and for-
warded messages. While this may be a desirable feature in a
messaging app, it is still a leakage in our system.

Forwarding Cycle Linkability. If the forwarding path of a
message contains a cycle, i.e. a receiver receives the same
forwarded message multiple times, then they can tell that
these messages originate from the same source. This is an
inherent weakness of Hecate as a result of forwarding the
same tokens per message that we do not attempt to protect
against. It may be possible to combine Hecate with Peale et
al.’s techniques to remove this leakage [59].

Future Work. Looking ahead, we identify several avenues
of future research into privacy-respecting content moderation.

Content Censorship. Content moderation systems can be
misused for censorship purposes. Questions surrounding what
constitutes misinformation or a “bad” message fall outside the
scope of this work and into the realm of policy making and
social media regulation. We believe however that it may be
interesting to federate the role of the moderator in: (1) defining
bad messages, (2) verifying reports, (3) taking actions with
respect to flagged contents and users.

Super Spreaders. A recent line of work [72,81] on misinfor-
mation spread in social media distinguishes between honest
users who forward misinformation and malicious actors that
act as super spreaders of misinformation. Honest users can
mistakenly forward or send misinformation content without
ever realizing it. Super spreaders on the other are adversar-
ially creating or spreading bad content. Future work could
examine aggregate behavior in order to distinguish malicious
vs. mistaken users.

Fartial opening. Known AMF constructions like Hecate
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only allow the receiver to report all or none of a message. It
should be possible to achieve partial opening to the moderator
by extending the message franking techniques of Leontiadis
and Vaudenay [54] to the asymmetric setting.

Stronger Notions of Backward Security. Backward security
makes no guarantees with respect to anything created during
the time of compromise. In the context of content moderation,
this implies that the adversary can blame users for old com-
promised messages. We encourage future research into ways
to limit the damage of adversarial moderation reports or to
allow honest parties to correct the record post-recovery.

Ensuring System Security. Finally, we emphasize that our
study of abuse reporting has been primarily through a cryp-
tographic lens, and as a result does not capture all aspects
of security. For example, many of our crypto definitions as-
sume that clients already have sufficient preprocessing tokens
in hand. When implementing Hecate, careful attention is re-
quired to ensure that adversaries cannot obtain a side channel
by, e.g., influencing when preprocessing is run.
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A Definitions
Blocks

of Cryptographic Building

This work uses four standard cryptographic building blocks
that we use and adapt from Boneh-Shoup [14] and Katz-
Lindell [51]. In what follows, we define the message space as
M :={0,1}*, the key space as K := {0, 1}", the ciphertext
space as C := {0,1}*, the randomness space R := {0,1}"
and the signature space as X := {0, 1}", where n denotes the
security parameter.

Definition 2 (Commitment scheme). A non-interactive com-
mitment scheme is defined by two algorithms Com and Vf.

e Com is an algorithm that takes a random string r <—s R,
and a plaintext message m € M and outputs a commit-
ment com := Com(m,r).

e Vf is an algorithm that takes a commitment com,
a string r and a plaintext message m and checks if

Vf(m,com,r) := (Com(m,r) Z com).
Definition 3 (Binding commitment). A commitment scheme

1 = {Com, Vf} is computationally binding if for all prob-
abilistic polynomial time (PPT) adversaries A, there is a

negligible function negl(n) such that:

Adyy"dingeom (A) = Pr[Com(m,r,param) =
Com(m',r',param) | m # m'] < negl(n).

Definition 4 (Hiding commitment). Let T = {Com,Vf} be a
commitment scheme. Let Comfﬁding be defined by the following
experiment:

» The adversary A outputs a pair of messages mg,m| €
M.

* Auniform bit b € {0,1} and the randomness r < {0,1}"
are chosen.

* The adversary A is given access to the commitment ora-
cle Qm=hiding y,hich on messages mo and my computes
and returns the commitment com <— Com(mp,r), where
Vf(Com(my,r),mp,r) =1.

* The output of the experiment is 1 if b’ = b and 0 other-
wise.

A commitment scheme T is computationally hiding if for all
PPT adversaries A there is a negligible function negl(n) such
that:

Advz " () = Pr[Comiling (n) = 1] < 5 +negl(n).

Definition 5 (Encryption scheme). A randomized private key
encryption scheme is defined by three algorithms EncKGen,
Enc and Dec over a finite message space M.

* EncKGen is a probabilistic key generation algorithm
that outputs a key sk sampled uniformly at random from
X.

e Enc is the randomized encryption algorithm that takes
as an input sk and plaintext message m € M and outputs
¢ := Encg(m) where c € C.

* Dec is the decryption algorithm that takes as an input
sk and a ciphertext c in the ciphertext space C and
outputs a plaintext message m := Decg(c) such that
¢ := Encg(m).

Definition 6 (CCA security). Let © = {EncKGen, Enc, Dec}
be an encryption scheme. Let ENCia’n (n) denote the follow-
ing experiment:

* EncKGen is run to obtain (pk,sk) and a uniform bit
b €{0,1} is chosen. The adversary 4 is given pk.

e The adversary A is given access to the encryption oracle
O which, on messages mqg, my, outputs a ciphertext
¢ < Encpi(mp).

* The adversary A is given access to the decryption oracle
Q%ecvpt which outputs the decrypted plaintext message
m under sk when handed out a ciphertext .

* A continues to interact with the decryption and encryp-
tion oracles, but may not request a decryption of any
ciphertext c returned by O3S

cca*
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* Finally 4 output a bit b'. The output of the experiment
is defined to be 1 if b =b', and 0 otherwise.

We say that T is secure under a chosen-ciphertext attack (CCA)
if for all PPT adversaries A, there exists a negligble function
negl(n) such that:

1
AdveCeer = Pr[ENCféM(n) =1]< > + negl(n).

Definition 7 (CPA security). Let T = {EncKGen, Enc, Dec}
be an encryption scheme. Let ENCC’q})a’n (n) denote a similar
experiment to EN Cia‘n (n) where the adversary 4 only has
access to the encryption oracle that rename as Ogps- We say
that T is secure under a chosen-plaintext attack (CPA) if for all
PPT adversaries 4, there exists a negligble function negl(n)

such that:
1
AdV;nCCpa _ Pr[ENCf:,a,n(”) = ]] < E + negl(n).

Definition 8 (Digital signature scheme). A signature scheme
is defined as the triple of algorithms SigKGen, Sign, Vf over
the message space M and the signature space X.

» SigKGen is a probabilistic key generation algorithm that
output a key pair (pk,sk) sampled from K, where pk is
the public verification key and sk is the secret signing
key.

 Sign is the probabilistic signing algorithm that takes the
signing key sk and a plaintext message m and outputs a
signature ¢ < Signg (m), where 6 € X.

e Vf is the deterministic verification algorithm which
checks the signature G against the plaintext message
m and public key pk and outputs 1 or 1 such that:

Pr[Vf(pk,m,Signg (m)) =1] = 1.

Definition 9 (EU-CMA  security). Letr ©® =
{SigKGen, Sign, Vf} denote a digital signature scheme. Let
Sigl_ .. be the experiment defined as:

* SigKGen is run to obtain (pk,sk).

* The adversary A is given pk and access to the signing
oracle OE" . which on message m computes and out-
puts the signature G of that message under the secret
signing key sk. Let Q denote the set of all queries that
A makes to OZE" ..

* The adversary 4 then outputs (m’,c").

* The experiment outputs 1 if and only if V. (m’,06') =1
and m' € Q, and 0 otherwise.

We say that T is existentially unforgeable under an adaptive
chosen-message attack (EU-CMA) if for all PPT adveries A4,
there is a negligible function negl(n) such that:

AdviEerem (q) = Pr[Sig _(n) = 1] < negl(n).

Definition 10 (Hash function). A hash function with output
length | is defined by two algorithms Gen and H.

* Gen is a probabilistic algorithm which outputs a key
ke XK.

* H is an algorithm which takes as input as key k and a
string m € M and outputs a string Hi(m) € {0,1}/(),

Definition 11 (Collision resistance). Let T = {Gen,H} de-
note a hash function. Let Hash, be the experiment defined
as:

* Gen is run to obtain k.

* The adversary A is given access to the hashing oracle
Ohash ywhich on input m returns Hy(m)

e The adversary then outputs mg and m.

* The experiment outputs 1 if and only if mg # my and

Hk(mo) = Hk(ml).

We say that T is collision resistant if for all PPT adversaries
A there is a negligible function negl(n) such that:

AdvEeoll(7) = Pr[HashZ, (n) = 1] < negl(n).
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