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Concession Abuse
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REFUNDING SERVICE

1 will be offering my refund service after leaming and having successful refunds
of my own on many stores. | will list stores that | am most comfortable refunding,
however if you have one that is not on the list, contact me and | will see what | can
do. No question is a stupid question, unless it has been answered in sales thread,
80 please read it before contacting.
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Dataset Overview
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A Typical Example of CAaaS
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Top 10 Targeted Merchants
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From Novice to Seasoned Scammer

(
“It was pretty easy, I ordered a laptop

from DX and I contacted them 1

didn 't got it so they sent a new one.”

-




From Novice to Seasoned Scammer

“... I've been trying to SE a google pix)
x/ 2 ... both times everything went well
until they asked for a proof of purchase.

‘ ‘ H E L P e I'mr not excactly sure what I'n doing
wrong ...”"
on il .

“Gift/ Giveaway doesn't work
too well anymore for UK. I'm
assuming you're trying UK.”

“So get a POP and
give them fafke receipt”




From Novice to Seasoned Scammer
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Novice

From Novice to Seasoned Scammer
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Failed experience sharing
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50% and 80% of the novice
scammers posted their first

success within 46.7 days and
293.1 days



Novice

Role-switcher

From Novice to Seasoned Scammer
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Failed experience sharing

Successful experience sharing
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50% and 80% of the novice
scammers posted their first

success within 46.7 days and
293.1 days

50% and 80% of scam
initiators take 67 days and 259
days to start their business after
first buying scam services.
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Nov 16, 2019 — Feb 28, 2020 1,076 Members
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Mitigation
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Mitigation

Mitigation Protocol Non-negative Attitude Willingness to Continue Shopping

Investigation 93.2% 90.2%
Providing Proof 75.4% 68.6%
ID Verification 94.9% 93.6%
Local Return 80.1% 86.0%
Separate Shipping 94.5% 93.6%
PIN for E-gift Card 92.8% 92.4%
Secondary Contact 86.9% 87.7%

“providing extra proof is inconvenient and that their moral
character is being questioned”



Real World Impact
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