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Concession Abuse





Dataset Overview
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A Typical Example of  CAaaS
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Top 10 Targeted Merchants



From Novice to Seasoned Scammer

“It was pretty easy, I ordered a laptop 
from DX and I contacted them I 
didn’t got it so they sent a new one.”



From Novice to Seasoned Scammer

“ ... I've been trying to SE a google pixel 
xl 2 ... both times everything went well 
until they asked for a proof  of  purchase. 
... I'm not exactly sure what I'm doing 
wrong ...”

“Gift/Giveaway doesn't work 
too well anymore for UK. I'm 
assuming you're trying UK.”

“So get a POP and 
give them fake receipt”



From Novice to Seasoned Scammer



From Novice to Seasoned Scammer

50% and 80% of  the novice 
scammers posted their first 
success within 46.7 days and 
293.1 days
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From Novice to Seasoned Scammer

50% and 80% of  the novice 
scammers posted their first 
success within 46.7 days and 
293.1 days

50% and 80% of  scam 
initiators take 67 days and 259
days to start their business after 
first buying scam services.

0        100       200      300       400       500       600      700       800      900
Time in days

100

80 

60

40 

20 

0

100

80 

60

40 

20 

0

N
ov

ic
e

Ro
le

-s
w

itc
he

r

Failed experience sharing
Successful experience sharing



Financial Loss

17,898 Messages 25 Merchants

227 Screenshots $81,159.27

Nov 16, 2019 – Feb 28, 2020 1,076 Members



Mitigation
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“providing extra proof  is inconvenient and that their moral 
character is being questioned”

Mitigation Protocol Non-negative Attitude Willingness to Continue Shopping

Investigation 93.2% 90.2%

Providing Proof 75.4% 68.6%

ID Verification 94.9% 93.6%

Local Return 80.1% 86.0%

Separate Shipping 94.5% 93.6%

PIN for E-gift Card 92.8% 92.4%

Secondary Contact 86.9% 87.7%

Mitigation



Real World Impact
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