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6%

of global internet users “live in countries where political,
social, or religious content was blocked online.” [1]
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Link Obfuscation

e




Look-Like Something

- Encryption doesn't hide metadata [2. -




Mimicry

SkypeMorph [3] SkypeMorph [3]

n Implementing mimicry is impractical 4.
g
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Tunneling

+
DeltaShaper [5]

+
DeltaShaper [5]
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Non-standard camera input is detectable [e).
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To be indistinguishable to the censor, we want to...

(1) run a standard instance of a target application,
(2) with a standard input,

(3) while embedding data into the stream
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Balboa is a framework which...

(1) runs an unmodified binary of a TLS-enabled target
application,

() onits standard input,

(3) while manipulating its TCP stream to embed/extract
covert data
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Traffic Model: Internet Radio

0gg Metadata
Vorbis Audio Data
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Covert Data
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Dynamic Library Injection

connect(client_fd, ip, port)

write(client_fd, buffer, len) — bytes_written

read(client_fd, buffer, len) — bytes_read
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Security Evaluation
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Evaluation: Internet Radio

Audacious

Accuracy with 5Sms * 1Tms latency 0.72+0.08 0.50+0.10 0.53+0.09 0.73+0.06

Accuracy with 10ms * Tms latency 0.67 +0.09 0.55+0.10 0.55+0.09 0.68 £+ 0.06

© 20217 Galois, Inc.



Evaluation: Web Browsing

Browsing Wikipedia File Download
Accuracy with S5Sms * Tms latency 0.69+ 0.0 0.71+0.08
Accuracy with 10ms * Tms latency 0.66+ 0.0 0.79+0.08
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Questions? Email us! balboa@galois.com

https://github.com/GaloisInc/balboa
https://github.com/GaloisInc/stallone
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