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Tired of passwords?

If you use your fingerprint, face, or PIN to sign in
to your phone or tablet, you can use it to sign in
to eBay.

Turn on

Maybe later
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Authentication | FIDO2 Protocol

‘ Sign In

>
- Challenge @
P <

Signed Challenge

> ] Public
HE

ebay

Private

Authorization

“It's Stored, Hopefully, on an Encrypted Server”: Mitigating Users’ Misconceptions About FIDO2 Biometric WebAuthn



Advantages | WebAuthn
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Notification

Tired of passwords?

If you use your fingerprint, face, or PIN to sign in
to your phone or tablet, you can use it to sign in
to eBay.

Turn on

Maybe later
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Methodology | Study 1

Notification
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Example Tech

Depending on your device,
you can sign in with your
fingerprint, face, or iris.

© Example Tech 2020
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Notification
Verify your identity

exampletech needs to verify that it's you.

Q

Touch the fingerprint sensor

Registration
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Methodology | Study 1
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Misconceptions | Study 1
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Focus Groups | Study 2
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Methodology | Study 2
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Welcome Impressions

Video
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Methodology | Study 2
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ous research, common misconcepﬁons surrounding WebAuthn could be identified-

From previ
The following document shows and explains why these m‘lscnnceph‘ons are incorrect.

Impressions

How WwebAuthn works:

o Whenyou create an account 0R 2 wehsite, the website and yout device exchange 2 urigue

secrel.

a secure piece of hardware o0 your device and prctected by your

o This secretis stored 10
wiometrics:

o Using YOUT piometrics gives your phone access 0 this secret 50 it cantell the websie that you

are you when you \grant to SIEN in.
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1. The piometric datd never leaves your persona\ device.

2, Biometrlc dotais only stored 00 yOUT pErSor\a‘ device, nowhere else:

Reading

in the following: common gituations 0 online usa&e are described and miscuncept'\ons are

addressed-

Sipuation:
You create an account on a website with your piometrics using the
- Mismncepﬁ'on: Your piometricis sentto the website-
Reality: The piometric data is only stored on your phone-

WebAuthn pmmcc\.

Situation:
Your piometric scanner fails 10 read your hiometric {ex. your finger might be 10© sweaty for the

device 10 read 1t).
Misconcepﬁon: You are tocked out of your account.
Reality: You can use the “faliback’ method you use when anlocking your phone- For

54
example if your fingerprint fails, you may use @ pin, passward, or pattern-

Situd
Youuse d different device othel han the one you created YOUT acco
phone of persona! computer:
Mismncepﬁon: ou can sigh in to your account successfu\w on that othe? device-
Rea}ity:‘lou are not able to sigh in with your biometrics ona different device.

unt with, suchasa friend's

Sjtuation:
You use YouT piometrics with \NebAuthn 1o create an account and sigh intoa truﬁmonhy
website. An untrustworthy website also uses the same Web}\uthn pm\cco( with b‘mme\rics.
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Results | Study 2

Convenience Security
Passwords Availability
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No one except
you has access

Security
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Passwords
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Availability
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Notifications | Study 3
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Example Tech —

Fast and easy sign-in with
your fingerprint or face.

© Example Tech 2020
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Fast and easy sign-in with
your fingerprint or face.

?
/\
Your fingerprint or face is

only stored on
your personal device.

Fast and easy sign-in with
your fingerprint or face.

?
/\
Your fingerprint or face is

never shared with
Example Tech or third parties.

Fast and easy sign-in with
your fingerprint or face.

?
/\
Your fingerprint or face

never leaves your
personal device.

Fast and easy sign-in with
your fingerprint or face.

?
Unlike passwords
it can't be hacked.

Fast and easy sign-in with
your fingerprint or face.

3
Backed by Microsofft,
Google, and Apple.

@Stored @Shared @Leaves @Hacked 3% | Brands
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L Registration
FaSt and easy S|gn'm Wlth B8 Your Prolific ID:
your device's PIN, pattern, or FAKE-Prolific-ID-1234567

password.

X What is your gender?

Please select...

4 How old are you?

& Password*

Enter password @

Confirm password @

Must be at least 8 characters long.
Continue ‘
Register

8oo Non-
08‘9 biometric

=g | Password
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Perception of Security | Study 3
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Fast and easy sign-in with
your fingerprint or face.

>
Your fingerprint or face is

only stored on
your personal device.

Fast and easy sign-in with
your fingerprint or face.

?
)\
Your fingerprint or face

never leaves your
personal device.

@ Stored

@ Leaves
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Misconceptions | Study 3
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Takeaways
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__ ’
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