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Example of attack showing I/O anomaly

GPS Spoofing

Higher count of 
ephemeris 
message in case 
of spoofing. 
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More examples of attacks showing I/O anomalies

We are motivated to 
build an I/O Reference 
Monitor for CPS.



5

M2MON

M2MON is an MMIO-based 

Security Reference Monitor

An untamperable, non-bypassable, always-
invoked and evaluable module that controls 
all accesses to data objects or devices.
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Many real-time, low-
power CPS have:
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Interrupt

M2MON Design
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M2MON Applications

Instantiation of M2MON Microkernel

• To detect multiple types of attacks against drone
• Kalman Filter
• Access Pattern Filter

• Access Frequency 
• Access Chain
• Access List
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• Platform
• 3DR IRIS+ UAV platform
• Ardupilot

• Evaluation
• Performance Evaluation
• Security Evaluation

Evaluation 
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Performance Evaluation

1
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Security Evaluation

Checked by 
M2MON microkernel
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Configuration Register

Reload Register

Enable Timer  Register

…

…
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sh> 
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RELOAD_REG

Case study (Timer Reload) 



14

Limitations

• Complex Rules 
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• Zero-day attacks
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Conclusion

• CPS attacks against drones usually exhibit MMIO-level 
anomalies

• M2Mon: a reference monitor for MMIO anomaly 
detection
• MMIO Microkernel
• Multiple Applications of MMIO Microkernel
• Reasonable overhead on real drone controller
• Detect a wide range of attacks
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