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Platform Disinformation Warnings \

BREAKING NEWS: Hillary Clinton Filed For Divorce In New
York Courts - The USA-NEWS

Bill Clinton just got served — by his own wife. At approximately 9:18 a.m. on Thursday,
attorneys for Hillary Rodham Clinton filed an Action For Divorce with the Supreme Court of

u Disputed by 3rd Party Fact-Checkers

Donald J. Trump &
@realDonaldTrump

There is NO WAY (ZERO!) that Mail-In Ballots will be
anything less than substantially fraudulent. Mail boxes
will be robbed, ballots will be forged & even illegally
printed out & fraudulently signed. The Governor of
California is sending Ballots to millions of people,
anyone.....

@ Get the facts about mail-in ballots

8:17 AM - May 26, 2020 - Twitter for iPhone

b rick scott critical condition

Web Images Videos

Also try: critical condition

bing.com/news

TGreene 1982 2Ecker 2010

Maps News My saves

4,990,000 RESULTS Any time ~

News about Rick Scott Critical Condition

Florida Governor Rick Scott Critically
Injured During Hurricane Irma Cleanup?
snopes.com - 11 hours ago

On 11 September 2017, the “satirical” website Last Line of
Defense falsely reported that Florida Governor Rick Scot...

Fact checked by Snopes: False

Why use warnings?

e Add context, instead of
restricting speech

e Induce resistance to
misbeliefsiY and
increase susceptibility
to corrections!?




Research on Modern Warnings \?

Methods Findings
* In-laboratory survey experiments *  Warnings modestly decrease
* Self-reported assessments of: perceived accuracyl! 3!
o Perceived accuracy * Prior exposure is more important
o Likelihood of sharing than Warnings[3]

* Contextual warnings only .

3 separate studies found that
o  Primarily “disputed” warnings

warnings had insignificant effects
on accuracy judgments*>¢!

TPennycook 2017 2Clayton 2019 3Pennycook 2018 “Gao 2018 °Ross 2018 68Seo 2019



https://pubsonline.informs.org/doi/pdf/10.1287/mnsc.2019.3478
https://link.springer.com/article/10.1007/s11109-019-09533-0
https://www.researchgate.net/publication/327866113_Prior_Exposure_Increases_Perceived_Accuracy_of_Fake_News
https://dl.acm.org/doi/abs/10.1145/3274324
https://www.researchgate.net/profile/Bjoern_Ross/publication/328784235_Fake_News_on_Social_Media_The_InEffectiveness_of_Warning_Messages/links/5be2d5ac299bf1124fc17c15/Fake-News-on-Social-Media-The-InEffectiveness-of-Warning-Messages.pdf
https://dl.acm.org/doi/abs/10.1145/3292522.3326012

Browser Security Warnings \?

Goals

» Protect against phishing, MITM, malware, and other threats
* Retain user choice, which is important because of false positives
Research

* Clickthrough rate (CTR) is the key metric

A

Deceptive site ahead

i Ea. rly Stu d i es fo u n d h i gh C T R (~ 7 0%) [ I ’2] Attackers on example.com may trick you into doing something dangerous like installing
software or revealing your personal information (for example, passwords, phone numbers,
e Methods evolved from surveys to S s
o . . [J Help improve Chrome se
supervised tasks to field studies
* Modern warnings achieve 10-25% CTRB4 (o
Re I evant ﬁ n d i n gS Google’s interstitial warning for flagged sites [4].

*  Warnings must be noticeable, credible, and motivating
* Experimental tasks must be realistic

e Interstitials >> contextuals!']
TWu 2006 2Schecter 2007 2Akhawe 2013 “Reeder 2018 °Egelman 2008



https://dl.acm.org/doi/10.1145/1124772.1124863
https://doi.org/10.1109/SP.2007.35
https://www.usenix.org/system/files/conference/usenixsecurity13/sec13-paper_akhawe.pdf
https://dl.acm.org/doi/10.1145/3173574.3174086
https://dl.acm.org/doi/10.1145/1357054.1357219

Research Goals \?

Empirically evaluate interstitial and contextual disinformation warnings

e Will users notice and understand the warnings?
e Wil users change their behavior after seeing the warnings?
e VWhat messaging strategies are most effective at changing user behavior?




Qualitative Laboratory Study (n = 40) \ﬁ

Methods: think-aloud role-playing tasks & interviews

. AN - Latest-The N Lens Int tional Editi
* 4 search tasks using Google Search & Chrome e e
This site may contain misleading inf ion. Consider using another site.
e 2 control rounds & 2 treatment rounds, with

either contextual or interstitial warnings

* Primary and alternative sources specified for
each task

A

thenewslens.com may contain disinformation

The website you are trying to navigate to has been flagged as potentially containing
disinformation.

If you trust the credibility of the website, you can disregard this wamning. Otherwise,
Data try finding a different website for the information you are seeking.

e Researchers’ notes
* Clickthrough rate (CTR) = | sk miey

* A new metric: alternative visit rate (AVR) The contextual warning (top) is adapted from

° FO”OW-UP interviews . the‘(?oogle Sgarch inline w.arning.The
interstitial warning (bottom) is adapted from

the Google Chrome SafeBrowsing warning.




Laboratory Results

Behaviors

B 2nd source only [ Both sources
[ 1st source only
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Notice & Comprehension

Contextual (n = 20)

* 4 subjects did not notice
the warning

* 9 more saw the icon but
not the text
Interstitial (n = 20)

* 8 subjects did not realize
the warning was about
disinformation

» 7 of 8 still chose to go back

D

Takeaways

The interstitial was
noticeable,
comprehensible, effective

~'2 of AVs were subjects who
comprehended the warning

3 mechanisms of effect
emerged:

o Informativeness

o Fear of harm

o  Friction




Quantitative Crowdworker Study \?

Goals
* Validate effect of interstitial warnings
* lIdentify informative & threatening designs
and compare effect sizes

Examine moderating effect of partisanship

Methods: search tasks & surveys (n = 238)

4 tasks using simulated search tool

8 warning designs; 4 for each theory of effect
Treatments adaptively assigned

Surveys after warning encounters

Bonus payments for correct answers
Track clicks to measure CTR & AVR

1
&

an Security Alert

This website is dangerous.

Consider finding alternative sources of information.

A False or Misleading Content Warning

This website presents itself as news, but it contains information that experts
have identified to be false or misleading

This website spreads disinformation: lies, half-truths, and non-rational arguments
intended to manipulate public opinion.

It can be difficult to tell the difference between real news and disinformation, but it
poses a serious threat to national security, election integrity, and democracy.

Go back Dismiss and continue

We adapted warnings from Google Chrome. For harm
(top), we used the SafeBrowsing warning. For
informativeness (bottom), we used the SSL warning.

9




Key Findings

Participants were
significantly more likely
to visit alternative sources
after seeing an interstitial

warning
o z=12244
o p<0.00l

Participants reliably
understood our
informative warnings
Informativeness & harm
scores had no significant
correlation with AVR

D

Liberal Conservative
# |AVR|CTR| i h # |AVR|CTR| i h
Control |[318]20% | - | - ~ |15816%| - | - _
Treatment | 318 | 87% | 16% — - 158 | 85% | 17% — =
Selected treatments
hi 120 | 85% | 18% | ~1-94| 118 1 46 | 839 | 179% | ~1OL| _
1£0.06 | 40.18 10.11
h3 73 | 84% | 18% | - o781 | 2% - | LD
10.46
i3 39 87% | 13% | 141 | — |10 |90% | 10% | - _
10.43
i 17 182% | 129 | — | ~970| 25 | 76% | 249 | ©-88 | —0-2
10.69 10.69 | +£0.62

Informativeness ( j) and harm () scores are on an interval scale [-2,2]




Conclusions & Future Work \ﬁ

Conclusions Future Work
* Contextual warnings are easy for * More behavioral research on
users to overlook disinformation warning effects
* Interstitial warnings can effectively * Large-scale field studies
communicate to users and * Redoubled efforts, transparency, and
change behavior cooperation by platforms

* Behavioral effects may not result
from informed decision making

@ Donald J. Trump & @realDonaldTrump - Sep 3 v
This Tweet violated the Twitter Rules about civic and election
integrity. However, Twitter has determined that it may be inthe  View
public’s interest for the Tweet to remain accessible. Learn more
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