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More than 300 security studies have 
used Internet-wide scanning
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Past studies generally only scan 
IANA-assigned ports
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Port 22 Port 443
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● Where are Internet services deployed in practice?
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● Where are Internet services deployed in practice?

Port ??
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● Where are Internet services deployed in practice?

● What is the security posture of services on 
unexpected ports?
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● How do we efficiently identify a service’s 
protocol?

● What is the security posture of services on 
unexpected ports?

● Where are Internet services deployed in practice?

9



TCP Scanning Methodology
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14% of hosts do NOT complete the expected L7 
handshake on port 80
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96% of hosts do NOT complete the expected L7 
handshake on port 502
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Broken TCP Stack?
or 

Middleboxes?
or

Unexpected services on the IANA assigned port?

Why are hosts not completing the expected L7 
handshake?
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Past methodology for identifying real 
TCP services is insufficient

Client Server
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ACK
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Client Server

SYN

SYN/ACK

ACK

Data

ACK

Real Service must:
- accept data
- acknowledge received 

data

Past methodology for identifying real 
TCP services is insufficient
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Not all SYN-ACKing IPs acknowledge data
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Not all SYN-ACKing IPs acknowledge data

See paper for 5 
reasons why

(middleboxes)
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Experiment: 
- Scan all 65,535 ports with 30 unique protocols across 0.1% of IPv4
- Filter for services that acknowledge data

What fraction of services that acknowledge data
are unexpected?

Port 1 Port 22
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Experiment: 
- Scan all 65,535 ports with 30 unique protocols across 0.1% of IPv4
- Filter for services that acknowledge data

Result:
- 27% of services on popular ports and 63% of services on 

unpopular ports are unexpected.

What fraction of services that acknowledge data
are unexpected?
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HTTP and TLS dominate unexpected services
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● Only 3% of HTTP

  → Port 80

● Only 5.5% of Telnet 

→  Port 23

● Only 6.4% of TLS 

 →  Port 443

IANA-Assigned protocols are diffuse
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50% of unexpected TLS belongs to IoT

35% of 8000/TLS in 
Korea Telecom 38% of 80/TLS across 

1% of all ASes

5% of 8443/TLS across 
Korean Networks
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Unexpected services are more vulnerable 
than assigned services

● Ports hosting unexpected TLS host 2x more certificates with a known 
private key compared to Heninger et al.1 and Hastings et al.2

●  23% of ports hosting unexpected TLS are more likely to host shared 
public keys than 443/TLS

● Ports hosting unexpected SSH are 2.4 times more likely to allow non- 
public key authentication

 1N. Heninger, Z. Durumeric, E. Wustrow, and J. A. Halderman. Mining your Ps and Qs: Detection of widespread weak keys in network devices. In 21st USENIX 
Security Symposium, 2012.

 

 2M.Hastings,J.Fried,and N.Heninger.Weak keys remain widespread in network devices. In ACM Internet Measurement Conference, 2016.
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Security studies should scan 
unexpected services
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How do we scan to find unexpected services?

30+ Handshakes/Port is too intrusive and costly 
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Scanning Insight: 8/30 protocols identify 
themselves first to the client 
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Scanning Insight: 10/30 protocols identify 
themselves to the wrong handshake
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ACK
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LZR: A system for efficiently identifying services
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LZR key features

 Fingerprints All Server Responses

 Ignores Non-Acknowledging Hosts
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LZR key features

 Fingerprints All Server Responses

 Ignores Non-Acknowledging Hosts

Finds Unexpected Services

Reduces Scanning Time!
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LZR is up to 55x faster than ZGrab
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LZR finds up to 18 unique protocols in one scan

Protocols Found
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Takeaways

● A SYN-ACK != Real Service 
○ Scanning studies must scan Layer 7 to find real services
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Takeaways

● A SYN-ACK != Real Service 
○ Scanning studies must scan Layer 7 to find real services

● IANA-assigned protocols are diffuse across all 65K ports
○ Scanning studies should scan for protocols across all ports

● Unexpected services are more likely to be vulnerable
○ Security studies should scan for protocols across all ports

● LZR is an open-sourced scanner that efficiently finds unexpected 
services
○ https://github.com/stanford-esrg/lzr Questions?

lizhikev@stanford.edu
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