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Solution:

Semi-supervised learning
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Our argument:

Poisoning the unlabeleo
dataset Is a real threat.
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3. Qur attack works



1. Semi-supervised learning matters

2. Unlabeled data can be poisoneo

3. Qur attack works



1. Semi-supervised learning matters

2. Unlabeled data can be poisoneo

3. Qur attack works



1. Semi-supervised learning matters

2. Unlabeled data can be poisoned

3. Qur attack works



tsa., ..:.@k,;.,
b J-‘-m

= o P

> .




FU R T U N E RANKINGS v MAGAZINE  NEWSLETTERS PODCASTS COVID-19 MORE v SEARCH SIGN IN Subscribe Now

TECH - ARTIFICIAL INTELLIGENCE

Facebook says its new Instagram-trained
A.lL represents a big leap forward for
computer vision

BY JEREMY KAHN

: Google Al Blog

The latest news from Google Al

Revisiting the Unreasonable Effectiveness of Data
Tuesaday, July 11, 2017

Posted by Abhinav Gupta, Faculty Advisor, Machine Perception
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1. Semi-supervised learning matters
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Attack Objective
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| ots of analysis of this attack in the paper

Dataset CIFAR-10 SVHN STL-10
(% poisoned) | 0.1% 0.2% 0.5% ‘ 0.1% 02% 0.5% | 0.1% 02% 0.5%
MixMatch 5/8 6/8 8/8 CIFAR-10 % Poisoned
UDA 5/8 7/8 8/8  Density Function | 0.1% 0.2% 0.5%
FixMatch U8 88  B/8 -
(1—x) 08 3/8 718
_pae my | O(x+.5) 1/8  5/8 7/8
e 2/8 7/8 8/8
Dataset CIFAR-10 SVHN 2o 4% 0/8
(#1abels) | 40 250 4000 | 40 250 4000 /8 I8 3/8
3/8 6/8 6/8
MixMatch | 5/8 4/8 1/8 | 6/8 4/8 518 a5 s 210
UDA 5/8 5/8 2/8 | 5/8 4/8 4/8 4/8 6/% R/8
FixMatch | 7/8 7/8  7/8 | 7/8 6/8 18 &g g o/
. P 5/8 8/8 8/8
S| 1.5—x 7/8 8/8 8/8
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AISO IN the paper:
How to completely prevent this attack



| essons for
the Future
of Machine Learning




HOW

de

1S triangle (x) :

= np.sum(x[:len(x)//2])
np.sum(x[len(x)//2]:)
f u< 1/2:

return "triangle"

else:
return "circle"
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HOW

def 1s triangle (x):
u = np.sum(x[:len(x)//2])
1 = np.sum(x[len(x)//2]:)
if u < 1/2:

return "triangle"

else:
return "circle"







PoIsoNing unlabeled datasets
'S a realistic threat.

We will need to develop defenses
to allow use of unlabeled data.



