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Errata Slip #1

For the paper “Raccoon Attack: Finding and Exploiting Most-Significant-Bit-Oracles in TLS-DH(E)” by Robert Merget
and Marcus Brinkmann, Ruhr University Bochum; Nimrod Aviram, School of Computer Science, Tel Aviv University; Juraj
Somorovsky, Paderborn University; Johannes Mittmann, Bundesamt fiir Sicherheit in der Informationstechnik (BSI), Germany;
Jorg Schwenk, Ruhr University Bochum (Wednesday session, “Cryptography: Attacks,” pp. 213-230 of the Proceedings),
the authors provide the following correction on page 224. In the original paper, we reported calculation times for repeated
measurements of the same secret exponent due to a software bug (reported by Sebastian Bach). The corrected calculation times
are in the table below.

Original table:
DH group n € k

24 20 16 12 8
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B=40,d=100 P=40,d=120 PB=60,d=160 PB=060,d =250
T=112s+5 T =207s=18s T =977s+46s T = 137925 +47s
B=40,d=150 P=40,d=190 B=60,d =250

T =1243s4£59s T =2390s+£65s T =27192s=+312s

B=40,d =200 P=60,d=250

T =3601s£6s T =30023s=£85s

SKIP 2048 0.056

RFC 3526 3072 0.000

RFC 7919 4096  0.000

Table 3: Our parameter choices and calculation costs to recover g in a Raccoon attack for five well-known DH groups, using
BKZ 2.0 with block size B, number of equations d and average calculation time 7. We aborted the BKZ reductions as soon as the
hidden number was found (up to BKZ loop completion). Each simulation was repeated 8 times with random secrets on a vCPU
with 2 GHz clock speed. The bit-size n of the modulus and its bias € = n — log, (p) are also given. Note that for k = 8, we had to
use more equations for the RFC 5114 group than for the LibTomCrypt group, mainly due to the larger bias (£ = 7.468 < 8).

Corrected table:
DH group n € k
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B=40,d=150 B=40,d=190 P=60,d=250
T=1120s£96s T =2669s+232s T = 32852s+4356s
B=40,d=200 PB=60,d="250
T =5373s£355s T = 225515423855

RFC 3526 3072 0.000

RFC 7919 4096  0.000

Table 3: Our parameter choices and calculation costs to recover g in a Raccoon attack for five well-known DH groups, using

BKZ 2.0 with block size B, number of equations d and average calculation time 7. We aborted the BKZ reductions as soon as the
hidden number was found (up to BKZ loop completion). Each simulation was repeated 16 times with random secret” on a vCPU
with 2 GHz clock speed. The bit-size n of the modulus and its bias € = n — log, (p) are also given. Note that for k = 8, we had to
use more equations for the RFC 5114 group than for the LibTomCrypt group, mainly due to the larger bias (¢ = 7.468 < 8).



