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Downgrade Attacks
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Attacks against Initiator

Countermeasures Summary

OS Name Flaw 1l Flaw 2 Flaw 3 Flaw 4
Android v v v v
macOS v v v v
i0S v v v v
Windows v v X X
Linux v v X X

Google "

Flaws across OSes

Brand Version

Samsung Galaxy S8+ Samsung Official Android 7.0
Google Pixel 2 AOSP Android 8.0
Samsung Tablet Samsung Official Android 8.1
Samsung Note 8 Samsung Official Android 8.1
Google Pixel 2 AOSP Android 9.0

Tested Android mobiles

CVE-2020-9770
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Attacks beyond Initiator
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User Attacker
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The Tested BLE devices

MITM attack against BLE keyboards
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Attacks beyond Initiator (cont’d)
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Summary
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APPLights-1  APPLights-2  Magic Hue MPOW CC2640
Downgrade Attacks
Impact of Downgrade Attacks
>

» No mutual authentication: SCO mode is not enforced
for the pairing initiator, e.g., a mobile

» Enabling SCO: Four capabilities is required at initiator;

» Mutual authentication: SCO mode must be mutually
enforced so as to achieve the strongest security

Initiators: Android, iOS, macOS, Windows, Linux
are subject to our attacks
Devices: We analysed 18 BLE devices; none of

them are secure; 13/13
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