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EU US Asia

50us 333 4,492 7,386
20us 2,926 16,820 -
10us 23,220 - -
oS - - -

Number of requests required to determine
timing difference (5-50us) with 95% accuracy

based on measurements between university network and AWS
Imposed maximum: 100,000
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Timeless Timing Attacks

Absolute response timing is unreliable, as it will always include
jitter for every request

Let’s get rid of the notion of time (hence timeless)

Instead of relying on sequential timing measurements,
we Iintroduce concurrency and only consider response order
=> No absolute timing measurements

Timeless timing attacks are unaffected by network jitter
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Timeless Timing Attacks:
Requirements

1. Requests need to arrive at the same time at the server
2. Server needs to process requests concurrently

3. Response order needs to reflect difference in execution time



HEADERS HEADERS
HTTP/2

(multiplexing) GET /a GET /b

1 TCP packet

GET /a GET /b

HTTP/1 + Tor TCP src: 45212 TCP src: 45214
(encapsulation)

Tor cell 1 Tor cell 2

1 TCP packet



How many requests/pairs are needed?

Sequential Timing Attacks Concurrency Timing Attacks
Internet
EU US Asia LAN localhost (anywhere)
50us 333 4,492 7,386 20 14 50us 6
20pus 2,926 16,820 - 41 16 20us 6
10uys 23,220 - - 126 20 10us 11
S5us - - - 498 42 5us 52
Smallest Smallest
diff 10ps 20us 50us 150ns 150ns diff 100ns




Attack Scenarios

3. Wi-Fi authentication
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Conclusion

Concurrency-based timing attacks are not affected by network jitter at all

Perform remote timing attacks with an accuracy similar to an attack against
the local system

Attacks can be launched against protocols that feature multiplexing
or by leveraging a transport protocol that enables encapsulation

All protocols that meet the criteria can be susceptible to concurrency-based
timing attacks: we created practical attacks against HTTP/2, EAP-pwd (Wi-Fi),
HTTP/1.1 over Tor

Future work: extensive evaluation of network protocols on susceptibility of attacks
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