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~ 2.5 million terabytes

estimate of data generated
per day in 2020



... much of this data is personal




data-driven world ...

You got this ad because
you're a newlywed pilates
instructor and you're

... privacy laws,
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Data Privacy Landscape

Compliance

Privacy-Enhancing Technologies



Zeph: Cryptographic Enforcement of
End-to-End Data Privacy
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One of Many Scenarios

“Raw Location Data”
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Privacy Transformations
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Existing End-to-End Encrypted Streaming Pipeline
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2. Data with Heterogeneous Privacy Policies
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Integrate Privacy Controls into Existing Pipelines
\Complex and ad hoc solutions
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Zeph's End-to-End Approach to Privacy
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Zeph's Threat Model and Assumptions




How Zeph augments existing System Designs
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From Privacy Policies to End-to-End Privacy
Challenges
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Challenge #1: Keep End-User Control Simple
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Challenge #2: Organize Privacy Transformations
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Challenge #3: Meeting Privacy Transformation Requirements

1) Confidentiality of data

2) Transformation Authorization
by Privacy Controller
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Additive Homomorphic Secret Sharing

Challenge #3: Meeting Privacy Transformation Requirements
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Additive Homomorphic Privacy Transformations

Challenge #3: Meeting Privacy Transformation Requirements
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Additive Homomorphic Secret Sharing

Challenge #3: Meeting Privacy Transformation Requirements

1) Confidentiality of data
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Independent and Efficient Privacy Controller

Challenge #3: Meeting Privacy Transformation Requirements
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Challenge #4: Enable Federated Privacy Control

“multiple Data Producers - one Privacy Controller”
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Challenge #4: Enable Federated Privacy Control

multiple Privacy Controllers”
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Zeph Implementation and Evaluation
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Web Analytics: End-to-End Benchmark .
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pps-lab.com/research/e2e-privacy
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AVAILABLE
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github.com/pps-lab/zeph-artifact



https://pps-lab.com/research/e2e-privacy/
https://github.com/pps-lab/zeph-artifact
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