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Abstract
This paper describes our experience applying formal meth-

ods to a critical component in the Linux kernel, the just-in-time
compilers (“JITs”) for the Berkeley Packet Filter (BPF) virtual
machine. We verify these JITs using Jitterbug, the first frame-
work to provide a precise specification of JIT correctness that
is capable of ruling out real-world bugs, and an automated
proof strategy that scales to practical implementations. Using
Jitterbug, we have designed, implemented, and verified a new
BPF JIT for 32-bit RISC-V, found and fixed 16 previously
unknown bugs in five other deployed JITs, and developed new
JIT optimizations; all of these changes have been upstreamed
to the Linux kernel. The results show that it is possible to
build a verified component within a large, unverified system
with careful design of specification and proof strategy.

1 Introduction

Downloading application code into the OS kernel is a general
approach to extensibility [26]. To extend the kernel, the applica-
tion submits a programwritten in a dedicated language, and the
kernel executes this program using an interpreter, or translates
it intomachine code for native execution via a just-in-time (JIT)
compiler [3]. Berkeley Packet Filter (BPF) [31] is one such lan-
guage, and it is used to implement a wide variety of extensions
for the Linux kernel, including networking [38], security [79],
and tracing [35], among many other services [18, 57].
Given the prevalence of BPF code and its execution in

the OS kernel, the correctness of BPF JIT compilers (or
simply “JITs”) is critical for the system. Compared to the
BPF interpreter, using the JITs is both more efficient and
more resistant to speculative attacks [84], leading major Linux
distributions to remove the BPF interpreter from the kernel
in favor of the JITs [9]. But the JITs are more susceptible to
subtle correctness bugs due to their complexity (§3).
This paper presents a formal approach to building JITs in

the kernel with high assurance of correctness. We develop
Jitterbug, a framework for writing JITs and proving them

correct. Using Jitterbug, we design, implement, and verify a
BPF JIT for RV32, the 32-bit RISC-V architecture [96]. We
also port the existing JITs for Arm32, Arm64, RV64, x86-32,
and x86-64 to Jitterbug, uncovering 16 previously unknown
bugs. We write patches that fix these bugs and introduce new
optimizations, all of which are verified to be correct. The
BPF JIT for RV32, bug fixes, and optimizations have been
upstreamed to the Linux kernel.

Jitterbug is designed to meet three competing requirements:
deployability of verified JITs with minimal changes to the
Linux kernel; proof automation to support rapid verification
of JITs; and separability of verified JITs from any verification
artifacts, making the resulting code auditable by kernel devel-
opers with no background in formal methods. Each of these
requirements comes with its own challenges and trade-offs.
First, BPF JITs and their generated code interact with a

monolithic kernel via an existing interface, which was not de-
signed for verification. As Jitterbug emphasizes deployability,
it cannot adopt the clean-slate design favored by previous
verification efforts [33, 65, 81, 94] or change this interface to
simplify verification. Therefore, it needs a correctness spec-
ification that is both capable of ruling out real-world bugs
and amenable to verification. Developing such a specification
is challenging even for clean-slate designs with strong sim-
plifying assumptions, and it is the core technical challenge
addressed by Jitterbug.
Second, verification needs to catch up with increasing

functionality and optimization of BPF JITs. Jitterbug thus
prioritizes proof automation to free developers from the burden
of writing manual proofs and to enable rapid verification in
the code review process. Prior work has shown success in
scaling automated verification to systems whose code does
not change in response to input [68, 70]. But verifying a JIT is
particularly challenging, because it requires reasoning about
not only the behavior of the JIT itself, but also that of the
machine code generated by the JIT for input BPF programs.
Third, kernel development emphasizes the efficiency and

clarity of source code, whereas formal development empha-
sizes managing code complexity to make verification tractable.

USENIX Association 14th USENIX Symposium on Operating Systems Design and Implementation    41



Jitterbug must resolve the tension and make the two develop-
ment processes cleanly separable. While formal development
can use specific tools and artifacts such as specifications, the
final implementation of a JIT needs to be C code that can be
reviewed assuming no knowledge of formal methods, and can
be compiled using a standard toolchain.

To address these challenges, Jitterbug makes the following
contributions:

• A precise stepwise specification for JIT correctness (§4).
The specification models both BPF and target architectures
as abstract machines, and it formulates JIT correctness as the
behavioral equivalence of running the machines with a source
BPF instruction and the target instructions produced by the JIT,
respectively. The specification assumes that a JIT translates a
single source instruction at a time. This assumption matches
real-world BPF JIT implementations and obviates the need to
reason about translating entire programs.

• An automated proof strategy that scales to practical BPF
JITs (§5). Building on Serval [68], Jitterbug uses symbolic
evaluation [10, 89] to produce a satisfiability query that
encodes the semantics of a JIT implementation, the semantics
of source BPF code, and the semantics of target machine code
produced by the JIT. It then discharges the query using an
SMT solver [21]. Since Serval was designed to reason about
systems whose code is statically known, it cannot be used
to verify symbolic instructions (e.g., with symbolic fields, at
symbolic addresses) generated by the symbolic evaluation
of a JIT. Jitterbug addresses this challenge with a symbolic
evaluation strategy that can reason about such symbolic code.

• An approach to writing JITs in a domain-specific lan-
guage (DSL) based on C (§6). The Jitterbug DSL is a shallow
embedding of a structured subset of C in Rosette [88, 89],
which extends Racket [29] for symbolic reasoning. That is, the
Jitterbug DSL implements a subset of C as a Rosette library.
We write new JITs in the DSL, which simplifies verification
and enables synthesis of JIT optimizations [59, 82]. Jitterbug
automates the step of translating JITs written in the DSL to
C through an (unverified) extraction mechanism. We verify
existing JITs by manually translating their C code to Rosette.

• Experience with using Jitterbug to build a BPF JIT for
RV32, find and fix bugs in five existing BPF JITs, perform
code review, develop optimizations, and port a JIT for a stack
machine [65], all with low verification overhead (§7). One of
the bugs has led to a clarification in the RISC-V instruction-set
manual. We report on the iterative process of improving
Jitterbug and upstreaming JIT code to the Linux kernel.

To our knowledge, Jitterbug is the first to provide a specifi-
cation that rules out bugs in practical JIT implementations, and
a proof strategy that scales automated verification to a class of
compilers. It demonstrates the feasibility of building a verified
component (i.e., the BPF JIT) within a large, unverified system
under active development (i.e., the Linux kernel), through care-
ful design of specification and proof strategy. This paper de-
scribes our design decisions and the rationale behind them (§8).

2 Related work

Code downloading for extensible systems. The Xerox
Alto allows applications to customize and optimize the system
through microcode [51, 85]. It pioneered the use of packet
filters for demultiplexing, debugging, and monitoring.
The CMU/Stanford Packet Filter [62] introduced a stack-

based virtual machine into the 4.3BSD kernel to interpret
packet filters. To enable more efficient implementations, the
Berkeley Packet Filter (BPF) [61] adopts a register-based
virtual machine instead, which consists of two 32-bit registers
and a scratch memory. BPF has gained a wide adoption in
BSD and Linux kernels. Besides BPF, DTrace [12] and Lua
on NetBSD [90] are two other in-kernel virtual machines.
A redesign of BPF in the Linux kernel started in 2014,

first as an optimization of the internal representation of BPF
instructions for 64-bit architectures [83]. It has since grown
into a full RISC-like virtual machine, with 64-bit general-
purpose registers, flexible control flow (e.g., bounded loops
and BPF-to-BPF calls), and safe access to kernel memory. The
generality and expressiveness have led to an explosion of tools
and systems based on BPF, ranging from networking [38],
security [79], tracing [35], to storage [7], virtualization [1, 71],
and hardware offloading [43]. The new design is also called
“extendedBPF” or simply “BPF” in the Linux kernel,while the
original design is referred to as classicBPF to avoid ambiguity.
Unless otherwise noted, we follow this terminology and use
BPF to refer to the new design. This paper focuses on building
verified JITs for BPF.

More generally, the exokernels [26] demonstrate a diverse
set of mechanisms for code downloading, such as accelerating
packet filtering using JIT compilation [25], sandboxing ma-
chine code [92] using software-based fault isolation [77, 91],
and analyzing file-system metadata using an in-kernel virtual
machine [40]. Other extensibility mechanisms include using
safe languages [6, 28, 55] and proof-carrying code [67].

Correctness of JIT compilation. Just-in-time compilation
(JIT) is a well-studied dynamic code generation technique
dating back to Lisp [3, 42] and regular expressions in the QED
text editor [76, 87]. It has also been used for dynamically typed
languages [14], emulators [5], and specialization [60, 73].

This paper considers JITs that are realized as static compil-
ers, using static register allocation and performing no garbage
collection for memory management. In contrast to sophisti-
cated dynamic code generation systems such as those for Java
or JavaScript, this simplicity makes static JITs applicable to a
restricted environment such as the kernel [24].
There is a rich literature on compiler correctness. Read-

ers may refer to Young [98] and Leroy [54] for overviews.
Compilers, especially optimizing compilers, can have multiple
intermediate representations and translation passes, whereas
the JITs considered in this paper are much simpler and resem-
ble a one-pass compiler. On the other hand, compilers usually
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output assembly code, relying on a separate assembler and
linker (e.g., GNU as and ld) to produce final machine code.
The JITs run in the kernel and directly produce machine code,
effectively combining a compiler, assembler, and linker.
The closest efforts in this area are the verified JITs by

Myreen [65] and Jitk [94]. The former translates code in a
simple stack-based instruction set to x86-32 (see §7), and
is verified using the HOL4 theorem prover [80]. The JIT is
implemented in HOL4 and translated to x86-32 machine code
by a separate compiler [66]. Jitk builds on the CompCert
verified compiler [53] to translate classic BPF to assembly,
and is verified using the Coq theorem prover [86]. The JIT is
implemented in Coq and extracted to OCaml code; it runs in
user space rather than in the kernel due to the dependency on
the OCaml runtime, an assembler, and a linker. Both efforts
employ clean-slate designs, require manual proofs, and do not
have a C implementation. Jitterbug is inspired by these efforts
and shares the goal of building verified JITs, but prioritizes
applicability to existing systems, proof automation, and imple-
mentation that can be reviewed independent of verification.

Compiler testing and fuzzing tools employ effective strate-
gies to randomly generate input programs and check for
miscompilation [58]. Csmith [97] and EMI fuzzers [52] have
been used to find hundreds of bugs in GCC and LLVM. Kernel
fuzzers such as syzkaller and trinity support generation of ran-
dom BPF programs [23]. Serval [68] implements a bug finder
for the compilation of BPF arithmetic and bitwise instructions.
These tools generally do not exhaust all execution paths, thus
providing no correctness guarantees for JITs.

Designing verified systems for deployment. Deployability
is a desirable goal for formally verified systems, but it requires
navigating an extra set of design trade-offs. As the first veri-
fied general-purpose microkernel, seL4 [46] pioneered many
aspects of the design and deployment processes. For instance,
it introduced a Haskell prototype as the bridge between formal
methods and kernel developers, separating verification arti-
facts from the C implementation [45]. It has been deployed as
a hypervisor to retrofit unverified, legacy software to power
safety-critical systems [37, 47]. Another example is CompCert,
the first verified C compiler. It has been integrated into the
development process of control software for safety-critical
systems [41, 53], replacing unverified compilers that were
configured to disable optimizations due to risk concerns.

Cryptographic libraries are an attractive target for verifica-
tion due to their essential role in security. For example, verified
code from EverCrypt/HACL∗ [75, 99] and Fiat-Crypto [27] is
used by Mozilla and Google, respectively. Amazon’s s2n TLS
implementation [16] is verified via a combination of manual
and automated proofs.

Jitterbug presents a case study in applying formal methods
to the BPF JITs in the Linux kernel. It shares these design
challenges and addresses them with a precise specification and
a proof strategy that scales to practical JIT implementations.

prologue

ALU/JMP/MEM instruction

EXIT epilogue

TAIL_CALL

. . .

CAL
Lpre

CA
LL
po
st

start end

Figure 1: Transitions during the execution of a BPF program.

3 Case study

This section presents a brief overview of BPF and a case
study of the BPF JIT bugs in the Linux kernel, which helped
motivate the design of Jitterbug.

3.1 An overview of BPF
TheBPF virtualmachine consists of 12 explicit 64-bit registers:
general-purpose registers R0–R9, a frame pointer R10 that points
to a stack memory region, and an internal register AX used
by the kernel for rewrites (e.g., constant blinding against JIT
spraying attacks [8]). It maintains a program counter PC and a
tail-call counter TCC; the latter bounds the number of tail calls
(to another BPF program without returning).

Currently, there are a total of 115 instruction opcodes,which
can be categorized into the following:
• ALU (arithmetic and bitwise) instructions,
• JMP (unconditional and conditional jump) instructions,
• MEM (1-, 2-, 4-, and 8-byte memory access, and 4- and 8-byte
atomic exchange-and-add) instructions,

• CALL to a kernel function or another BPF program; and
• TAIL_CALL and EXIT, which transfer control to another BPF
program and the kernel, respectively.

Figure 1 depicts the execution of a BPF program. The input
to a BPF program is provided by the kernel. Prologue and
epilogue refer to initialization and cleanup code, respectively,
for bridging the kernel. The BPF calling convention specifies
that R0 holds the return value, R1–R5 pass arguments, and
R6–R9 are preserved across the call.
User processes may share data with BPF programs by

creating BPF maps in the kernel, which are key/value stores
of different data types. Maps may be accessed concurrently by
BPF programs and user processes. Though there have been
discussions, BPF has so far chosen not to specify a memory
consistency model to avoid performance penalties [19].
Each BPF program consists of a sequence of instructions

in bytecode (GCC/LLVM can compile C code to BPF). Upon
receiving a BPF program from user space, the kernel invokes
a checker to analyze whether the program is safe (e.g., free of
division by zero, unbounded loops, and uninitialized register
accesses) [34]; we refer to it as the BPF checker (rather than
“BPF verifier” as by the Linux kernel to avoid ambiguity). If
the BPF checker deems the program safe, the kernel invokes
the JIT for compilation and attaches the resulting machine
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/* rd[0]: upper 32 bits of the destination register
rd[1]: lower 32 bits of the destination register
tmp2[1]: a temporary register */

if (val < 32) {
/* tmp2[1] = rd[1] >> val */
emit(ARM_MOV_SI(tmp2[1], rd[1], SRTYPE_LSR, val), ctx);
/* rd[1] = tmp2[1] | (rd[0] << (32 - val)) */
emit(ARM_ORR_SI(rd[1], tmp2[1], rd[0], SRTYPE_ASL,

32 - val), ctx);
/* rd[0] = rd[0] >> val */
emit(ARM_MOV_SI(rd[0], rd[0], SRTYPE_LSR, val), ctx);

} else if (val == 32) {
/* rd[1] = rd[0] */
emit(ARM_MOV_R(rd[1], rd[0]), ctx);
/* rd[0] = 0 */
emit(ARM_MOV_I(rd[0], 0), ctx);

} else {
/* rd[1] = rd[0] >> (val - 32) */
emit(ARM_MOV_SI(rd[1], rd[0], SRTYPE_LSR,

val - 32), ctx);
/* rd[0] = 0 */
emit(ARM_MOV_I(rd[0], 0), ctx);

}

Figure 2: Incorrect result with zero val for RSH64_IMM (Arm32).

instructions to various hook points in the kernel for execution;
otherwise, the kernel rejects the program. The JIT therefore
considers safe programs only.

3.2 Bugs in BPF JITs
We manually inspected every commit to the BPF JITs in the
Linux kernel from May 2014 (when the new BPF design
was introduced) to April 2020, and categorized those that
fixed JIT correctness bugs for Arm32, Arm64, RV64, x86-32,
and x86-64; those for RV32 will be discussed in §7. We
consider “correctness bugs” as JITs producing erroneous
machine instructions, and exclude non-correctness bugs (e.g.,
memory leaks during JIT compilation) from the study. In total,
there are 41 commits that fixed 82 JIT correctness bugs during
this period. See §A.2 for a complete list.

Below we describe some representative bugs we have found
using Jitterbug. These bugs are difficult to find even for veteran
developers, and were not caught by the existing test suite. They
can lead to security vulnerabilities, since the resulting machine
instructions run in the kernel and may process input from
untrusted sources. For clarity, BPF instructions and registers
are in uppercase, while target machine ones are in lowercase.

Subtle architectural semantics. Figure 2 shows an excerpt
of the Arm32 JIT for RSH64_IMM, the BPF logical right shift
instruction of a 64-bit register by an immediate. Since the
target architecture is 32-bit, the JIT uses two machine registers,
represented by rd[0] and rd[1], to hold the upper and lower
32 bits of a 64-bit BPF register, respectively. The BPF checker
ensures that the shift amount val is within the range [0,63].
The emitted instructions work as follows:
• when the shift amount val is less than 32, the result of
the upper half is simply rd[0] >> val, and the result of the
lower half is rd[1] >> val combined with the bits shifted
from the upper half, rd[0] << (32 - val);

/* check if rvoff is in the range [−231,231 −1] */
if (!is_32b_int(rvoff))
return -ERANGE;

...
s64 upper = (rvoff + (1 << 11)) >> 12;
s64 lower = rvoff & 0xfff;
/* aupic t1,upper */
emit(rv_auipc(RV_REG_T1, upper), ctx);
/* jalr ra,lower(t1) */
emit(rv_jalr(RV_REG_RA, RV_REG_T1, lower), ctx);

Figure 3: Incorrect range check on rvoff for CALL (RV64).

• the result of the upper half is simply zero, as all the bits are
shifted out, and the result of the lower half holds the bits
shifted from the upper half.
One subtlety in Arm32 is that a zero immediate in the

lsr (logical shift right) instruction means right-shift by 32
bits (i.e., shifting all bits out) [2: §F5.1.103]. Therefore, when
the shift amount val is zero, the instructions produced by the
JIT incorrectly set the destination register to zero, instead of
behaving as a no-op. This is further complicated by inconsis-
tent semantics in Arm32: a zero immediate in the shift left
instruction means a no-op. We fixed the bug by changing the
JIT to emit no instructions when val is zero.

Figure 3 shows another subtle bug in the RV64 JIT. Using
a pair of auipc+jalr instructions is a standard way to support
pc-relative call with a 32-bit offset on RISC-V [96]:
• auipc t1,imm20 appends 12 low-order zero bits to a 20-bit
immediate, sign-extends the 32-bit value to 64 bits, adds
the sign-extended value to the address of the instruction,
and writes the result in register t1;

• jalr ra,imm12(t1) jumps to a target address obtained by
adding a sign-extended 12-bit immediate to the register
t1 and clearing the least-significant bit of the result for
alignment; the address of the instruction following jalr is
written to register ra.
One misconception is that auipc+jalr can reach any 32-bit

offset in the range [−231,231−1] on 64-bit RISC-V (RV64),
by using certain imm20 and imm12 values. Part of the confusion
stems from the “RV32I base integer instruction set” chapter in
the RISC-V instruction-set manual indicating that auipc+jalr
“can jump anywhere in a 32-bit pc-relative address range.”
But the same does not hold on RV64: both auipc and jalr

sign-extend their results to 64 bits, causing the reachable offset
range to shift by −211. Therefore, the range check on rvoff

in the JIT is incorrect, which can lead to an off-target jump.
Our report prompted the RISC-V instruction-set manual to

add the following clarification: “Note that the set of address
offsets that can be formed by pairing LUIwithLD,AUIPCwith
JALR,etc. in RV64I is [−231−211,231−211−1].”Wefixed the
bug in the JIT by using the clarified range for checking rvoff.

Subtle machine state. Figure 4 shows an excerpt of the
x86-32 JIT for compiling BPF’s JSET64_REG and JSET32_REG

(in the form BPF_JMP[32]|BPF_JSET|BPF_X in C). The seman-
tics of “JSET64_REG DST,SRC,OFF” is to perform a conditional
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case BPF_JMP | BPF_JSET | BPF_X:
case BPF_JMP32 | BPF_JSET | BPF_X:
bool is_jmp64 = BPF_CLASS(insn->code) == BPF_JMP;
u8 dreg_lo = dstk ? IA32_EAX : dst_lo;
u8 dreg_hi = dstk ? IA32_EDX : dst_hi;
u8 sreg_lo = sstk ? IA32_ECX : src_lo;
u8 sreg_hi = sstk ? IA32_EBX : src_hi;

if (dstk) {
EMIT3(0x8B, add_2reg(0x40, IA32_EBP, IA32_EAX),

STACK_VAR(dst_lo)); /* eax <- dst_lo */
if (is_jmp64)
EMIT3(0x8B, add_2reg(0x40, IA32_EBP, IA32_EDX),

STACK_VAR(dst_hi)); /* edx <- dst_hi */
}

if (sstk) {
EMIT3(0x8B, add_2reg(0x40, IA32_EBP, IA32_ECX),

STACK_VAR(src_lo)); /* ecx <- src_lo */
if (is_jmp64)
EMIT3(0x8B, add_2reg(0x40, IA32_EBP, IA32_EBX),

STACK_VAR(src_hi)); /* ebx <- src_hi */
}
/* and dreg_lo,sreg_lo */
EMIT2(0x23, add_2reg(0xC0, sreg_lo, dreg_lo));
/* and dreg_hi,sreg_hi */
EMIT2(0x23, add_2reg(0xC0, sreg_hi, dreg_hi));
/* or dreg_lo,dreg_hi */
EMIT2(0x09, add_2reg(0xC0, dreg_lo, dreg_hi));
goto emit_cond_jmp; /* emit conditional jump */

Figure 4: Incorrect eflags value for JSET32_REG (x86-32).

jump when DST&SRC (“bitwise and” of two 64-bit BPF regis-
ters) is non-zero and fall through otherwise; the semantics of
“JSET32_REG DST,SRC,OFF” is similar, using only the lower 32
bits of both DST and SRC.
Due to the limited number of registers on x86-32, the JIT

spills some BPF registers on the stack. For simplicity, suppose
that both DST and SRC are on the stack (i.e., both dstk and sstk

are true). In this case, the JIT emits instructions to load the
lower 32 bits of DST and SRC to eax and ecx, respectively. It also
emits instructions to load the upper 32 bits to edx and ebx for
JSET64_REG; the two registers are uninitialized for JSET32_REG.

One way to implement JSET32_REG is to emit a bitwise and

of eax and ecx, followed by a conditional jump if the result is
non-zero (i.e., the zf bit in the eflags register is clear). But
the JIT emits extra and and or instructions that also use edx

and ebx, which are uninitialized for JSET32_REG, incorrectly
modifying eflags. The bugwas not caught by the BPF selftests
suite because none of the tests “polluted” edx and ebx with
values that would cause the behavior to change. We fixed the
bug by moving the last two EMIT2 statements under a condition
that is_jmp64 is true.

There are other bugs in the excerpt: when DST is mapped to
x86 registers and not spilled on the stack (i.e., dstk is false), the
emitted instructions incorrectly clobber the registers, while the
semantics of the BPF instructions requires DST not to change.
We fixed the bugs by loading DST to eax and ecx, regardless
of whether DST is on the stack.

Subtle instruction encoding. Below is an encoding bug in
the x86-32 JIT for the BPF LDXB instruction,which loads a byte
from memory. As its semantics requires the result to be zero-

extended to 64 bits, the JIT attempts to emit “mov dst_hi,0”
to clear the upper 32 bits, using the following C code:

EMIT3(0xC7, add_1reg(0xC0, dst_hi), 0);

Notice that EMIT3 emits 3 bytes, but a correct “mov dst_hi,0”
expects 6 bytes: the opcode 0xC7, the ModR/M byte formed
by add_1reg(0xC0, dst_hi), followed by 4 bytes of zeros as
the immediate. The consequence is not merely an incorrect
mov: it also “swallows” 3 bytes from the next instruction,
breaking the instruction stream and altering the meaning of
the subsequent instructions. We fixed the bug by emitting
“xor dst_hi,dst_hi” instead, which is also shorter (2 bytes).

3.3 Summary
Compared to the bugs in classic BPF JITs [15, 94], those
in today’s BPF JITs are more sophisticated due to the in-
creased power of the BPF virtual machine. On the other hand,
architecture-independent checks for BPF programs such as
division by zero are now performed by the BPF checker,
eliminating the need for the JITs to consider such cases.
While the Arm and RISC-V JITs emit instructions using

well-defined macros (e.g., Figure 2) or functions (e.g., Fig-
ure 3), the x86 JITs directly emits raw bytes (e.g., Figure 4),
partly due to the lack of a uniform instruction format on x86.
Jitterbug therefore needs to model the semantics of their target
architectures precisely; for x86, this means reasoning at the
level of raw instruction bytes.

4 Specification

Jitterbug aims to rule out subtle bugs in BPF JITs through a
formal specification, which is the focus of this section.
We begin with an intuitive description of what it means

for a JIT to be correct. At a high level, running the machine
code emitted by a JIT for a given source program should
be equivalent to running a BPF interpreter with that source
program. For example, both should compute the same return
value and invoke the same kernel functions with the same
arguments; any deviation indicates a bug. Jitterbug captures
this intuition as a JIT correctness specification (§4.1).

Specifications like this are usually proved by induction, and
the key to carrying out the proof is finding the right inductive
invariant—a property preserved by the JIT translation of each
individual source instruction. Inspired by the structure of the
existing BPF JITs in the Linux kernel, Jitterbug introduces a
stepwise specification that serves as our inductive invariant.
As shown in Figure 5, this specification consists of a set of
properties satisfied by individual translation steps, such as
the generation of machine code for a single BPF instruction.
Using the Lean theorem prover [22], we prove that any JIT
that satisfies the stepwise specification implies our intuitive
notion of correctness. This proof serves as the metatheory for
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JIT
assumptions
(Definition 2)

prologue
correctness
(Definition 3)

per-instruction
correctness
(Definition 4)

epilogue
correctness
(Definition 5)

JIT correctness
(Definition 1)

Figure 5: Jitterbug’s stepwise specification (rounded-corner
boxes) implies JIT correctness, shown by Theorem 1.

Jitterbug (§4.2). The stepwise specification itself is proved
automatically for each JIT.
To illustrate how to apply the stepwise specification to

prevent bugs, we use the BPF JIT for RV32 as an example. We
also analyze alternative JIT implementations to demonstrate
the generality of the specification (§4.3).

We end this section with a discussion of the limitations of
Jitterbug’s specification and how it relates to prior compiler
correctness specifications (§4.4).

4.1 JIT correctness
Formalizing JIT correctness requires formalizing the behavior
of the JIT, source BPF programs, and target machine programs,
as follows.
First, we model a JIT as a function JITCompile. It takes

a source program code( and JIT context ctx as input, and
returns either a target program code) on success, denoted as
JITCompile(code( ,ctx) = code) ; or⊥, indicating compilation
error. Both source and target programs are represented as
partial maps from addresses to instructions; some addresses
may be unmapped. We define code ⊆ code′ to mean that any
address that maps to some instruction in code maps to the
same instruction in code′.

The JIT context ctx is an implementation-defined data struc-
ture. It usually contains compiler configurations (e.g., the base
address of the target program allocated by the kernel, denoted
by ctx[base]) and analysis results of the source program,which
are used by the JIT for code generation. We assume that the
JIT context is well-formed with respect to the source program;
this assumption is captured using a predicate wf(code( ,ctx)
specified by JIT developers. For example, one may specify
that ctx[base] is properly aligned.
Next, we model the execution of both source and target

programs as abstract machines, described by a set of states Σ
and a state transition function step. Given a state f ∈ Σ, we
write f[·] to refer to a specific component of the state. For
example, f[pc] is the value of the program counter.

The step function takes as input a state f, a program code,
and an oracle denoted by nd. The oracle nd is an infinite
sequence of nondeterministically chosen bytes, which are
used for modeling external interactions with the kernel (e.g.,
values loaded from BPF maps or returned by calls to kernel

functions). Given these inputs, the step function produces the
next state and a trace of externally visible events generated by
executing the instruction at the program counter, code[f[pc]].
The execution gets stuck if it triggers undefined behavior (e.g.,
the address f[pc] is unmapped in code). As shorthands, we
write 〈f,code,nd〉 =⇒ 〈f′, tr〉 to mean step(f,code,nd) =
〈f′, tr〉, and 〈f,code,nd〉 =⇒∗ 〈f′, tr〉 to mean that state f′
is reachable from zero or more applications of step starting
from state f, with concatenated trace tr.
The exact content of events is defined by each machine.

For example, consider the BPF machine in Jitterbug. It de-
fines the following events: load(addr,val), store(addr,val),
call(addr,args,val), atomic_begin, and atomic_end. It mod-
els each memory load as returning a fresh value provided by
the oracle and producing a load event in the trace, since BPF
maps may be modified outside the execution of a BPF pro-
gram (§3.1). Each step may produce zero or more events. For
example, the execution of XADD32 (32-bit atomic exchange-and-
add) produces atomic_begin, load, store, and atomic_end.
This model assumes read-only code, which prohibits JITs

that produce self-modifying code [65]. It also assumes that
the execution of a program is deterministic [53: §2.1], since
the next state is uniquely determined by the current state, code,
and oracle. Both assumptions match the BPF JITs in Linux.

In order to reason about the start and end of execution, each
machine defines two predicates:
• initial(G,ctx,f), where f is an initial state for input G and
JIT context ctx; and

• final(f′, E), where f′ is a final state with return value E.
Recall that the JIT considers only safe source programs.

For example, the Linux kernel rejects BPF programs that the
BPF checker deems unsafe (§3.1). We capture this guarantee
with a predicate safe(code), which specifies that executing
code always reaches a final state (i.e., the execution terminates
without triggering any undefined behavior):

∀ G,f,nd. initial(G,ctx,f) →
∃ f′, tr, E. 〈f,code,nd〉 =⇒∗ 〈f′, tr〉 ∧ final(f′, E).

In addition, since a target program generated by the JIT
runs within the kernel, it must behave like a regular function
and preserve the corresponding calling convention: for ex-
ample, stack pointer and callee-saved registers must hold the
same values before and after the execution. We capture these
requirements in the architectural safety predicateA(f) ,f′) ),
which constrains the initial and final values of all preserved
target registers A to be the same, i.e., f) [A] = f′) [A].
Using our model, we define JIT correctness as follows.

Definition 1 (JIT correctness). A JIT is correct if for
any safe source program code( , well-formed JIT context
ctx, and target program code) generated by the JIT such
that safe(code() ∧wf(code( ,ctx) ∧JITCompile(code( ,ctx) =
code) , the following two conditions hold:
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1. The execution of source program code( and that of target
program code) produce the same trace and return value.
∀ G,f( ,f) ,nd, tr, E.
initial( (G,ctx,f() ∧ initial) (G,ctx,f) ) →( (
∃ f′

(
. 〈f( ,code( ,nd〉 =⇒∗ 〈f′

(
, tr〉 ∧ final( (f′( , E)

)
↔(

∃ f′) . 〈f) ,code) ,nd〉 =⇒∗ 〈f′) , tr〉 ∧ final) (f
′
) , E)

) )
.

2. Any final state reachable by executing target program
code) satisfies architectural safety.
∀ G,f) ,f′) ,nd, tr, E. initial) (G,ctx,f) ) ∧ final) (f′) , E) ∧
〈f) ,code) ,nd〉 =⇒∗ 〈f′) , tr〉 → A(f) ,f

′
) ).

The first property can be viewed as a bisimulation between
source and target machines [54: §2]: the JIT produces a target
program that preserves the behavior of the source program,
and any behavior of the target program is permitted by the
source program. Additionally, given that the source program
is safe, this property implies that the target program produced
by the JIT is safe (i.e., terminates without undefined behavior).
The second property further requires the target program to
correctly save and restore the corresponding architectural state.
Both guarantees are critical for in-kernel execution.

4.2 Stepwise specification
Given Definition 1, our goal is to devise a stepwise speci-
fication (i.e., an inductive invariant) that both implies JIT
correctness and is amenable to automated verification. We
achieve this goal by imposing structure on the JIT compila-
tion process so that we can reason about the correctness of
individual compilation steps, as follows.

Inspired by the existingBPF JITs in the Linux kernel,we sup-
pose that the JIT generates a target program in a per-instruction
fashion. Specifically, the target program consists ofmachine in-
structions for the prologue, each source instruction, and the epi-
logue (Figure 1). We do not assume any particular code layout.
For example, one may produce the target program sequentially:

code) = EmitPrologue(ctx)
for i in [0, |code( | −1]:

code) += EmitInstruction(ctx, i,code( [i])
code) += EmitEpilogue(ctx)

We formalize our assumptions about the JIT below.

Definition 2 (JIT assumptions). We assume that for any safe
source program code( , well-formed JIT context ctx, and target
program code) produced by a JIT such that safe(code() ∧
wf(code( , 2CG) ∧ JITCompile(code( ,ctx) = code) , the target
program code) contains the machine instructions produced
by each translation step:
• ∃ ?. EmitPrologue(ctx) = ?∧ ? ⊆ code) .
• ∀ i, insn. code( [i] = insn→
∃ ?. EmitInstruction(ctx, i, insn) = ?∧ ? ⊆ code) .

• ∃ ?. EmitEpilogue(ctx) = ?∧ ? ⊆ code) .

With these assumptions, the stepwise specification boils
down to the correctness of each translation step: EmitPrologue,
EmitInstruction, and EmitEpilogue. Jitterbug allows devel-
opers to provide two relations as invariants maintained by
their JIT implementations:

• f( ∼ctx f) relates source state f( and target state f)
with respect to JIT context ctx. For example, it may specify
that the value of a BPF register in f( is equal to that of the
machine register the JIT uses to realize the BPF register in f) .

• Ictx (f)0 ,f) ) relates initial target state f)0 and non-final
target statef) with respect to JIT context ctx. For example, the
prologue usually saves callee-saved registers to a designated
memory region;Ictx may specify that the values of callee-saved
registers in f)0 are equal to those in that region in f) .

Below we describe the correctness definition for each trans-
lation step. We denote the empty trace as n .

Definition 3 (Prologue correctness). A JIT emits a correct
prologue if executing the prologue results in a target state that
establishes the invariants, and produces an empty trace:
∀ code( ,ctx, ?, G,f( ,f) ,nd. wf(code( ,ctx) ∧
EmitPrologue(ctx) = ? ∧
initial( (G,ctx,f() ∧ initial) (G,ctx,f) ) →
∃ f′) . 〈f) , ?,nd〉 =⇒∗ 〈f′) , n〉 ∧ (f( ∼ctx f

′
) ) ∧Ictx (f) ,f′) ).

Definition 4 (Per-instruction correctness). A JIT emits correct
target instructions for a given source instruction if executing
the emitted instructions results in a target state that preserves
the invariants, and produces the same trace as executing the
source instruction:
∀ code( ,ctx, i, insn, ?,f( ,f) ,f)0 ,nd, tr. wf(code( ,ctx) ∧

code( [i] = insn∧f( [pc] = i ∧
EmitInstruction(ctx, i, insn) = ? ∧
〈f( ,code( ,nd〉 =⇒ 〈f′

(
, tr〉 ∧ (f( ∼ctx f) ) ∧Ictx (f)0 ,f) ) →

∃ f′) . 〈f) , ?,nd〉 =⇒∗ 〈f′) , tr〉 ∧ (f
′
(
∼ctx f

′
) ) ∧Ictx (f)0 ,f

′
) ).

Definition 5 (Epilogue correctness). A JIT emits a correct
epilogue if executing the epilogue results in a final target state
that satisfies architectural safety, and produces the same return
value as in the source final state and an empty trace:
∀ code( ,ctx, ?,f( , E,f) ,f)0 ,nd. wf(code( ,ctx) ∧
EmitEpilogue(ctx) = ? ∧
final( (f( , E) ∧ (f( ∼ctx f) ) ∧Ictx (f)0 ,f) ) →
∃ f′) . 〈f) , ?,nd〉 =⇒∗ 〈f′) , n〉 ∧ final) (f

′
) , E) ∧A(f)0 ,f

′
) ).

Together, these three properties imply JIT correctness given
the JIT assumptions. We prove the following theorem in Lean:

Theorem 1 (Stepwise soundness). JIT assumptions ∧ pro-
logue correctness ∧ per-instruction correctness ∧ epilogue
correctness→ JIT correctness.

With Theorem 1 as a metatheory, Jitterbug proves the cor-
rectness of a JIT implementation by proving the properties in
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Figure 6: Mapping from BPF state (upper half) to RV32 state (lower half). Rounded-corner boxes denote registers and rectangular
boxes denote memory. Shaded regions are memory accessible by BPF programs and crosshatched regions for internal use.

Definitions 3, 4, and 5 via automated verification (see §5). The
JIT context well-formedness wf and assumptions are assumed
to be correct and trusted. The invariants (∼ctx and Ictx) are un-
trusted: if incorrect invariants are provided, verification fails.

4.3 Applying the stepwise specification
The stepwise specification is parameterized by assumptions
(well-formedness of JIT context wf) and invariants (∼ctx and
Ictx), which reflect how JIT developers intend to establish cor-
rectness. We illustrate how to apply the stepwise specification
to the BPF JIT for RV32 by specifying the assumptions and
invariants regarding registers, program counters, and memory.
We also describe how one may specify them for the alternative
JIT implementations we have considered.
Figure 6 shows the design of the BPF JIT for RV32. The

upper half denotes the BPF state, including registers (R0–R10,
AX), counters (tail-call counter TCC and program counter PC),
a stack memory region, and maps of shared data (§3.1). The
lower half denotes the RV32 state, including registers (fp,
sp, a0–a7, s1–s6, t6; those not mapped to BPF registers are
omitted), a machine program counter pc, and memory.

Registers. Since BPF registers are 64-bit and RV32 is a
32-bit architecture, the JIT realizes each BPF register using
either a pair of RV32 registers (e.g., R1 using a0 and a1) or 64
bits in the “spilled registers” memory region (e.g., R6). This
register mapping is static and pre-determined, eliminating the
need for register allocation at compilation time. Other BPF
JITs in the Linux kernel use similar register mappings.

The register mapping is handcrafted to achieve good perfor-
mance. For instance, recall that BPF designates R1–R5 to pass
function-call arguments, while the RISC-V calling convention
uses a0–a7, plus the stack if needed [20]. To minimize register
save and restore, the JIT realizes R1–R4 using a0–a7. For R5,
the JIT emits instructions to push the corresponding s3, s4 to
the “argument” memory region before the call.

To specify the relationf( ∼ctx f) between source and target
states, letireg (ctx,f) , A) denote the value stored at the target lo-
cation(s) to which a BPF register A is mapped (e.g., R1mapped
to a0, a1) with respect to JIT context ctx. A strawman approach
is to require a strict equivalence: f( [A] = ireg (ctx,f) , A) for
every BPF register A . With this relation, the stepwise specifica-
tion would require that if every BPF register and the mapped

locations contain equivalent values initially, their values re-
main equivalent after executing a BPF instruction and the
emitted machine instructions, respectively. One such example
is the partial specification used by the BPF bug finder in
Serval [68: §7]; the specification is partial because it does not
support reasoning about control flow (e.g., program counters)
or memory and cannot be used to prove JIT correctness.
While it is useful for finding bugs, the strawman relation

is too restrictive for verification. First, if a BPF program does
not use a certain register, it should be safe for the JIT to
skip emitting code for initializing the corresponding target
locations, but doing so violates the strict equivalence. Second,
the relation is difficult to establish in the presence of calls. To
see why, consider the BPF register R1, which is not preserved
across a BPF CALL instruction (§3.1). R1 is thus considered
uninitialized after the call as per the BPF semantics (the BPF
checkerensures thatR1will bewritten to before any furtheruse).
On the otherhand,R1 ismapped to a0,a1, both ofwhichhold the
return value after the call as per the RISC-V calling convention
(the JIT emits instructions to further copy their values to s1,
s2 to match the BPF calling convention for R0). Therefore, R1
and the corresponding a0, a1 do not hold equivalent values
after the call, which violates the strict equivalence.

To relax the strict equivalence andgive the JITmore freedom
regarding uninitialized BPF registers, we augment the state of
the BPF machine with an initialized set, which represents
the set of registers that are initialized at this point; the set is
updated based on the semantics of each BPF instruction. For
example, DST is added to the set after “MOV64_IMM DST,IMM,” as
it is written to by the instruction. Similarly, R1–R5 are removed
from the set after CALL, as they are not preserved across the call
and become uninitialized. In doing so, it suffices to require
equivalence f( [A] = ireg (ctx,f) , A) for every BPF register
A ∈ f( [initialized], effectively excluding uninitialized ones.

Program counters. Let ipc (ctx, 8) denote the target address
to which the 8-th BPF instruction is mapped in JIT context ctx.
This is useful for a JIT to implement the compilation of jump
instructions. It also allows us to relate program counters in BPF
and machine states as an invariant ipc (ctx,f( [pc]) = f) [pc].
To define ipc, one simple approach is to require the JIT

to emit a fixed number of machine instructions for each
BPF instruction (e.g., by padding with NOPs) [33]. In this
case, we have ipc (ctx, 8) = ctx[base] + 8×# , where ctx[base]

48    14th USENIX Symposium on Operating Systems Design and Implementation USENIX Association



is the starting address of the emitted machine instructions
determined by JIT context and # is a pre-determined number
of machine instructions large enough to compile any BPF
instruction. This is simple to specify and implement, but the
emitted code wastes space and CPU cycles.
A more efficient approach is to emit a variable number of

machine instructions for each BPF instruction. For example,
the BPF JITs in the Linux kernel maintain an offset table in the
JIT context to map each BPF instruction index to an offset into
the emitted code; in this case ipc (ctx, i) is defined by simply
consulting the offset table. The JITs construct the offset table
by repeating the compilation process until the table converges,
or fail if an upper bound on the number of iterations is reached
(e.g., 16 in the BPF JIT for RV32).

For flexibility, we choose not to specify how to construct the
offset table in the JIT context. Instead, we specify the property
a valid JIT context should satisfy. A key observation is that
such JITs emit consecutive blocks of machine instructions,
one block for each BPF instruction. As a result, the difference
between the target addresses for a BPF instruction code( [8]
and its successor code( [8 +1] must be equal to the number of
bytes emitted for code( [8]. We capture the observation using
the well-formedness predicate wf over source program code(
and JIT context ctx for any i-th BPF instruction:

EmitInstruction(ctx, 8,code( [8]) = ?→
|? | = ipc (ctx, 8 +1) −ipc (ctx, 8).

Here |? | denotes the length ofmachine instructions ? (in bytes).
This allows for both NOP-padding and the more sophisticated
JIT implementations such as those in the Linux kernel. Note
that this is an assumption on the validity of the JIT context,
which does not rule out bugs in the construction of the offset
table (see §4.4). A JITmay validate the offset table by checking
that this predicate holds at compilation time.

Memory. One approach to relating the memory state of
source and target machines, denoted by f( [mem] and f) [mem],
respectively, is to require f( [mem] (0) = f) [mem] (0) for every
address 0 [65], where memory is modeled as a map from
addresses to values. But this approach assumes a closed system
(see §7 for such a JIT) and does not fit BPF. For example,
both user processes and other BPF programs may concurrently
modifymemory to which a BPF program has access; therefore,
consecutive loads from the same address in the BPF program
may return different values. A further complication is that
BPF does not specify a memory consistency model (§3.1),
effectively assuming that of the underlying architecture.
We observe that a BPF JIT does not need to reason about

the behavior of concurrent memory accesses [13, 56]. Instead,
the goal is to faithfully translate BPF memory accesses to
ones in the target machine, which is a simpler task. Based on
this observation, we employ a hybrid approach to specify the
invariants for BPF JITs using traces and maps, as follows.

Each target machine models memory as consisting of two
disjoint parts, one corresponding to shared memory and the
other for internal use (Figure 6). The memory layout used by a
JIT determineswhich target addresses are shared andwhich are
internal. The internal memory is simply a map from addresses
to values, since it is private to each execution and the effects are
not externally visible. The shared memory captures memory-
related effects using events in a trace (§4.1). Since the BPF
machine adopts the memory model of the underlying architec-
ture, Jitterbug relates the traces of the BPF and target machines
by using the same memory model for both; i.e., the BPF and
target traces are drawn from the same set of all possible mem-
ory events. Given this correspondence, it suffices to require the
traces produced by the BPF and target machines to be identical.
The requirement of having identical traces suffices for the

BPF JITs. One exception is that older versions of the BPF JIT
for Arm64 use Arm’s exclusive access instructions in a busy
loop [2: §B2], which violates the requirement. Newer versions
of the JIT have switched to using atomic instructions,which sat-
isfies the requirement. We decide not to relax the requirement
of having identical traces to keep the specification simple.

4.4 Discussion and limitations

Jitterbug’s JIT correctness (Definition 1), especially the use
of traces, is inspired by the specification of CompCert [54].
Jitterbug’s specification differs in the following ways. First,
in-kernel execution imposes stricter requirements on the
source program (e.g., determinism, termination, and absence
of undefined behavior), allowing us to prove stronger prop-
erties. Second, Jitterbug uses fine-grained models of target
architectures to precisely reason about low-level state (e.g.,
program counter and stack pointer), whereas CompCert uses
a more abstract semantics for assembly [64: §5] and relies
on a separate assembler and linker. Third, the per-instruction
compilation process of such JITs enables us to develop a
stepwise specification amenable to automated verification.

Jitterbug trusts the correctness of the assumptions (§4.2).
Therefore, it cannot catch bugs in the JIT context (e.g., offset-
table construction) or layout of the target program. We man-
ually examine the existing BPF JIT correctness bugs in the
Linux kernel (§3.2), and determine that out of the 82 bugs, the
specification can catch all but two bugs, both in offset-table
construction. This shows the effectiveness of the specification.
Jitterbug’s specification permits “null” JIT implementations

that fail on all source programs; we use existing test suites (e.g.,
the BPF selftests) to assess the feature completeness of JITs. It
focuses on the JIT and cannot rule out bugs in the BPF checker,
memory management for code images, or how the kernel uses
the JIT. It does not model the instruction cache or memory
permissions, relying on the kernel to correctly flush the cache
and set up permissions. It does not provide any guarantees
against microarchitectural timing channels [32, 48].
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Figure 7: Jitterbug’s verification pipeline. Shaded boxes de-
note inputs provided by JIT developers.

5 Proving JIT correctness

Jitterbug extends automated verification to JIT correctness, a
form of compiler correctness tailored for in-kernel execution.
This section describes how Jitterbug achieves the automation.

As shown in Figure 7, Jitterbug provides the stepwise
specification and the executable semantics (i.e., interpreters)
for BPF and various architectures. It asks JIT developers for a
JIT implementation, and assumptions and invariants regarding
the implementation. All the inputs are written in the Rosette
language (the JIT is written in the DSL described in §6).

Jitterbug builds on Serval for automated verification [68]. It
invokes Rosette to reduce all the inputs to symbolic constraints
via symbolic evaluation, and an SMT solver to check the
satisfiability of these constraints. For symbolic evaluation to
terminate, the JIT implementation and the execution of both
interpreters must be free of unbounded loops [88]. The BPF
JITs satisfy this requirement.

Below we highlight three key challenges in automated veri-
fication of JITs and how Jitterbug addresses these challenges.

Instantiation of existential quantifiers. To prove the step-
wise specification, Jitterbug has to construct some execution
of target instructions emitted by the JIT and show that the
execution exhibits the same behavior as that of a source
instruction. Automating the construction is challenging.
To see why, consider the specification for per-instruction

correctness (§4.2). Letting ®G stand for the universally quantified
variables in Definition 4, the specification says that the target
machine executes some finite number of steps, : , to produce
a state f′

)
that satisfies the inductive invariant %. Making

the number of steps : explicit, we can write the correctness
formula as∀®G.∃:. %(®G, :), or equivalently,∃ 5 .∀®G. %(®G, 5 (®G)),
where 5 is a Skolem function that computes the right : for
each combination of the variables ®G. The verification problem
that Jitterbug solves therefore involves constructing 5 . In other
words, Jitterbug must determine the number of steps to run
symbolic evaluation with emitted instructions, and this value
5 (®G) may depend on the source program, JIT context, source
and target states, etc.

In a restricted setting where the JIT emits straight-line code
without any branches, 5 (®G) is simply the number of emitted
instructions. The BPF bug finder in Serval and synthesis-
based superoptimizers [72] all assume this setting and use the
corresponding basic realization of 5 . But Jitterbug considers
JITs that can emit codewith branches, andwhen executing such
code, the target machine can take a different number of steps
depending on the input state. This rules out the straightforward
realization of 5 that counts the number of emitted instructions.
To illustrate the challenge of computing 5 in our setting,

consider the instructions emitted by the RV32 JIT for the BPF
instruction “JNE64_REG DST,SRC,OFF” (jump to offset OFF if
the values in DST and SRC differ). The JIT may emit different
blocks of RV32 instructions, conditioned on whether it spills
the registers (requiring lw to load from stack) or the offset
requires a far jump (jal or auipc+jalr). Figure 8 shows
three examples of these blocks and the 5 (®G) values for
executing them, which vary depending on the register state
and instructions. In general, constructing 5 requires human
insight [63, 98], so Jitterbug allows JIT developers to provide
a manually constructed 5 . In practice, however, Jitterbug can
automate the construction of 5 for BPF JITs as follows.
To compute 5 , Jitterbug requires the target interpreter

to maintain the symbolic program counter in the form
base+ offset, where base is the (symbolic) starting address
of instructions. Maintaining this form is straightforward for
most instructions. For instructions with subtler semantics, the
interpreter achieves this by rewriting the program counter
via symbolic optimization [68, 74]. For example, RISC-V’s
jalr sets the least-significant bit of the program counter to
zero (§3.2), causing it to take the form (base+offset) & mask.
The interpreter rewrites this expression by dropping the mask
and checking that the resulting expression is equivalent (i.e.,
that the program counter is properly aligned).

Given a program counter of the form base+offset, Jitterbug
provides a reusable procedure for constructing 5 through
symbolic evaluation. It extracts the offset from the program
counter expression and applies a simple rule: stop symbolic
evaluation either if the offset is concrete but leaves the block
of emitted instructions, or if the offset becomes symbolic.
The intuition is that branching with a symbolic offset likely
leaves the block, because the JIT generally produces such
branching instructions by consulting the offset table in the JIT
context (§4.3), which is considered symbolic for verification.
Internal branching tends to have a concrete offset, for which
symbolic evaluation continues.
This procedure guesses an 5 for verifying that the target

machine reaches a desired state after taking 5 (®G) steps. It
does not guarantee to find the right 5 if one exists, though it
is sufficient for all the JITs we have studied and works well
in practice. The procedure is untrusted: choosing a wrong 5
causes the target machine to either get stuck or enter a state
that violates the inductive invariant, but it does not cause an
erroneous JIT implementation to pass verification.
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Figure 8: Emitted RV32 instruction blocks for BPF’s JNE64_REG with registers (a) R1, R2; (b) R1, R6; and (c) R6, R7 and with an
offset of different ranges. R1 and R2 are realized using RV32 registers, and R6 and R7 are spilled on the stack (Figure 6). Straight
and elbow arrows denote falling through and branching, respectively; those leaving the blocks are labeled with values of 5 (®G).

Symbolic evaluation of symbolic instructions. As shown
in Figure 8, the JIT may emit different blocks of target instruc-
tions for a given source instruction opcode. When Jitterbug
symbolically evaluates a JIT implementation, it produces a
symbolic representation of all of these instruction blocks.
This representation takes the form of symbolic instructions
that may contain symbolic values in register and immediate
fields. To verify the JIT, Jitterbug must then evaluate the target
interpreter on both a symbolic input state and a symbolic
program. This is in contrast to prior work on verifying systems
code such as Serval, where the input state is symbolic but
the program itself is concrete (e.g., all register and immediate
fields are concrete bytes). Reasoning about symbolic programs
both magnifies existing challenges to scaling verification and
creates new ones. We discuss one example of each.

The first challenge is path explosion. While common to all
tools based on symbolic evaluation, this problem becomes
exponentially worse in the presence of symbolic code. For ex-
ample, the BPF JIT for RV64 compiles LD64_IMM to a variable
number of instructions to load a 64-bit immediate in chunks,
selecting each instruction based on the chunk value and des-
tination register. This amounts to reasoning about a total of
2,181 types of blocks of RV64 instructions for downstream
stages, out of which 307 are feasible, applied to all possible
input instructions (roughly, 264). Symbolic execution [17, 44],
which explores individual paths separately, is thus not a good
fit for this verification pipeline.

Jitterbug instead adopts Rosette’s strategy for symbolic eval-
uation [89: §4] to merge the program state at each control-flow
join, but it forces a split on every possible (concrete) opcode
of symbolic instructions. The intuition is that both the JIT and
interpreters tend to handle each opcode separately; splitting
on the opcode enables opportunities for concrete evaluation.
This strategy works well in practice: it avoids path explosion
and leads to easier-to-solve constraints.
The second challenge is that Jitterbug interpreters, unlike

those in Serval, must be designed to work on both symbolic
state and symbolic instructions. Failing to do so both causes
state explosion and produces constraints difficult for SMT
solving. For example, the interpreters in Serval represent
the CPU state using a vector of bitvectors (one bitvector per
register), and encode accessing register A8 as indexing into the

vector using integer 8. This is suitable for concrete instructions,
where 8 is concrete and the generated constraints are restricted
to the theory of bitvectors. But with symbolic instructions,
a symbolic register index 8 causes symbolic evaluation to
produce constraints that also use the theory of (mathematical)
integers. Mixing integers and bitvectors is expensive for
solving and can lead to verification bottlenecks [39: §3].
We develop interpreters that account for symbolic instruc-

tions and thus can work with Jitterbug. For example, we
carefully avoid integers in instruction semantics to restrict
resulting constraints to the theories of equality with unin-
terpreted functions and bitvectors, a decidable fragment of
first-order logic. Additionally, recall that the BPF JITs for x86
emit raw bytes (§3.2) and thus require a decoder for verifica-
tion. We implement an x86 decoder that works on symbolic
bytes. The development process is guided by using symbolic
profiling to identify verification performance bottlenecks [10]
and applying symbolic optimization to fine-tune symbolic
evaluation [68: §4].

Axiomatization of expensive SMT operations. Both BPF
and machine interpreters provide arithmetic instructions for
multiplication, division, and remainder. Reasoning about these
operations is expensive for SMT solvers [4, 49], and has been
a source of timeouts in verification practice [30, 36].
To avoid such expensive reasoning, Jitterbug takes a stan-

dard axiomatization approach [50: §3.2] by replacing these
bitvector operations with uninterpreted functions mul=, div=,
and rem= (= = 32,64) in instruction semantics. For example,
the BPF JIT for RV32 translates BPF’s DIV32_REG into using
RISC-V’s divu; both instructions are encoded using uninter-
preted function div32 (with variations for handling division
by zero). Proving the correctness of this translation does not
require the semantics of division, thereby scaling verification.
This approach is less general than using SMT’s built-in

bitvector operations, because it ignores the semantics of these
operations and might reject valid JIT implementations. For
example, the JIT may reorder the operands of a multiplication
in emitted instructions; for target architectures lacking native
instructions for remainder or 64-bit multiplication, the JIT may
emit instructions that emulate the behavior. Proving such a
JIT correct requires additional properties about the operations.
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Jitterbug captures these properties using the following axioms,
which are sufficient to verify all the JITs we have studied:
• commutativity of mul: mul= (G, H) = mul= (H, G);
• remainder: rem= (G, H) = G− mul= (div= (G, H), H);
• commutativity of mulhu: mulhu= (G, H) = mulhu= (H, G); and
• decomposition of mul64: mul64 (G, H) = (mulhu32 (Glo, Hlo) +
mul32 (Ghi, Hlo) + mul32 (Glo, Hhi)) ⊕ mul32 (Glo, Hlo).

Here G and H are bitvectors; subscripts “lo” and ”hi” denote
the lower and upper half bits, respectively; ⊕ denotes bitvector
concatenation; and mulhu is an auxiliary uninterpreted function
for modeling the upper bits of a product. For example, x86’s
32-bit unsigned multiplication instruction stores a 64-bit
product in registers edx and eax; the x86 interpreter encodes
their values using mulhu32 and mul32, respectively.
These axioms are shared by the verification of the BPF

JITs across architectures. As a sanity check, we formalize and
manually prove them using Lean [22].

6 Implementing a JIT

DSL. Figure 9 shows an excerpt of the BPF JIT for RV32,
written in the Jitterbug DSL. The DSL is implemented as a
Rosette library and reflects a structured subset of C: booleans,
(machine) integers, array accesses (“@”), as well as conditional
and switch statements. This subset is minimal and sufficient to
support the development of the BPF JIT for RV32. It does not
support address-of, dereference, or unstructured constructs
(e.g., goto or fallthrough in switch).

Jitterbug extracts the final C code from JIT fragments
written in the DSL, a code template (including glue code not
covered by theDSL), and a typemapping (not shown here; both
array accesses to bpf2rv32 and calls to bpf_get_reg64 return
a value of type “const s8 *”). Jitterbug does not perform any
type checking for the C code.

Using the DSL simplifies verification by avoiding the need
to model the C semantics. One can also “escape” from the DSL
to use the full Rosette language, though in that case Jitterbug
is unable to perform C code extraction; we leverage this to
simplify porting the existing BPF JITs from C to Jitterbug.

Synthesis. As an application of Jitterbug’s specification and
verification, we use Rosette’s support for program synthesis to
optimize the BPF JIT for RV32 [59]. We do so by synthesizing
JIT fragments written in (a subset of) the DSL, where each
fragment takes as input a BPF instruction with a given opcode
(e.g., ADD64_REG) and emits a short sequence of RV32 instruc-
tions with equivalent behavior. We use the standard approach
of writing program sketches [11, 82] to compactly define a
space of JIT fragments for compiling ALU instructions. The
synthesizer searches this space for the shortest fragment that
satisfies per-instruction correctness (Definition 4), according
to the Jitterbug verifier.

(func (emit_alu_r64 dst src ctx op)
(var [tmp1 (@ bpf2rv32 TMP_REG_1)]

[tmp2 (@ bpf2rv32 TMP_REG_2)]
[rd (bpf_get_reg64 dst tmp1 ctx)]
[rs (bpf_get_reg64 src tmp2 ctx)])

(switch op
[(BPF_ADD)

(cond
[(equal? rd rs)

(emit (rv_srli RV_REG_T0 (lo rd) 31) ctx)
(emit (rv_slli (hi rd) (hi rd) 1) ctx)
(emit (rv_or (hi rd) RV_REG_T0 (hi rd)) ctx)
(emit (rv_slli (lo rd) (lo rd) 1) ctx)]

[else
(emit (rv_add (lo rd) (lo rd) (lo rs)) ctx)
(emit (rv_sltu RV_REG_T0 (lo rd) (lo rs)) ctx)
(emit (rv_add (hi rd) (hi rd) (hi rs)) ctx)
(emit (rv_add (hi rd) (hi rd) RV_REG_T0) ctx)])]

...))

(a) JIT implementation written in the DSL.

void emit_alu_r64(const s8 *dst, const s8 *src,
struct rv_jit_context *ctx, const u8 op)

{
// clang-format on
@|emit_alu_r64|
// clang-format off
}

(b) C code template, where @|...| expands to generated code.

void emit_alu_r64(const s8 *dst, const s8 *src,
struct rv_jit_context *ctx, const u8 op)

{
const s8 *tmp1 = bpf2rv32[TMP_REG_1];
const s8 *tmp2 = bpf2rv32[TMP_REG_2];
const s8 *rd = bpf_get_reg64(dst, tmp1, ctx);
const s8 *rs = bpf_get_reg64(src, tmp2, ctx);

switch (op) {
case BPF_ADD:

if (rd == rs) {
emit(rv_srli(RV_REG_T0, lo(rd), 31), ctx);
emit(rv_slli(hi(rd), hi(rd), 1), ctx);
emit(rv_or(hi(rd), RV_REG_T0, hi(rd)), ctx);
emit(rv_slli(lo(rd), lo(rd), 1), ctx);

} else {
emit(rv_add(lo(rd), lo(rd), lo(rs)), ctx);
emit(rv_sltu(RV_REG_T0, lo(rd), lo(rs)), ctx);
emit(rv_add(hi(rd), hi(rd), hi(rs)), ctx);
emit(rv_add(hi(rd), hi(rd), RV_REG_T0), ctx);

}
break;

...
}

(c) Final (extracted) JIT implementation in C.

Figure 9: Excerpt of the BPF JIT for RV32 for compiling the
“ADD64_REG DST,SRC” instruction.

Using this approach,we found two JIT fragments better than
ourmanual implementation for compiling ADD64_REG (Figure 9)
and SUB64_REG. In each case, the synthesized fragment emitted
four instructions, whereas our manual implementation emitted
five. We adopted the synthesized fragments in the JIT.

7 Experience

Figure 10 shows the code size of the Jitterbug framework and
the interpreters for verifying JITs, all written in Rosette. We
wrote the interpreters in an idiomatic way [36: §3.3], adding
instructions as needed. We borrowed part of the BPF andRV64
semantics from Serval [68], but rewrote the interpreters to
support symbolic instructions (§5); we wrote the others from
scratch. We developed the metatheory for JIT correctness and
the bitvector axiomatization using 1,492 lines of Lean code.
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Component (in Rosette) Lines of code

Jitterbug framework 1,825
BPF interpreter 471
Arm32 interpreter 1,265
Arm64 interpreter 1,166
RISC-V interpreter (32- and 64-bit) 1,571
x86 interpreter (32- and 64-bit) 2,299

Figure 10: Line counts of Jitterbug’s components.

JIT impl. Spec. Per-opcode verification time

C DSL Min Max Mean Median

RV32 1,964 1,420 336 16 401 73 55
RV64 1,862 1,225 284 4 7,542 116 24
Arm32 1,620 839 192 23 925 130 99
Arm64 1,025 653 163 4 110 26 23
x86-32 1,683 1,074 185 24 488 122 109
x86-64 1,382 644 182 5 170 33 27

Figure 11: Line counts and per-opcode verification time (in
seconds) of the BPF JITs for six architectures.

The primary application of Jitterbug is a new BPF JIT
for RV32, which we wrote in the DSL, proved against the
stepwise specification, and extracted to a C implementation.
To validate the generality of Jitterbug, we ported the existing
BPF JITs for RV64, Arm32, Arm64, x86-32, and x86-64 in
the Linux kernel to Jitterbug for verification. Each port was
line-by-line transcription from C to the DSL (and Rosette),
emitting the same instructions as the original JIT. These ports
did not cover the support for legacy instruction sets (e.g., those
lacking atomic instructions mentioned in §4.3), compiling
TAIL_CALL, or optimizing register saving.

Figure 11 lists the line counts for each BPF JIT. The speci-
fication effort comprises writing assumptions and invariants
for the implementation (§5). Since Jitterbug performs veri-
fication for each source instruction opcode individually, we
measured the per-opcode verification time, using an Intel Core
i7-7700K CPU at 4.5 GHz, with Boolector 3.2.1 as the SMT
solver [69]. Verification time across the JITs depends on many
factors (e.g., the JIT implementation or solver), though archi-
tectural differences are a contributing factor. For example, the
most time-consuming case is verifying the JIT for RV64 with
BPF’s LD64_IMM (loading a 64-bit immediate), which emits
307 types of blocks of RISC-V instructions; the JIT for x86-64
emits six types for the same opcode.
Below we describe our experience using Jitterbug for the

BPF JITs and a previously verified JIT for a stackmachine [65].

The BPF JIT for RV32. We chose to implement a BPF JIT
for RV32 because there was not one in the Linux kernel. The
development took five iterations of code reviews.
The first two iterations occurred in June 2019. We sent an

initial implementation to kernel developers to gather feedback
and gauge interest. The implementation was written in Rosette

andmanually translated to C, andwas unverified. The feedback
was positive, with suggestions to add support for eliminating
zero extensions [93], an optimization BPF had just introduced.

We submitted the third implementation in February 2020. It
was switched to using the DSL (§6), which was less prone to
errors in manual translation. It passed the BPF selftests suite,
and was verified against an early version of the specification.
One of the suggestions from kernel developers was to factor
out the common code to be shared among the JITs, such as the
per-instruction structure (§4.2). We addressed the suggestions
in the next two iterations, after which the JIT was accepted
into the Linux kernel (see §A.1.1).

Throughout this process, we refined both the specification
and the implementation. The early version of the specification
missed two bugs that were also missed by testing. The first bug
was an off-by-one error for TAIL_CALL: the emitted instructions
limited the TCC (tail-call counter) to 32, rather than the correct
value 33. The second bug was that the JIT did not maintain
16-byte alignment of the stack as per the calling convention.
We found the two bugs once we completed the specification.

Automated verification supported this development process
in two ways. First, it minimized the proof burden for develop-
ing the JIT, which must be feature-complete for deployability.
Second, it enabled us to catch up with new features being
introduced (e.g., support for eliminating zero extensions) and
address code reviews by kernel developers in a timely manner.

Code review. As listed in §A.1.2, we found 16 new bugs in
the existing BPF JITs, wrote patches that fix these bugs, and
verified the fixed code. In addition, we found two new bugs
in the Arm64 instruction encoding library, a core component
shared by BPF and other kernel subsystems (e.g., KVM). We
wrote new test cases to be included in the BPF selftests suite.
This is useful for catching similar bugs across the JITs, as
various “bots” are running selftests continuously for the Linux
kernel. Finding subtle bugs in well-tested code shows the
effectiveness of the specification and verification.
The main effort for porting and verifying these JITs was

in writing the target interpreters for Jitterbug. Verifying the
JITs for Arm32 and Arm64 took one week each. Verifying
the JITs for x86-32 and x86-64 took three weeks in total,
due to the complexity of the x86 interpreter (e.g., instruction
decoding). Translating C code to Rosette was mechanical
and straightforward, though mistakes in manual translation
might hide bugs; extending Jitterbug to work on C code is
future work. For specification,we adopted the assumptions and
invariants for the JIT for RV32 and adjusted them accordingly.
In our experience, automated verification is key to rapid

code review using formal methods. As an example, in Decem-
ber 2019, the developer of the BPF JIT for RV64 submitted
patches to add support for far jumps. We ported the patches
to Jitterbug and verified their correctness within days of the
patch submission.We reported the verification results to kernel
developers; the patches were accepted with our review.
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Optimization. Another advantage of verification is that it
enables developing complex optimizations by providing a
high degree of confidence in their correctness. As listed in
§A.1.3, we developed 12 patches optimizing the existing BPF
JITs. Like code review, we verified the correctness of these
optimizations by manually translating the C code to Rosette.
One of the optimizations adds support for RISC-V com-

pressed instruction-set extension (RVC) to the BPF JIT for
RV64. RVC improves code density and reduces instruction
cache misses by adding short 2-byte instructions for common
operations [95: §5], but it poses a challenge to verification:
the JIT may choose either base (4-byte) or RVC (2-byte) for
emitting each instruction, depending on the immediate value
or registers. This leads to an exponential increase in the num-
ber of paths in the JIT, emitted instructions, and machine state
(e.g., variable code lengths causing the program counter to
take different values). Developing and verifying this optimiza-
tion took approximately 3 weeks, following the proof strategy
described in §5 to scale verification.

Beyond BPF JITs. While Jitterbug focuses on the BPF JITs,
we also applied it to a JIT for a stack machine to x86-32. We
ported the “version 1” JIT described by Myreen [65] to the
Jitterbug DSL and extracted it to C code; the port emitted the
same x86-32 instructions andwas able to run the example as in
the paper (Jitterbug does not support the “version 2” JIT that
emits self-modifying code). For specification, we excluded
registers from the invariants, since the stack machine had no
registers; and modeled memory as a map from addresses to
values without using traces, since the stack machine had no
sharedmemory (§4.3). For verification,wewrote an interpreter
for the stack machine and reused the x86 interpreter provided
by Jitterbug. This process took one day.

Jitterbug reported two bugs in the JIT implementation: the
offsets for two conditional jump instructions are given as 5
in the original paper, but we concluded that the correct value
should be 8. We fixed the offsets and verification succeeded.
We believe that both are typos in the paper, as our (fixed) JIT
is consistent with the paper’s HOL4 code and proof.

8 Reflection and conclusion

Our work on Jitterbug was inspired by an earlier effort, started
in 2015, to use the Coq theorem prover to develop a verified
BPF JIT for x86-64. We chose to implement the JIT itself
in x86-64 so as to minimize the trusted computing base. In
hindsight, this was a mistake: doing so required reasoning
about low-levelmachine state for both the compiler and emitted
code, which hindered the completion of the proof; and the JIT
implementation was impractical to audit and deploy due to
the lack of C code and the optimizations seen in the Linux
kernel. We suspended this effort two years later, in 2017.

Our interest in BPF JITs was revived with the development
of symbolic profiling [10] and optimization [68, 74], which
together demonstrated a systematic approach for scaling
automated verification of low-level code. As an experiment,
we wrote a bug finder for BPF JITs in Serval, which checked
for strict equivalence of registers (§4.3) over straight-line
instructions (§5). It enabled us to find 15 bugs regarding ALU

instructions in two BPF JITs, although it was insufficient for
verification or finding the bugs described in §3.2 due to the
lack of a correctness specification and proof strategy (e.g.,
support for symbolic instructions).

For Jitterbug, we spent most of our effort devising a speci-
fication of JIT correctness that is general enough to cover a
broad range of in-kernel JITs (e.g., without requiring padding
emitted instructions), expressive enough to catch real bugs,
and amenable to automated verification. We found the use of
the Lean theorem prover valuable for navigating this trade-off,
developing several iterations of the stepwise specification and
a proof that implies the correctness of compiling entire pro-
grams. It also improved our confidence in the axiomatization
of bitvector operations.
A key lesson from Jitterbug is that deciding what not

to verify is as important as deciding what to verify. For
instance, while ideally we would write and verify the BPF
JIT for RV32 in C directly, the use of the DSL enabled us to
fine-tune symbolic evaluation, which was critical for scaling
verification. If we could not scale verification to JITs written
in the DSL, verifying JITs written in C would surely be out of
reach. Inspired by seL4 [78] and Ironclad [36], we bridged the
resulting gap through validation, separately verifying that the
instruction encoding functions in C emitted the same bytes as
their original DSL code.

Through this paper, we presented our experience with spec-
ifying and verifying BPF JITs, a critical and rapidly evolving
component in the Linux kernel. Our experience demonstrates,
for the first time, the feasibility of extending automated verifica-
tion to a restricted but practically important class of compilers.
The source code of Jitterbug and the JITs is publicly available
at https://github.com/uw-unsat/jitterbug.

Acknowledgments

We thankAnishAthalye,Tej Chajed,GernotHeiser,Zhihao Jia,
NoahMoroze, JaredRoesch,Zach Tatlock,Nickolai Zeldovich,
the anonymous reviewers, and our shepherd, Bryan Parno, for
feedback that improved this paper. We also thank Andrew
Waterman and Claire Wolf for discussion on RISC-V, and
H. Peter Anvin, Daniel Borkmann, Will Deacon, Brian Gerst,
Song Liu, Andy Shevchenko, Alexei Starovoitov, Björn Töpel,
Jiong Wang, Yanqing Wang, and Marc Zyngier for reviewing
our patches to the Linux kernel. This work was supported by
NSF awardsCCF-1651225,CCF-1836724,andCNS-1844807,
and by a gift from the VMware University Research Fund.

54    14th USENIX Symposium on Operating Systems Design and Implementation USENIX Association

https://github.com/uw-unsat/jitterbug


References

[1] Nadav Amit and Michael Wei. The design and imple-
mentation of hyperupcalls. In Proceedings of the 2018
USENIX Annual Technical Conference, pages 97–111,
Boston, MA, July 2018.

[2] Arm. Arm Architecture Reference Manual, Armv8, for
Armv8-A architecture profile, March 2020.

[3] John Aycock. A brief history of just-in-time. ACM
Computing Surveys, 35(2):97–113, June 2003.

[4] Paul Beame and Vincent Liew. Towards verifying non-
linear integer arithmetic. In Proceedings of the 29th
International Conference on Computer Aided Verifica-
tion (CAV), pages 238–258, Heidelberg, Germany, July
2017.

[5] Fabrice Bellard. QEMU, a fast and portable dynamic
translator. In Proceedings of the 2005 USENIX Annual
Technical Conference, pages 41–46, Anaheim, CA, April
2005.

[6] Brian N. Bershad, Stefan Savage, Przemyslaw Pardyak,
Emin Gün Sirer, Marc E. Fiuczynski, David Becker,
Craig Chambers, and Susan Eggers. Extensibility, safety
and performance in the SPIN operating system. In
Proceedings of the 15th ACM Symposium on Operat-
ing Systems Principles (SOSP), pages 267–284, Copper
Mountain, CO, December 1995.

[7] Ashish Bĳlani and Umakishore Ramachandran. Ex-
tension framework for file systems in user space. In
Proceedings of the 2019 USENIX Annual Technical
Conference, pages 121–134, Renton, WA, July 2019.

[8] DionBlazakis. Interpreter exploitation: Pointer inference
and JIT spraying. In Black Hat DC, Arlington, VA,
February 2010.

[9] Daniel Borkmann. bpf, x86, arm64: Enable jit by default
when not built as always-on. Commit 81c22041d9f1,
Linux kernel, December 2019.

[10] James Bornholt and Emina Torlak. Finding code that ex-
plodes under symbolic evaluation. In Proceedings of the
2018 Annual ACM Conference on Object-Oriented Pro-
gramming, Systems, Languages, and Applications (OOP-
SLA), Boston, MA, November 2018.

[11] James Bornholt, Emina Torlak, Dan Grossman, and Luis
Ceze. Optimizing synthesis with metasketches. In
Proceedings of the 43rd ACM Symposium on Principles
of Programming Languages (POPL), pages 775–788, St.
Petersburg, FL, January 2016.

[12] Bryan M. Cantrill, Michael W. Shapiro, and Adam H.
Leventhal. Dynamic instrumentation of production sys-
tems. In Proceedings of the 2004 USENIX Annual
Technical Conference, pages 15–28, Boston, MA, June–
July 2004.

[13] Tej Chajed, M. Frans Kaashoek, Butler Lampson, and
Nickolai Zeldovich. Verifying concurrent software using
movers in CSPEC. In Proceedings of the 13th USENIX
Symposium on Operating Systems Design and Implemen-
tation (OSDI), pages 307–322, Carlsbad, CA, October
2018.

[14] Craig Chambers and David Ungar. Customization: Op-
timizing compiler technology for Self, a dynamically-
typed object-oriented programming language. In
Proceedings of the 10th ACM SIGPLAN Conference
on Programming Language Design and Implementa-
tion (PLDI), pages 46–160, Portland, OR, June 1989.

[15] Haogang Chen,Cody Cutler, Taesoo Kim,YandongMao,
Xi Wang, Nickolai Zeldovich, and M. Frans Kaashoek.
Security bugs in embedded interpreters. In Proceedings
of the 4th Asia-Pacific Workshop on Systems, Singapore,
July 2013. 6 pages.

[16] Andrey Chudnov, Nathan Collins, Byron Cook, Joey
Dodds, Brian Huffman, Colm MacCárthaigh, Stephen
Magill, EricMertens, EricMullen, Serdar Tasiran,Aaron
Tomb, and Eddy Westbrook. Continuous formal ver-
ification of Amazon s2n. In Proceedings of the 30th
International Conference on Computer Aided Verifica-
tion (CAV), pages 430–446, Oxford, United Kingdom,
July 2018.

[17] Lori A. Clarke. A system to generate test data and
symbolically execute programs. IEEE Transactions on
Software Engineering, 2(3):215–222, 5 1976.

[18] Jonathan Corbet. BPF at Facebook (and beyond). https:
//lwn.net/Articles/801871/, October 2019.

[19] Jonathan Corbet. Concurrency management in BPF.
https://lwn.net/Articles/779120/, February 2019.

[20] Palmer Dabbelt, Stefan O'Rear, Kito Cheng, AndrewWa-
terman, Michael Clark, Alex Bradbury, David Horner,
MaxNordlund,KarstenMerker, andSamElliott. RISC-V
ELF psABI specification. https://github.com/riscv/
riscv-elf-psabi-doc/blob/master/riscv-elf.md, Au-
gust 2020.

[21] Leonardo de Moura and Nikolaj Bjørner. Satisfiability
modulo theories: Introduction and applications. Com-
munications of the ACM, 54(9):69–77, September 2011.

USENIX Association 14th USENIX Symposium on Operating Systems Design and Implementation    55

https://git.kernel.org/linus/81c22041d9f1
https://lwn.net/Articles/801871/
https://lwn.net/Articles/801871/
https://lwn.net/Articles/779120/
https://github.com/riscv/riscv-elf-psabi-doc/blob/master/riscv-elf.md
https://github.com/riscv/riscv-elf-psabi-doc/blob/master/riscv-elf.md


[22] Leonardo de Moura, Soonho Kong, Jeremy Avigad,
Floris van Doorn, and Jakob von Raumer. The Lean
theorem prover. In Proceedings of the 25th International
Conference on Automated Deduction (CADE), pages
378–388, Berlin, Germany, August 2015.

[23] Jake Edge. A trio of fuzzers. https://lwn.net/

Articles/705937/, November 2016.

[24] Dawson R. Engler. VCODE: A retargetable, extensible,
very fast dynamic code generation system. In Proceed-
ings of the 17th ACM SIGPLAN Conference on Program-
ming Language Design and Implementation (PLDI),
pages 160–170, Philadephia, PA, May 1996.

[25] Dawson R. Engler and M. Frans Kaashoek. DPF: Fast,
flexible message demultiplexing using dynamic code
generation. In Proceedings of the 1996 ACM SIGCOMM
Conference, pages 53–59, Stanford, CA, August 1996.

[26] Dawson R. Engler, M. Frans Kaashoek, and James W.
O’Toole. Exokernel: An operating system architecture
for application-level resource management. In Proceed-
ings of the 15th ACM Symposium on Operating Systems
Principles (SOSP), pages 251–266, Copper Mountain,
CO, December 1995.

[27] Andres Erbsen, Jade Philipoom, Jason Gross, Robert
Sloan, and Adam Chlipala. Simple high-level code for
cryptographic arithmetic – with proofs, without compro-
mises. In Proceedings of the 40th IEEE Symposium on
Security and Privacy, pages 73–90, San Francisco, CA,
May 2019.

[28] Manuel Fähndrich,Mark Aiken, Chris Hawblitzel, Orion
Hodson, Galen Hunt, James R. Larus, and Steven Levi.
Language support for fast and reliable message-based
communication in Singularity OS. In Proceedings of the
1st ACM EuroSys Conference, pages 177–190, Leuven,
Belgium, April 2006.

[29] Matthias Felleisen, Robert Bruce Findler, Matthew Flatt,
Shriram Krishnamurthi, Eli Barzilay, Jay McCarthy, and
Sam Tobin-Hochstadt. A programmable programming
language. Communications of the ACM, 61(3):62–71,
March 2018.

[30] Andrew Ferraiuolo,AndrewBaumann,Chris Hawblitzel,
and Bryan Parno. Komodo: Using verification to dis-
entangle secure-enclave hardware from software. In
Proceedings of the 26th ACM Symposium on Operating
Systems Principles (SOSP), pages 287–305, Shanghai,
China, October 2017.

[31] Matt Fleming. A thorough introduction to eBPF. https:
//lwn.net/Articles/740157/, December 2017.

[32] Qian Ge, Yuval Yarom, Tom Chothia, and Gernot Heiser.
Time protection: The missing OS abstraction. In Pro-
ceedings of the 14th ACM EuroSys Conference, Dresden,
Germany, March 2019.

[33] Jacob Van Geffen, Luke Nelson, Isil Dillig, Xi Wang,
and Emina Torlak. Synthesizing JIT compilers for in-
kernel DSLs. In Proceedings of the 32nd International
Conference on ComputerAidedVerification (CAV), pages
564–586, Los Angeles, CA, July 2020.

[34] ElazarGershuni,NadavAmit,Arie Gurfinkel,Nina Naro-
dytska, Jorge A. Navas, Noam Rinetzky, Leonid Ryzhyk,
and Mooly Sagiv. Simple and precise static analysis of
untrusted Linux kernel extensions. In Proceedings of
the 40th ACM SIGPLAN Conference on Programming
Language Design and Implementation (PLDI), pages
1069–1084, Phoenix, AZ, June 2019.

[35] Brendan Gregg. BPF Performance Tools: Linux System
and Application Observability. Addison Wesley, 2020.

[36] Chris Hawblitzel, Jon Howell, Jacob R. Lorch, Arjun
Narayan, Bryan Parno, Danfeng Zhang, and Brian Zill.
Ironclad Apps: End-to-end security via automated full-
system verification. In Proceedings of the 11th USENIX
Symposium on Operating Systems Design and Implemen-
tation (OSDI), pages 165–181, Broomfield, CO, October
2014.

[37] Gernot Heiser, Gerwin Klein, and June Andronick. seL4
in Australia: From research to real-world trustworthy
systems. Communications of the ACM, 63(4):72–75,
April 2020.

[38] TokeHøiland-Jørgensen,JesperDangaardBrouer,Daniel
Borkmann, John Fastabend, Tom Herbert, David Ahern,
and David Miller. The eXpress Data Path: Fast pro-
grammable packet processing in the operating system
kernel. In Proceedings of the 14th International Con-
ference on Emerging Networking Experiments and Tech-
nologies (CoNEXT), pages 54–66, Heraklion, Greece,
December 2018.

[39] Jingmei Hu,Eric Lu,David AHolland,MingKawaguchi,
Stephen Chong, and Margo I. Seltzer. Trials and tribula-
tions in synthesizing operating systems. In Proceedings
of the 10th Workshop on Programming Languages and
Operating Systems, pages 67–73, Huntsville, Ontario,
Canada, October 2019.

[40] M. Frans Kaashoek, Dawson R. Engler, Gregory R.
Ganger, Héctor M. Briceño, Russell Hunt, David Maz-
ières, Thomas Pinckney, Robert Grimm, John Jannotti,
and Kenneth Mackenzie. Application performance and
flexibility on exokernel systems. In Proceedings of the

56    14th USENIX Symposium on Operating Systems Design and Implementation USENIX Association

https://lwn.net/Articles/705937/
https://lwn.net/Articles/705937/
https://lwn.net/Articles/740157/
https://lwn.net/Articles/740157/


16th ACM Symposium on Operating Systems Princi-
ples (SOSP), pages 52–65, Saint-Malo, France, October
1997.

[41] Daniel Kästner, Jörg Barrho, Ulrich Wünsche, Marc
Schlickling, Bernhard Schommer, Michael Schmidt,
Christian Ferdinand, Xavier Leroy, and Sandrine Blazy.
CompCert: Practical experience on integrating and qual-
ifying a formally verified optimizing compiler. In Pro-
ceedings of the 9th European Congress Embedded Real-
Time Software and Systems, pages 1–9, Toulouse, France,
January 2018.

[42] David Keppel, Susan J. Eggers, and Robert R. Henry.
A case for runtime code generation. Technical Report
91-11-04, University of Washington, November 1991.

[43] Jakub Kicinski and Nicolaas Viljoen. eBPF hardware
offload to SmartNICs: cls_bpf and XDP. In the 3rd
TechnicalConference on LinuxNetworking,Tokyo,Japan,
October 2016.

[44] James C. King. Symbolic execution and program testing.
Communications of the ACM, 19(7):385–394, July 1976.

[45] Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June
Andronick, David Cock, Philip Derrin, Dhammika Elka-
duwe, Kai Engelhardt, Michael Norrish, Rafal Kolanski,
Thomas Sewell, Harvey Tuch, and Simon Winwood.
seL4: Formal verification of an OS kernel. In Pro-
ceedings of the 22nd ACM Symposium on Operating
Systems Principles (SOSP), pages 207–220, Big Sky,
MT, October 2009.

[46] Gerwin Klein, June Andronick, Kevin Elphinstone, Toby
Murray, Thomas Sewell, Rafal Kolanski, and Gernot
Heiser. Comprehensive formal verification of an OS
microkernel. ACM Transactions on Computer Systems,
32(1):2:1–70, February 2014.

[47] Gerwin Klein, June Andronick,Matthew Fernandez, Ihor
Kuz, Toby Murray, and Gernot Heiser. Formally verified
software in the real world. Communications of the ACM,
61(10):68–77, October 2018.

[48] Paul Kocher, Jann Horn, Anders Fogh, Daniel Genkin,
DanielGruss,WernerHaas,MikeHamburg,Moritz Lipp,
StefanMangard,Thomas Prescher,Michael Schwarz,and
Yuval Yarom. Spectre attacks: Exploiting speculative
execution. In Proceedings of the 40th IEEE Symposium
on Security and Privacy, pages 19–37, San Francisco,
CA, May 2019.

[49] Gergely Kovásznai, Andreas Fröhlich, and Armin Biere.
Complexity of fixed-size bit-vector logics. Theory of
Computing Systems, 59(2):323–376, August 2016.

[50] Daniel Kroening and Ofer Strichman. Decision Proce-
dures: An Algorithmic Point of View. Springer-Verlag,
2008.

[51] Butler W. Lampson and Robert F. Sproull. An open
operating system for a single-user machine. In Proceed-
ings of the 7th ACM Symposium on Operating Systems
Principles (SOSP), pages 98–105, Pacific Grove, CA,
December 1979.

[52] Vu Le, Mehrdad Afshari, and Zhendong Su. Compiler
validation via equivalence modulo inputs. In Proceed-
ings of the 35th ACM SIGPLAN Conference on Program-
ming Language Design and Implementation (PLDI),
pages 216–226, Edinburgh, United Kingdom, June 2014.

[53] Xavier Leroy. Formal verification of a realistic compiler.
Communications of the ACM, 52(7):107–115, July 2009.

[54] Xavier Leroy. A formally verified compiler back-end.
Journal of Automated Reasoning, 43(4):363–446, De-
cember 2009.

[55] Amit Levy, Bradford Campbell, Branden Ghena,
Daniel B. Giffin, Pat Pannuto, Prabal Dutta, and Philip
Levis. Multiprogramming a 64kB computer safely and
efficiently. In Proceedings of the 26th ACM Sympo-
sium on Operating Systems Principles (SOSP), pages
234–251, Shanghai, China, October 2017.

[56] Jacob R. Lorch, Yixuan Chen, Manos Kapritsos, Bryan
Parno, Shaz Qadeer, Upamanyu Sharma, James R.
Wilcox, and Xueyuan Zhao. Armada: Low-effort ver-
ification of high-performance concurrent program. In
Proceedings of the 41st ACM SIGPLAN Conference
on Programming Language Design and Implementa-
tion (PLDI), pages 197–210, London, United Kingdom,
June 2020.

[57] Marek Majkowski. Cloudflare architec-
ture and how BPF eats the world. https:

//blog.cloudflare.com/cloudflare-architecture-

and-how-bpf-eats-the-world/, May 2019.

[58] Michaël Marcozzi, Qiyi Tang, Alastair Donaldson, and
Cristian Cadar. Compiler fuzzing: Howmuch does itmat-
ter? In Proceedings of the 2019 Annual ACMConference
on Object-Oriented Programming, Systems, Languages,
and Applications (OOPSLA), Athens, Greece, October
2019.

[59] Henry Massalin. Superoptimizer: A look at the small-
est program. In Proceedings of the 2nd International
Conference on Architectural Support for Programming
Languages and Operating Systems (ASPLOS), pages
122–126, Palo Alto, CA, October 1987.

USENIX Association 14th USENIX Symposium on Operating Systems Design and Implementation    57

https://blog.cloudflare.com/cloudflare-architecture-and-how-bpf-eats-the-world/
https://blog.cloudflare.com/cloudflare-architecture-and-how-bpf-eats-the-world/
https://blog.cloudflare.com/cloudflare-architecture-and-how-bpf-eats-the-world/


[60] HenryMassalin andCalton Pu. Threads and input/output
in the Synthesis kernel. In Proceedings of the 12th ACM
Symposium on Operating Systems Principles (SOSP),
pages 191–201, Litchfield Park, AZ, December 1989.

[61] Steven McCanne and Van Jacobson. The BSD packet
filter: A new architecture for user-level packet capture.
In Proceedings of the Winter 1993 USENIX Technical
Conference, pages 259–270, San Diego, CA, January
1993.

[62] Jeffrey C. Mogul, Richard F. Rashid, and Michael J.
Accetta. The packet filter: An efficient mechanism for
user-level network code. In Proceedings of the 11th ACM
Symposium on Operating Systems Principles (SOSP),
pages 39–51, Austin, TX, November 1987.

[63] J Strother Moore. Piton: A verified assembly level
language. Technical Report 22, Computational Logic,
Inc., September 1988.

[64] Eric Mullen, Daryl Zuniga, Zachary Tatlock, and
Dan Grossman. Verified peephole optimizations for
CompCert. In Proceedings of the 37th ACM SIGPLAN
Conference on Programming Language Design and Im-
plementation (PLDI), pages 448–461, Santa Barbara,
CA, June 2016.

[65] Magnus O. Myreen. Verified just-in-time compiler on
x86. In Proceedings of the 37th ACM Symposium on
Principles of Programming Languages (POPL), pages
107–118, Madrid, Spain, January 2011.

[66] Magnus O. Myreen, Konrad Slind, and Michael J. C.
Gordon. Extensible proof-producing compilation. In
Proceedings of the 18th International Conference on
Compiler Construction, pages 2–16, York, United King-
dom, March 2009.

[67] George C. Necula and Peter Lee. Safe kernel extensions
without run-time checking. In Proceedings of the 2nd
USENIX Symposium on Operating Systems Design and
Implementation (OSDI), pages 229–243, Seattle, WA,
October 1996.

[68] Luke Nelson, James Bornholt, Ronghui Gu, Andrew
Baumann,Emina Torlak, andXiWang. Scaling symbolic
evaluation for automated verification of systems code
with Serval. In Proceedings of the 27th ACM Symposium
onOperating Systems Principles (SOSP), pages 225–242,
Huntsville, Ontario, Canada, October 2019.

[69] Aina Niemetz, Mathias Preiner, and Armin Biere.
Boolector 2.0. Journal on Satisfiability, Boolean Model-
ing and Computation (JSAT), 9:53–58, 2015.

[70] Jan Nordholz. Design of a symbolically executable
embedded hypervisor. In Proceedings of the 15th ACM
EuroSys Conference, Heraklion, Greece, April 2020.

[71] Justin Pettit, Ben Pfaff, Joe Stringer, Cheng-Chun Tu,
Brenden Blanco, and Alex Tessmer. Bringing platform
harmony to VMware NSX. ACM SIGOPS Operating
Systems Review, 52(1):123–128, August 2018.

[72] Phitchaya Mangpo Phothilimthana, Aditya Thakur,
Rastislav Bodik, and Dinakar Dhurjati. Scaling up super-
optimization. In Proceedings of the 21st International
Conference on Architectural Support for Programming
Languages and Operating Systems (ASPLOS), pages
297–310, Atlanta, GA, April 2016.

[73] Rob Pike, Bart N. Locanthi, and John Reiser. Hardware/-
software trade-offs for bitmap graphics on the Blit. Soft-
ware: Practice andExperience, 15(2):131–151,February
1985.

[74] Sorawee Porncharoenwase, James Bornholt, and Emina
Torlak. Fixing code that explodes under symbolic evalua-
tion. In Proceedings of the 21st International Conference
on Verification, Model Checking, and Abstract Interpre-
tation (VMCAI), New Orleans, LA, January 2020.

[75] Jonathan Protzenko, Bryan Parno, Aymeric Fromherz,
Chris Hawblitzel, Marina Polubelova, Karthikeyan Bhar-
gavan, Benjamin Beurdouche, Joonwon Choi, Antoine
Delignat-Lavaud, Cédric Fournet, Natalia Kulatova,
Tahina Ramananandro, Aseem Rastogi, Nikhil Swamy,
Christoph Wintersteiger, and Santiago Zanella-Beguelin.
EverCrypt: A fast, verified, cross-platform cryptographic
provider. In Proceedings of the 41st IEEE Symposium on
Security and Privacy, pages 983–1002, San Francisco,
CA, May 2020.

[76] Dennis M. Ritchie. An incomplete history of the QED
text editor. https://www.bell-labs.com/usr/dmr/www/

qed.html, February 2004.

[77] Margo I. Seltzer, Yasuhiro Endo, Christopher Small,
and Keith A. Smith. Dealing with disaster: Surviving
misbehaved kernel extensions. In Proceedings of the 2nd
USENIX Symposium on Operating Systems Design and
Implementation (OSDI), pages 213–227, Seattle, WA,
October 1996.

[78] Thomas Sewell, Magnus Myreen, and Gerwin Klein.
Translation validation for a verified OS kernel. In
Proceedings of the 34th ACM SIGPLAN Conference
on Programming Language Design and Implementa-
tion (PLDI), pages 471–482, Seattle, WA, June 2013.

[79] KP Singh. MAC and Audit policy using eBPF (KRSI).
https://lkml.org/lkml/2020/3/28/479, March 2020.

[80] Konrad Slind and Michael Norrish. A brief overview
of HOL4. In Proceedings of the 21st International

58    14th USENIX Symposium on Operating Systems Design and Implementation USENIX Association

https://www.bell-labs.com/usr/dmr/www/qed.html
https://www.bell-labs.com/usr/dmr/www/qed.html
https://lkml.org/lkml/2020/3/28/479


Conference on Theorem Proving in Higher Order Log-
ics (TPHOLs), pages 28–32, Montreal, Canada, August
2008.

[81] Louis Sobel. eJitk: Extending Jitk to eBPF. https://css.
csail.mit.edu/6.888/2015/papers/ejitk_sobel.pdf,
May 2015.

[82] Armando Solar-Lezama, Liviu Tancau, Rastislav Bodik,
Sanjit Seshia, and Vĳay Saraswat. Combinatorial sketch-
ing for finite programs. In Proceedings of the 12th
International Conference on Architectural Support for
Programming Languages and Operating Systems (ASP-
LOS), pages 404–415, San Jose, CA, October 2006.

[83] Alexei Starovoitov. net: filter: rework/optimize internal
bpf interpreter’s instruction set. Commit bd4cf0ed331a,
Linux kernel, March 2014.

[84] Alexei Starovoitov. bpf: introduce BPF_JIT_ALWAYS_ON

config. Commit 290af86629b2, Linux kernel, January
2018.

[85] Chuck P. Thacker, Edward M. McCreight, Butler W.
Lampson, Robert F. Sproull, and David R. Boggs. Alto:
A personal computer. Technical Report CSL-79-11,
Xerox Palo Alto Research Center, August 1979.

[86] The Coq Development Team. The Coq Proof Assistant,
version 8.12.0, July 2020. URL https://doi.org/10.

5281/zenodo.4021912.

[87] Ken Thompson. Regular expression search algorithm.
Communications of the ACM, 11(6):419–422, June 1968.

[88] Emina Torlak andRastislav Bodik. Growing solver-aided
languages with Rosette. In Onward!, pages 135–152,
Boston, MA, October 2013.

[89] Emina Torlak and Rastislav Bodik. A lightweight sym-
bolic virtual machine for solver-aided host languages.
In Proceedings of the 35th ACM SIGPLAN Conference
on Programming Language Design and Implementa-
tion (PLDI), pages 530–541, Edinburgh, United King-
dom, June 2014.

[90] Lourival Vieira Neto, Roberto Ierusalimschy, Ana Lú-
cia de Moura, and Marc Balmer. Scriptable operating
systems with Lua. In Proceedings of the 10th Dynamic
Languages Symposium, pages 2–10, Portland, OR, Oc-
tober 2014.

[91] Robert Wahbe, Steven Lucco, Thomas E. Anderson,
and Susan L. Graham. Efficient software-based fault
isolation. In Proceedings of the 14th ACMSymposium on
Operating Systems Principles (SOSP), pages 203–216,
Asheville, NC, December 1993.

[92] Deborah A. Wallach, Dawson R. Engler, and M. Frans
Kaashoek. ASHs: Application-specific handlers for high-
performance messaging. In Proceedings of the 1996
ACM SIGCOMM Conference, pages 40–52, Stanford,
CA, August 1996.

[93] Jiong Wang. bpf: eliminate zero extensions
for sub-register writes. https://lore.kernel.

org/bpf/1558736728-7229-1-git-send-email-

jiong.wang@netronome.com/, May 2019.

[94] Xi Wang, David Lazar, Nickolai Zeldovich, Adam Chli-
pala, and Zachary Tatlock. Jitk: A trustworthy in-kernel
interpreter infrastructure. In Proceedings of the 11th
USENIX Symposium on Operating Systems Design and
Implementation (OSDI), pages 33–47, Broomfield, CO,
October 2014.

[95] Andrew Waterman. Design of the RISC-V Instruction
Set Architecture. PhD thesis, University of California,
Berkeley, January 2016.

[96] Andrew Waterman and Krste Asanović, editors. The
RISC-V Instruction Set Manual, Volume I: Unprivileged
ISA. RISC-V Foundation, December 2019.

[97] Xuejun Yang, Yang Chen, Eric Eide, and John Regehr.
Finding and understanding bugs in C compilers. In
Proceedings of the 32nd ACM SIGPLAN Conference
on Programming Language Design and Implementa-
tion (PLDI), pages 283–294, San Jose, CA, June 2011.

[98] William D. Young. A verified code generator for a subset
of Gypsy. Technical Report 33, Computational Logic,
Inc., October 1988.

[99] Jean-Karim Zinzindohoué, Karthikeyan Bhargavan,
Jonathan Protzenko, andBenjamin Beurdouche. HACL*:
A verified modern cryptographic library. In Proceedings
of the 24th ACMConference on Computer and Communi-
cations Security (CCS), Dallas, TX, October–November
2017.

USENIX Association 14th USENIX Symposium on Operating Systems Design and Implementation    59

https://css.csail.mit.edu/6.888/2015/papers/ejitk_sobel.pdf
https://css.csail.mit.edu/6.888/2015/papers/ejitk_sobel.pdf
https://git.kernel.org/linus/bd4cf0ed331a275e9bf5a49e6d0fd55dffc551b8
https://git.kernel.org/linus/290af86629b2
https://doi.org/10.5281/zenodo.4021912
https://doi.org/10.5281/zenodo.4021912
https://lore.kernel.org/bpf/1558736728-7229-1-git-send-email-jiong.wang@netronome.com/
https://lore.kernel.org/bpf/1558736728-7229-1-git-send-email-jiong.wang@netronome.com/
https://lore.kernel.org/bpf/1558736728-7229-1-git-send-email-jiong.wang@netronome.com/


A Artifact appendix

A.1 Patches to the Linux kernel developed using Jitterbug
The following tables list the upstreamed patches to the Linux kernel that we have developed using Jitterbug.

A.1.1 Development of the BPF JIT for RV32

Commit Architecture Description

5f316b65e99f RV32 Add RV32G eBPF JIT
ca6cb5447cec RV32 Factor common RISC-V JIT code
745abfaa9eaf RV32 Fix tail call count off by one in RV32 BPF JIT
91f658587a96 RV32 Fix stack layout of JITed code on RV32

A.1.2 Bug fixes and new test cases

Commit Architecture Description

bb9562cf5c67 Arm32 Fix bugs with ALU64 RSH, ARSH BPF_K shift by 0
4178417cc535 Arm32 Fix offset overflow for BPF_MEM BPF_DW
579d1b3faa37 Arm64 Fix two bugs in encoding 32-bit logical immediates
1e692f09e091 RV64 Clear high 32 bits for ALU32 add/sub/neg/lsh/rsh/arsh
489553dd13a8 RV64 Fix offset range checking for auipc+jalr on RV64
6fa632e719ee x86-32 Fix bug with ALU64 LSH, RSH, ARSH BPF_K shift by 0
68a8357ec15b x86-32 Fix bug with ALU64 LSH, RSH, ARSH BPF_X shift by 0
80f1f8503635 x86-32 Fix bug with JMP32 JSET BPF_X checking upper bits
5fa9a98fb103 x86-32 Fix incorrect encoding in BPF_LDX zero-extension
50fe7ebb6475 x86-32 Fix clobbering of dst for BPF_JSET
aee194b14dd2 x86-64 Fix encoding for lower 8-bit registers in BPF_STX BPF_B
d2b6c3ab70db – Add test for BPF_STX BPF_B storing R10
93e5fbb18cec – Add test for JMP32 JSET BPF_X with upper bits set
ac8786c72eba – Add tests for shifts by zero

A.1.3 Optimizations for existing BPF JITs

Commit Architecture Description

cf48db69bdfa Arm32 Optimize ALU64 ARSH X using orrpl conditional instruction
c648c9c7429e Arm32 Optimize ALU ARSH K using asr immediate instruction
fd49591cb49b Arm64 Optimize AND,OR,XOR,JSET BPF_K using arm64 logical immediates
fd868f148189 Arm64 Optimize ADD,SUB,JMP BPF_K using arm64 add/sub immediates
46dd3d7d287b RV64 Enable zext optimization for more RV64G ALU ops
0224b2acea0f RV64 Enable missing verifier_zext optimizations on RV64
21a099abb765 RV64 Optimize FROM_LE using verifier_zext on RV64
ca349a6a104e RV64 Optimize BPF_JMP BPF_K when imm == 0 on RV64
073ca6a0369e RV64 Optimize BPF_JSET BPF_K using andi on RV64
bfabff3cb0fe RV64 Modify JIT ctx to support compressed instructions
804ec72c68c8 RV64 Add encodings for compressed instructions
18a4d8c97b84 RV64 Use compressed instructions in the rv64 JIT
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A.2 Bug-fixing commits in BPF JITs in the Linux kernel (May 2014–April 2020)
The following table lists bug-fixing commits in the BPF JITs in the Linux kernel for Arm32, Arm64, RV64, x86-32, and x86-64.
The superscripts � and ( mark those for fixing bugs found using Jitterbug and the BPF bug finder in Serval, respectively.

Commit Architecture Year Description

ALU:
bb9562cf5c67� Arm32 2020 Fix bugs with alu64 rsh, arsh bpf_k shift by 0
14e589ff4aa3 Arm64 2015 Fix mod-by-zero case
251599e1d690 Arm64 2015 Fix div-by-zero case
d63903bbc30c Arm64 2015 Fix endianness conversion bugs
1e4df6b72081 Arm64 2015 Fix signedness bug in loading 64-bit immediate
1e692f09e091( RV64 2019 Clear high 32 bits for alu32 add/sub/neg/lsh/rsh/arsh
fe121ee531d1 RV64 2019 Clear target register high 32-bits for and/or/xor on alu32
6fa632e719ee( x86-32 2019 Fix bug with alu64 lsh, rsh, arsh bpf_k shift by 0
68a8357ec15b( x86-32 2019 Fix bug with alu64 lsh, rsh, arsh bpf_x shift by 0
b9aa0b35d878 x86-32 2019 Fix bug for bpf_alu64 | bpf_neg
343f845b3759 x86-64 2015 Fix from_be16 and from_le16/32 instructions

JMP:
2b589a7e2bd3 Arm32 2018 Correct check_imm24
ddc665a4bb4b Arm64 2017 Fix jit branch offset related to ldimm64
8eee539ddea0 Arm64 2015 Fix out-of-bounds read in bpf2a64_offset()
50fe7ebb6475� x86-32 2020 Fix clobbering of dst for bpf_jset
80f1f8503635� x86-32 2020 Fix bug with jmp32 jset bpf_x checking upper bits
711aef1bbf88 x86-32 2019 Fix bug for bpf_jmp | bpf_jsgt, bpf_jsle, bpf_jslt, bpf_jsge
7c2e988f400e x86-64 2019 Fix x64 jit code generation for jmp to 1st insn

MEM:
4178417cc535� Arm32 2020 Fix offset overflow for bpf_mem bpf_dw
ec19e02b343d Arm32 2018 Fix ldx instructions
8968c67a82ab Arm64 2019 Remove prefetch insn in xadd mapping
7005cade1bdb Arm64 2017 Use separate register for state in stxr
5ca1ca01fae1 x86-32 2020 Fix logic error in bpf_ldx zero-extension
5fa9a98fb103� x86-32 2020 Fix incorrect encoding in bpf_ldx zero-extension
aee194b14dd2� x86-64 2020 Fix encoding for lower 8-bit registers in bpf_stx bpf_b

CALL:
8c11ea5ce13d Arm64 2018 Fix getting subprog addr from aux for calls
489553dd13a8� RV64 2020 Fix offset range checking for auipc+jalr on rv64

TAIL_CALL and EXIT:
02088d9b392f Arm32 2018 Fix register saving
f4483f2cc1fd Arm32 2018 Fix tail call jumps
51c9fbb1b146 Arm64 2014 Lift restriction on last instruction
16338a9b3ac3 Arm64 2018 Fix out of bounds access in tail call
a2284d912bfc Arm64 2018 Fix stack_depth tracking in combination with tail calls
d8b54110ee94 Arm64 2017 Fix faulty emission of map access in tail calls
96bc4432f5ad RV64 2019 Limit to 33 tail calls
769e0de6475e x86-64 2014 Fix epilogue generation for ebpf programs
90caccdd8cc0 x86-64 2017 Fix bpf_tail_call() x64 jit
2482abb93ebf x86-64 2015 Fix general protection fault when tail call is invoked

Prologue and epilogue:
d1220efd2348 Arm32 2018 Fix stack alignment
f1003b787c00 RV64 2019 Fix broken bpf tail calls
9e4e5b5c8666 x86-32 2018 Fix regression caused by commit 24dea04767e6
fe8d9571dc50 x86-64 2019 Fix stack layout of jited bpf code
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https://git.kernel.org/linus/1e692f09e091
https://git.kernel.org/linus/fe121ee531d1
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https://git.kernel.org/linus/68a8357ec15b
https://git.kernel.org/linus/b9aa0b35d878
https://git.kernel.org/linus/343f845b3759
https://git.kernel.org/linus/2b589a7e2bd3
https://git.kernel.org/linus/ddc665a4bb4b
https://git.kernel.org/linus/8eee539ddea0
https://git.kernel.org/linus/50fe7ebb6475
https://git.kernel.org/linus/80f1f8503635
https://git.kernel.org/linus/711aef1bbf88
https://git.kernel.org/linus/7c2e988f400e
https://git.kernel.org/linus/4178417cc535
https://git.kernel.org/linus/ec19e02b343d
https://git.kernel.org/linus/8968c67a82ab
https://git.kernel.org/linus/7005cade1bdb
https://git.kernel.org/linus/5ca1ca01fae1
https://git.kernel.org/linus/5fa9a98fb103
https://git.kernel.org/linus/aee194b14dd2
https://git.kernel.org/linus/8c11ea5ce13d
https://git.kernel.org/linus/489553dd13a8
https://git.kernel.org/linus/02088d9b392f
https://git.kernel.org/linus/f4483f2cc1fd
https://git.kernel.org/linus/51c9fbb1b146
https://git.kernel.org/linus/16338a9b3ac3
https://git.kernel.org/linus/a2284d912bfc
https://git.kernel.org/linus/d8b54110ee94
https://git.kernel.org/linus/96bc4432f5ad
https://git.kernel.org/linus/769e0de6475e
https://git.kernel.org/linus/90caccdd8cc0
https://git.kernel.org/linus/2482abb93ebf
https://git.kernel.org/linus/d1220efd2348
https://git.kernel.org/linus/f1003b787c00
https://git.kernel.org/linus/9e4e5b5c8666
https://git.kernel.org/linus/fe8d9571dc50
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