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Containers and container networks
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Container networks are critical to
connect containers to physical networks.




In this talk...

* Revisiting container networks: None achieves low overhead, high
flexibility, and high compatibility at the same time.

* ONCache: A Cache-Based Low-Overhead Container Overlay
Network.

* ONCache saves CPU cycles and improves performance.



From the simplest: host and bridge networks
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ﬂ) Low overhead, Good compatibility
&7‘ Poor flexibility: Containers and physical networks are coupled.



Higher overhead: overlay networks
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|j_l) High flexibility, Good compatibility
‘-L_f' High overhead: More processing on container packets.



Poorer compatibility: socket replacement

Establish sockets «
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‘}‘ Poor compatibility: Poor support for UDP, ICMP, etc.
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None of current solutions are perfect

Technology Performance | Flexibility | Compatibility

Host

Bridge
Macvlan
IPvlan
SR-IOV [64]
Overlay
Falcon [37]
Slim [74]
ONCache
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[1] Jiaxin Lei, Manish Munikar, Kun Suo, Hui Lu, and Jia Rao. Parallelizing packet processing in container overlay networks. EuroSys 2021, 2021.
[2] Zhuo, Danyang, et al. "Slim:{OS} Kernel Support for a {Low-Overhead} Container Overlay Network." 16th USENIX Symposium on Networked Systems Design and Implementation (NSDI 19). 2019.



In this talk...

* ONCache: A Cache-Based Low-Overhead Container Overlay
Network.



Dive into the overhead of overlay networks

Egress Ingress
Data path Overhead type Antrea Cilium |Bare metal| Overheadtype Antrea Cilium |Bare metal
skb allocation 1505 1566 1461 skb releasing 715 818 780
Application Conntrack 778 0 788 Conntrack 616 0 600
network stack Netfilter 0 0 305 Netfilter 0 0 173
Others 423 560 547 Others 838 1016 979
Veth pair NS traversing 562 594 NS traversing 400
eBPF eBPF 1513 eBPF 1429
Conntrack 872 Conntrack 758
Open vSwitch | Flow matching 354 Flow matching 308
Action executio 92 Action execution 66
Conntrack 0 471 Conntrack 0 271
VXLAN Netfilter 667 421 Netfilter 466 303
network stack Routing 50 468 Routing 294 554
Others 319 127 Others 619 444
Link Layer Link Layer 1858 1763 1799 Link Layer 2790 2848 2800

Overlay networks take up near half of CPU time on egress & ingress.




Dive into the overhead of overlay networks

Host % Egress path
Container Src: 10.10.0.1:1234 1. Packet filtering.
veth0.0 Dst: 10.10.1.1:80 ) i ‘ ,
10.10.0 1 Protocol: TCP The five-tuple is allowed according
N to the filters.”
veth0.1 1 2. Intra-host routing.
. “The destination IP is on another
Bridge : »
| < host; route it to the tunnel.
3. Tunnel encapsulation.
WCRIN .Tunnel Src: 192.168.0.1:xx . ) p. .
EthO Dst: 192 168.0.2:4789 The destination IP is on the host
192.168.0.1 Protocol: UDP 192.168.0.2; encapsulate the packet.”
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Dive into the overhead of overlay networks

Ingress path

1. Tunnel decapsulation.
“The destination IP is on localhost;
decapsulate the packet.”

2. Packet filtering.
“The five-tuple is allowed
according to the filters.”

3. Intra-host routing.
“The destination IP is on vethO;
route it to veth0.”

N/
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Protocol: TCP

1

N/

Src: 192.168.0.1:xx
Dst: 192.168.0.2:4789
Protocol: UDP

Host

Container

veth0.0
10.10.1.1

veth0.1
[

Bridge

|
VXLAN Tunnel

]
EthO
192.168.0.2

11




Opportunity: the invariance property
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Intra-host routing

Tunnel encap./decap. Packet filtering

Mainly according Mainly according
to destination IP to five-tuple

Processing of overlay networks exhibits
an invariance property on flow level.
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ONCache: bring caches into overlay networks
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ONCache = Overlay Network Cache

The 15t packet of each flow

“Cache miss”

Initialize to cache:
Intra-host routing results
Tunnel outer headers
Packet filtering results
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ONCache: bring caches into overlay networks
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ONCache = Overlay Network Cache

The following packets

“Cache hit”

Finish the overlay
network processing by
once cache query
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ONCache: bring caches into overlay networks

ONCache = Overlay Network Cache

How to implement such design
In the network stack?
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ONCache: eBPF-based design

eBPF (extended Berkeley Packet Filter) can safely run programs in kernel at runtime.

Host Host
V% N/
Container a ontainer
\je : Dst: 10.10.1.1:80 Dst: 10.10.1.1:80 VEUIULY
0.10.0.1 : c ere n : . 10.10.1.1
Protocol: TCP initialize results into caches Protocol: TCP |
1 ‘ I veth0.1
|
BPF :
a a;a Bridige
ps
7 eBPF maps as caches V% |
VXL&N Tunnel | | 5. 192.168.0.1:x¢ Src: 192.168.0.1:xx VXLAN,TU”!‘eI
BPFinitprog " | Dst: 192.168.0.2:4789 Dst: 192.168.0.2:4789 Etho T
192.168.0.1 Protocol: UDP Protocol: UDP 192.168.0.2
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ONCache: eBPF-based design

eBPF (extended Berkeley Packet Filter) can safely run programs in kernel at runtime.
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ONCache: handling stateful policies

Stateful policies also match on the connection states.

Host . . N/ Host
M The established state is 1001193
: Src: 10.10.0.1:1234 ) . re. 10.19.8. 4 -
Container Dst: 10.10.1.1:80 an invariant state. Dst 10101180 | |
veth0.0 Protocol: TCP rotocol. vcuiv.v
10.10.0.1 State: EST State: EST 10.10.1.1

' e\?gtFrliEL?.rfg a veth0.1
' eBPF init prog Eof |
: BPF eBPF
Bndgei I

maes” | R initialize only in the < maps | Bridge

VXLAN Tunnel | | ¢ 10, 168.0 1x established state. Sre: 192168 0 1o | L VXLAN Tunnel
QeBPF init prog ™ | Dst: 192.168.0.2:4789 Dst: 192.168.0.2:4789 | [ 10} €BPFIprog  —
192.168.0.1 Protocol: UDP Protocol: UDP 192.168.0.2
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ONCache: cache coherency
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Dst: 10.10.1.1:80
Protocol: TCP

!

User requests changes?

Userspace Daemon

1. Pause initialization.
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2. Evict related cache.
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4. Resume initialization.
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ONCache: compatibility

\/

Src: 10.10.0.1:1234
Dst: 10.10.1.1:80
Protocol: TCP

!

\/

Src: 192.168.0.1:xx
Dst: 192.168.0.2:4789
Protocol: UDP

Compatible with:
many CNIs

(Flannel, Antrea, Calico, etc.)

Linux acceleration techniques
(GSO, GRO, RPS, etc.)

service mesh sidecars, etc.

Read ONCache paper
for more details!

N\

Src: 10.10.0.1:1234
Dst: 10.10.1.1:80
Protocol: TCP

1

/1

Src: 192.168.0.1:xx
Dst: 192.168.0.2:4789
Protocol: UDP

Host

ontainer

eBPF init prog 1
VvVCLIIVU.U
10.10.1.1

aeBPF

I
veth0.1
]

Bridge
|

maps

VXLAN Tunnel

—‘@ eBPF | prog ]

192.168.0.2

20




In this talk...

* ONCache saves CPU cycles and improves performance.
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CPU overhead of ONCache

Egress Ingress
Data path Overhead type Antrea ONCache [Bare metal| Overhead type Antrea ONCache |Bare metal
skb allocation 1505 1509 1461 skb releasing 715 714 780
Application Conntrack 778 763 788 Conntrack 616 592 600
network stack Netfilter 0 0 305 Netfilter 0 0 173
Others 423 519 547 Others 838 982 979
Veth pair NS traversing 562 489 NS traversing 400
eBPF eBPF 511 eBPF 289
Conntrack 872 Conntrack 758
Open vSwitch | Flow matching 354 Flow matching 308
Action execution 92 Action execution 66
Conntrack 0 Conntrack 0
VXLAN Netfilter 667 Netfilter 466
network stack Routing 50 Routing 294
Others 319 Others 619
Link Layer Link Layer 1858 1700 1799 Link Layer 2790 2737 2800

ONCache significantly eliminates the overlay networks’ overhead.
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TCP 1-byte Request-Response transaction

—e— Bare Metal -===Slim Falcon ONCache Antrea Cilium
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(c) TCP RR (# Flows) (d) TCP RR CPU (# Flows)

RR increased by 35.81% ~40.91%
CPU utilization reduced by 26.02% ~ 32.03% per byte
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UDP 1-byte Request-Response transaction

—e— Bare Metal -==-Slim Falcon ONCache Antrea Cilium
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(g) UDP RR (# Flows) (h) UDP RR CPU (# Flows)

RR increased by 34.13% ~ 39.12%
CPU utilization reduced by 27.54% ~ 31.59% per byte
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Connect-Request-Response (CRR) rate

(The higher, the better)

40007 3.13x

Requests/s

BareMetaI Slim ONCIache Anfrea

Connect-Request-Response (CRR) rate is
3.13x of that of Slim.
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Memcached benchmarks

(a) Memcached Latency (ms)
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(c) Memcached CPU Uil

Beneficial for latency, transaction rate, and CPU
utilization of popular distributed applications.
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ONCache conclusion

ONCache = Overlay Network Cache

* ONCache brings cache to container overlay networks.

* Significantly reduces overhead while maintaining flexibility and
compatibility.

* Easy-to-deployment eBPF-based design.

Try ONCache at https://github.com/shengkai1l6/ONCache
Welcome to raise issues and pull requests!
Email: jefflin@sjtu.edu.cn ; shizhenzhao@sjtu.edu.cn

©® BROADCOM'
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