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Network outages

® Network outages are common due to miscon{zigura\tior\s

Network Outage Events
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Equivalence classes (atow\S)
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Equivalence classes (atow\S)
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Reduction rules of
Reduced Ordered BDD
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Network verification
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Limitations of BDD in network verification

o Redundant nodes

o Deep recursions

o Explosion of atoms
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#1 Redundant nodes
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#1 Redundant nodes
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#1 Redundant nodes
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#2 Deep recursions
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#2 Deep recursions
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#3 Explosion of atowms
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Behaviors in dstPort field

acl 1

dstPort
3 different behaviors
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Behaviors in dstIP field

3 different behaviors
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Behaviors in dstIP + dstPort fields
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Reason for the limitations above

bit-level decisions mismatch Feld-level decisions
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Network Decision Diagram

A decision diagram for network veritication
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#2 Assembling Fields
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Reduced Ordered VDD

BDD
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Reduced Ordered VDD

Theorem: Comon?citt/ of NDD

| For any boolean function, if the ordering of variables is fixed, there
b 1S exa\c‘tly one NDD node that can represent the function.
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Technical cl«a“enges

o MQW\OY'(/ C.OSt OQMQ tO BDD lab€l$

-> remove eolges to the false node

® Memory cost due to large_ number of edges

=-> find and merge reo(uno(ant eolges

® Time overhead o(uring comcigura‘tion upo(ates
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Implew\en‘ta’cion
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Data Plame verification - Time
VXLAN based virtualized Data Center Networks[11[2]
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Data Plame verification - Time
VXLAN based virtualized Data Center Networks[11[2]
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DO\tQ Plame Ver;F;Cat;OV\ - AtOW\S
VXLAN based virtualized Data Center Networksl11[2]
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[1] Modular data Plome, verification for composi‘t?onal networks. CoNEXT’23
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Control Plame verification
Fattree networks running BGPI3]
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Beyono( network verification
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Conclus?on

o Limitations of BDD in network verification

® redundant nodes
o o(eep recursions

o explosion of atoms

® We Proposeo( the Network Decision Diagraw\ which is

customized for network verification.

e VDD Per‘Forms better in o(a\ta/control Plome verification.

['|Sd|25 BO\CkQVOMV\d - BDD - NDD - Experiment - Conclusion
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