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• Reliable and high-speed Internet access is crucially important

• Quality of broadband networks is of great policy concerns

• FCC’s Measuring Broadband America (MBA) Project

• Numerous research efforts

Motivation



Packet Loss Rate is A Network Reliability Indicator

• High packet loss rate harms user’s quality of experience

• > 1% packet loss -> poor VoIP performance [1]

• TCP Cubic: > 1% packet loss -> dramatic throughput 
reduction [2] 

[1] FCC. A Report on Consumer Fixed Broadband Performance in the United States. https://www.fcc.gov/reports-
research/reports/measuring-broadband-america/measuring-fixed-broadband-eleventh-report

[2] Ha, Sangtae, Injong Rhee, and Lisong Xu. "CUBIC: a new TCP-friendly high-speed TCP variant." ACM SIGOPS operating 
systems review 42.5 (2008): 64-74. 
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• Physical-Layer Transmission Errors -> Network Operating Conditions
• Network Congestion Loss -> Network Capacity Provisioning
• Previous work did not distinguish difference sources of packet losses

Internet

Different Sources of Packet Loss



• Diagnose physical layer infrastructure issues

• Policy interests

• Insight into congestion control and network simulator design

Importance of Separating Sources of Packet Losses



• Physical-layer transmission errors vs. overall packet losses

• Effects on customer behaviors

• What factors affect physical-layer transmission errors 

Goals



• Methodology
• Datasets
• Results

• Overview of physical-layer transmission errors
• Physical-layer transmission errors vs. overall packet losses
• Effects on customer behaviors
• What factors affect physical-layer transmission errors 

• Implications & Conclusion

Roadmap
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Types of Codewords
• Unerrored Codewords
• Correctable Codewords
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2*15 bytes200 bytes Long Codeword

2*5 bytes99 bytes Short Codeword

Long Error Rate ≤ Avg Error Rate ≤ Short Error Rate
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• Proactive Network Maintenance (PNM) dataset and trouble tickets

• FCC dataset: Measuring Broadband America Project

• AnonISP dataset: IP layer packet loss in our cooperating ISP

Datasets
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• Proactive Network Maintenance (PNM) dataset and trouble tickets
• Collected from 01/06/2019 to 04/17/2020
• 398M data points among 77k devices from 394 FNs, 15k trouble tickets

• FCC dataset: Measuring Broadband America Project
• Collected from the same period as PNM data
• 19M data points among 1k cable devices from 5 cable ISPs 

• AnonISP dataset: Similar measurement as FCC data on our cable network
• Collected from 11/03/2021 to 11/11/2021 
• 3M data points among 19k devices

Datasets
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•Error rate =

•Higher frequency -> lower 
codeword error rate

•~ 1% of data have codeword 
error rate > 1%

•Combined 3 channels for later 
analysis

# of uncorrectable

# of all types 

Complementary CDF of Codeword Error Rate
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•AnonISP, Comcast, Charter and 
Optimum have similar
distribution

•AnonISP’s cable network is 
representative
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• 1 measurement packet = One short 
codeword
• Packet loss rate ≈ codeword error rate

• Physical-layer –> 12% to 25%
• Lower bound estimate

• PNM: Last-mile
• FCC: Last-mile + more hops

Packet loss caused by physical layer is not negligible

How Many Packet Losses are from Physical-Layer?
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•Ticketing rate = 

•High codeword error rate -> more 
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•Customers in alarming and 
unhealthy FNs -> higher tolerance 
for packet loss
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• We released a subset of PNM data: https://github.com/zhenyu-
zhou/pnm-loss-nsdi22
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