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Abstract
RFID tag authentication is challenging because most ad-
vanced cryptographic algorithms cannot be afforded by pas-
sive tags. Recent physical-layer identification utilizes unique
features of RF signals as the fingerprint to authenticate a
tag. This approach is effective but difficult for practical use
because it either requires a purpose-built device to extract
the signal features or is sensitive to environmental condition-
s. In this paper, we present a new energy-related fingerprint
called Eingerprint to authenticate passive tags with commod-
ity RFID devices. The competitive advantage of Eingerprint
is that it is fully compatible with the RFID standard EPC-
global Gen2, which makes it more applicable and scalable
in practice. Besides, it takes the electrical energy stored in a
tag’s resistor-capacitor (RC) circuit as the fingerprint, which
is robust to environmental changes such as tag position, com-
munication distance, transmit power, and multi-path effects.
We propose a new metric called persistence time to indirect-
ly estimate the energy level in the RC circuit. A select-query
based scheme is designed to extract the persistence time by
flipping and observing a flag in the tag’s volatile memory.
We implement a prototype of Eingerprint with commodity R-
FID devices without any modifications to the hardware or the
firmware. Experiment results show that Eingerprint is able to
achieve a high authentication accuracy of 99.4% when three
persistence times are used, regardless of device diversity and
environmental conditions.

1 Introduction

Radio frequency identification (RFID) is gaining increasing
popularity in a wide range of applications, including ware-
house inventory [15–17, 34], object tracking [13, 24, 25, 27,
30], and supply chain [22], due to its compelling features,
dropping costs, and standardizations. Each RFID tag has a u-
nique digital identity to label tagged items, brings item intel-
ligence to our daily life, and allows the reach of the Internet
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to include objects as diverse as retail products, library books,
debit cards, passports, driver licenses, car plates, and medical
devices. In general, the RFID tags fall into two categories:
active and passive. Active tags have their own power source
and remain active all the time. Compared with the passive
tags, they have more computational capabilities and longer
read ranges. However, the built-in power source makes them
bulky and expensive, which restricts these tags to high-end
applications. In contrast, passive tags do not have a built-in
power source and are powered by either induction or electro-
magnetic RF signals of the reader. They have limited compu-
tational capabilities and a lower read range than active tags.
In spite of these limitations, they are common due to their
low cost, small size, and longer life.

In recent years, with the proliferation of RFID systems,
the problem of RFID security has attracted increasing atten-
tion. A great number of authentication protocols have been
proposed to identify the authenticity of a tag [5, 8, 9, 19]. In
the nascent stage, the authentication protocols check only the
data (e.g., TID [4]) stored in a tag’s memory, which is vul-
nerable to counterfeiting attacks: Adversaries can easily re-
trieve the data from a genuine tag with a commercial reader
and forge a replica by filling its memory with the same data
as the genuine tag. To address this problem, some crypto-
graphic approaches are studied. By transmitting the cipher-
text rather than the plaintext, the communication channel be-
tween a reader and a tag is protected against eavesdropping.
However, this approach requires extra hardware components
to support high computation overhead, which greatly increas-
es the cost of a passive tag as well as reduces the communica-
tion range between the reader and the tag. Hence, it is rarely
used by most commercial passive tags.

Motivated by the above limitations, recent research has
shifted to physical-layer identification (PLI), which is com-
monly referred to as RF fingerprinting [10,11,20,33,35,36].
It is the process of identifying a device based on transmission
imperfections exhibited by its radio transceiver. The key ap-
peal of applying RF fingerprint for authentication is twofold.
First, RF fingerprints are unique and unpredictable, such that
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they can provide high security guarantees against various
protocol-layer attacks. Second, no upgrades of hardware or
firmware on existing systems are required, which makes it
scalable to the wide use of RFID systems. In spite of this ad-
vancement, however, PLI suffers from two problems. First,
most PLI-based solutions need a specialized device to detect
physical-layer signals, which cannot be deployed in commod-
ity RFIDs. Second, some work is not resistant to environmen-
tal or signal acquisition factors, e.g., RF phase values, a wide-
ly used metric for RF fingerprinting, heavily relies on the RF
channels. Two different measurements of the same tag are
very likely to give rise to different RF phases.

In this paper, we explore a brand-new fingerprint called
energy-related fingerprint (Eingerprint) to authenticate pas-
sive tags with commodity RFID systems. Eingerprint takes
the electrical energy stored in the tag’s circuit as the finger-
print, which is robust to environmental conditions, including
tag position, tag orientation, communication distance, trans-
mit power, and multi-path effects. The basic idea is that pas-
sive tags do not have any built-in power source and are ener-
gized by the electromagnetic RF signals issued by the read-
er. To ensure proper functioning, a tag needs to store some
electrical energy into its microchip, which is equivalent to a
resistor-capacitor (RC) charging circuit [38]. Due to manu-
facturing imperfection, no two tags could ever have exactly
the same RC circuit. If we can detect this difference, then we
are able to fingerprint each tag as desired.

However, this is not easy. Building the electronic test cir-
cuit to physically measure the RC circuit of each tag is in-
feasible because it destroys the tag’s structure and functions.
Instead, we use a new metric called persistence time to indi-
rectly reflect the RC circuit. The persistence time is the time
span from the initial supply voltage when the RC circuit is
fully charged decaying to a very low level that cannot afford
the tag to run properly, which heavily relies on the RC circuit
itself. In other words, if two RC circuits differ from each oth-
er, their persistence time is very likely to be different. On the
basis of this idea, we design a Gen2-compatible approach to
measure the persistence time based on a one-bit inventoried
flag of a tag (a one-bit register in a tag’s volatile memory).
The volatile memory requires power to maintain the stored
information. Once the power is cut off (or is lower than a
threshold), the stored data are quickly lost. By flipping the
inventoried flag and continuously observing its status with
Gen-2 compatible commands, we are able to extract the per-
sistence time of a tag. Afterwards, a t-test based model is
designed to validate the genuineness of the tag. In addition,
instead of individual fingerprinting, we propose a quick and
reliable scheme to deal with multiple tags in parallel, which
greatly improves the time efficiency of tag authentication.
The main contributions of this paper are threefold.

• We explore a new energy-related fingerprint called
Eingerprint to authenticate passive tags with commodity R-
FID devices. The competitive advantage of Eingerprint is

Figure 1: Alien Squiggle general-purpose RFID tag.

that it is fully compatible with the RFID standard, which
makes it more applicable and scalable for practical use. Be-
sides, it takes the electrical energy as the fingerprint, which
is robust to various environmental conditions.
• We propose a new metric persistence time to indirect-

ly indicate the energy level stored in a tag’s RC circuit. A
select-query based scheme is designed to measure the per-
sistence time by flipping and observing a flag in the tag’s
volatile memory.
• We implement a prototype of Eingerprint in a commer-

cial off-the-shelf RFID system with over 1000 tags. Exten-
sive experiments show that our fingerprinting system is able
to achieve a high accuracy of 97.3% and 99.4% when one
persistence time and three persistence times are used respec-
tively, without any changes to the hardware.

The rest of the paper is organized as follows. Section 2
overviews the fingerprinting model and proposes an energy-
related fingerprint. Section 3 proposes a Gen2-compatible
scheme to derive the fingerprint. Section 4 uses the finger-
print distribution to validate the genuineness of a tag. Sec-
tion 5 evaluates the performance of the fingerprinting system.
Section 6 introduces the related work. Finally, Section 7 con-
cludes this work.

2 Overview

2.1 Fingerprinting Model
Passive tags do not have any built-in power source and are
energized by the electromagnetic RF signals emitted by the
reader. In general, a passive RFID tag consists of two com-
ponents: the tag antenna and the microchip. As shown in Fig.
1, the microchip is usually placed right at the terminals of the
tag antenna. When the RF signals are received by the tag an-
tenna, the voltage developed on antenna terminals powers up
the chip for computing and modulating the backscattered sig-
nal. The passive tag can be equivalent to a resistor-capacitor
(RC) series circuit [38] that is composed of a resistor and a
capacitor.

As a result of manufacturing imperfection, no two tags
could ever have exactly the same microchip; the same idea
applies to the electronic components (the resistor and the ca-
pacitor). If we can detect the difference of these electronic
components among different tags, then we are able to fin-
gerprint each tag from the physical-layer perspective, which
forms the fingerprinting metric of this work. To achieve this
goal, an intuitive solution is to set up an electronic test circuit
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and measure each electronic component manually. This con-
cept works in theory but suffers from three problems in prac-
tice. First, a tag needs to be dissected (physically separating
the microchip from the antenna), which damages the tag’s
structure and function. Second, performing measurements in-
dividually and manually is time consuming, especially when
many tags need to be authenticated. Third, a purpose-built
electronic test platform is needed to measure the chip circuit,
which increases the cost of fingerprinting and is not scalable
in commercial use. Hence, a new fingerprint that is able to re-
flect the attributes of the electronic components is required.

2.2 Fingerprint: Persistence Time
Consider the RC circuit of the microchip. When the tag cap-
tures the energy from the RF signals issued by the reader, it
is actually an RC charging process. The equivalent charging
circuit is shown in Fig. 2(a), where a capacitor Cin in series
with a resistor Rin is connected across a DC battery supply
(the power is obtained from the RF signals). The capacitor
will gradually charge up through the resistor until the voltage
across it reaches the supply voltage of the DC battery, name-
ly, fully charged. According to the Gen2 standard, this charg-
ing process lasts for 2 ms at most. Afterwards, if we remove
the voltage source (e.g., turn off the reader) from the fully
charged circuit, the capacitor that is able to store the electri-
cal energy acts like a small battery and releases the energy
as required. This is referred to as an RC discharging process.
As shown in Fig. 2(b), the capacitor discharges through the
resistance in the opposite direction, which enables the tag to
compute and communicate with the reader. As the discharge
continues, the voltage goes down and there is less discharge
current across the circuit. When the voltage decays to a very
low level that cannot afford the tag to run properly, we say
that the tag is exhausted and out of function. Assume that the
initial supply voltage of the fully charged circuit is Vin and
the minimal voltage that is needed to drive a tag is V0. In the
discharging stage, we refer to the time span from the initial
supply voltage Vin decaying to the voltage threshold V0 as
persistence time, which can be derived as follows:

Tp = Rin×Cin× ln(
Vin

Vin−V0
), (1)

where Rin and Cin are the resistance and capacitance of the
microchip, respectively [38]. In Eq. (1), the V0 voltage thresh-
old is a constant when a tag chip is manufactured. For Vin, it
varies with the available input power and thus depends on the
energy captured by the tag antenna. This would be a variable
in different communication conditions, e.g., different com-
munication distances. To provide a stable voltage to the dig-
ital core, however, the commercial tag is required to carry a
low dropout regulator [38], which uses a voltage reference
block to produce a regulated and constant voltage Vin. Hence,
the persistence time relies on the four constants Rin, Cin, V0,

(a) Charging. (b) Discharging.

Figure 2: RC circuit of a tag’s microchip.

and Vin, which are determined by the hardware of a tag, re-
gardless of the environment factors, e.g., the communication
distance, the tag location, multipath effects. By measuring
the persistence time, we are able to figure out the difference
of tag chips. This forms the basic idea of our method.

The energy-based fingerprint has three competitive advan-
tages. First, any Gen2-compatible readers are able to mea-
sure the persistence time of a commodity tag with no need
for any modifications to the hardware or the firmware. Hence,
implementing and deploying the fingerprinting system is
easy in practice. Second, the persistence time not only ac-
curately reflects the RC circuit of the tag chip but is also
robust to the environment changes (e.g., the communication
distance, the tag location, multipath effects), which is a key
challenge for some PLI work [11, 28]). Third, a commercial
tag has several independent persistence times (different RC
circuits), which form different fingerprints to jointly authen-
ticate the tag, thus making it hard to counterfeit. In spite of
this advancement, measuring the persistence time of a tag is
not easy. Next, we first show the system architecture of our
approach and then detail how to obtain the persistence time
in a Gen2-compatible commodity RFID system.

2.3 System Architecture
In general, the workflow of the fingerprinting system consists
of three steps, which are shown in Fig. 3.

• EPC Identification: The reader interrogates a tag accord-
ing to the Gen2 protocol and checks whether the EPC (i.e.,
tag ID) is identical to the tag to be authenticated. If no, then
the tag is counterfeit. Otherwise, the system moves to the
second step.
• Fingerprint Extraction: This step aims to extract the per-

sistence time of the tag and treats it as the tag’s energy fin-
gerprint. Two key issues need to be solved. First, how can
the persistence time be measured with the commercial RFID
devices? Second, how can the time efficiency be improved
and how can the measurement of multiple tags be conducted
in parallel?
• Genuineness Validation: The system measures the per-

sistence time and validates it with the stored records in the
database. If it passes the authentication, then the tag is con-
sidered a genuine tag; otherwise, it is a counterfeit.
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Figure 3: The workflow of the fingerprinting system.

3 Fingerprint Extraction

3.1 Basic Idea
The basic idea of measuring the persistence time is to build
a fully charged RC circuit and then run the discharging op-
eration. This approach requires the following three steps. As
shown in Fig. 4, first, we turn on the reader and let it issue
the RF signals to energize the tag. Second, after the tag is
fully charged, we cut off the power by turning off the reader;
the discharging process starts. Third, after a period of time
Td , we check whether the tag is exhausted or not. By grad-
ually increasing the time period Td and repeating the above
three steps, we can find a maximum of Td that is guaranteed
to help the tag work properly. This maximum is actually the
persistence time to be measured.

Among above three steps, the first two, turning on and of-
f the reader, are easy to operate. However, examining when
the power of the tag is exhausted with a commodity RFID
system is challenging. To address this problem, we resort to
the volatile memory of a tag. Unlike non-volatile memory
(e.g., NAND flash and solid-state drives), the volatile mem-
ory requires power to maintain the stored information. Once
the power is cut off (or lower than a threshold), the stored
data are quickly lost. In the RFID standard Gen2, we find
a metric inventoried flag, which is a one-bit indicator in a
tag’s volatile memory. By flipping the inventoried flag and
checking its status continuously, we are able to know when
the power of the tag is exhausted. Next, we first introduce the
Gen2 protocol and then detail how to measure the persistence
time based on the RFID standard.

3.2 EPCglobal Gen2 Protocol
The EPCglobal Gen2 (Gen2) protocol is a worldwide UHF
RFID standard that defines the physical interactions and log-
ical operating procedures between the readers and tags [4].
On the basis of Gen2, we highlight the related functions that
we will be involved by Eingerprint below.

Tag Memory. Gen2 standard specifies that the tag memo-
ry is supposed to contain four distinct memory banks (page
44—51 in [4]). MemBank-0 is reserved for kill and ac-
cess passwords if encryption is implemented on the tag.
MemBank-1 stores the electronic product code (EPC), i.e.,
tag ID that is often referred to. MemBank-2 stores TID
that indicates the tag- and manufacturer-specific data at the

Figure 4: Basic idea of fingerprint extraction.

time of manufacture, which is permalocked and unchange-
able. MemBank-3 is user memory that allows customized
data storage. In this work, we need to visit the tag’s ID, so
MemBank-1 is used.

Sessions & Inventoried Flags. Gen2 requires the readers
and tags to provide four sessions (denoted as S0, S1, S2, and
S3). Tags in one of these sessions shall neither use nor modi-
fy an inventoried flag for a different session. This allows two
or more readers to use different sessions to independently in-
ventory a common tag population (in different time slots).
The inventoried flag is actually a one-bit indicator of a tag’s
volatile memory. The binary state of the inventoried flag is
denoted by A and B, respectively, where A is the initial state
as usual. The volatile memory requires power to maintain the
stored information. Once the power is lower than a thresh-
old, the stored data are quickly lost, that is, the inventoried
flag will flip to A when the power of the tag is exhausted, no
matter what the previous state is. According to Gen2, each
session corresponds to an independent inventoried flag that
needs different power levels to maintain its state, so the per-
sistence time of each inventoried flag is different. Table 1
shows the persistence periods of different sessions specified
by the Gen2 protocol. As we can see, when the tag is not en-
ergized, the persistence times of the inventoried flags in S2
and S3 are greater than 2 s. In contrast, the persistence time
in S1 varies between 500 ms and 5 s, and no persistence time
(always in A) is found for S0. This specification provides us
with three persistence times by using the inventoried flags in
S1, S2, and S3. Next, we take the inventoried flag in S1 as an
example to show how our fingerprinting system works; the
two other sessions can be used in the same way.

Select. Select is a mandatory command that is prior to each
inventory round. It allows a reader to choose a specific subset
of tags that participate in the subsequent inventoried round.

Table 1: Persistence time
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Aside from tag selection, the Select command can also assert
or deassert a tag’s selected (SL) flag, or set a tag’s invento-
ried flag to either A or B. These flags are used to determine
whether or not a tag may respond to a reader. Specifically, a
Select command consists six fields.
•MemBank, Mask, Length, Pointer. These four fields joint-

ly determine which tags are matching or not. MemBank spec-
ifies which memory bank is chosen for comparison. As afore-
mentioned, four memory banks are available, MemBank-0,
MemBank-1, MemBank-2, and MemBank-3, which are indi-
cated by 0, 1, 2, and 3, respectively. Pointer indicates the start-
ing position in the chosen memory bank. Length determines
the length of Mask, which is a customized bit string accord-
ing to the user demands. If Mask is the same as the string that
begins at Pointer and ends Length bits later in the memory of
MemBank, then the corresponding tag is matched.
• Target, Action. The field Target indicates the object that

Select will operate, which is either a tag’s SL flag or an inven-
toried flag in any one of four sessions. The sessions are spec-
ified by the Gen2 protocol to fit the case of exclusive read-
ing among multiple readers. Therefore, five different targets
can be chosen. The selection function is actually achieved by
masking the interested tags, setting the matching tags’ inven-
toried flags or SL flag to a specific state while not-matching
tags to opposite, and finally operating the tags with the same
flag state. How to set the inventoried flag and the SL fag is
determined by the Action field. As shown in Table 2, eight
actions are available, where matching and not-matching tags
set their inventoried flags to A or B. By combining Target
and Action, the reader is able to modify the state of the inven-
toried flags or the SL flag for a group of tags. For example,
when the Action is 0, the matching tags are set to A while the
not-matching tags are set to B. The term “do nothing” means
the tags keep their flags unchanged.

Query. Query command starts a new inventory round over
the tag subpopulation, which are chosen by the previous Se-
lect command(s). In the inventory round, the reader will carry
out a frame that consists of some time slots. Each “selected”
tag randomly picks one of these time slots and transmits its
tag ID to the reader in that slot. After a tag is queried by the
reader, it will invert its inventoried flag, i.e., from the state A
to B, or vice versa. Query includes three fields that we would
like to focus on.
• Session, Target. Similar to that in Select, this field Ses-

Table 2: Eight actions of Select.
Action Tag Matching Tag Not-Matching Abbr. 

000 assert SL or inventoried → A  deassert SL or inventoried → B  AB 

001 assert SL or inventoried → A  do nothing  A- 

010 do nothing deassert SL or inventoried → B  -B 

011 negate SL or (A→B, B→A) do nothing S- 

100 deassert SL or inventoried → B  assert SL or inventoried → A BA 

101 deassert SL or inventoried → B do nothing B- 

110 do nothing assert SL or inventoried → A -A 

111 do nothing negate SL or (A→B, B→A) -S 

 

sion in Query specifies one of the four sessions used in the in-
coming inventory round. The field Target determines which
tags will participate in the current inventory round, where 0
indicates the tags with the inventoried flag being A and 1 in-
dicates B.
• Sel. This field consists of two bits that determine which

tags respond to Query: 002 and 012 indicate all matching tags
in the previous Select command; 102 indicates tags with de-
asserted SL flag (∼ SL); and 112 indicates tags with asserted
SL flag (SL).

On the basis of the above Gen2-compatible functions, we
next detail how to jointly utilize the Select and Query com-
mands to measure the persistence time by using the state of
the inventoried flag. The method is called select-query based
measurement.

3.3 Select-Query based Measurement (SQM)
The basic idea is that when the internal energy of a tag is
exhausted, the inventoried flag will move back to the initial
state A for sure, regardless of its previous state. If we set
the tag’s inventoried flag to B and keep the RC circuit ful-
ly charged, then the time period from starting discharging to
the time when the inventoried flag turns to A can be treated
as the persistence time.

3.3.1 Design of SQM

To measure the discharging time, we need to jointly use the S-
elect command and the Query command. According to Gen2,
a Select command can be written as follows:

S( t︸︷︷︸
Target

,

Action︷︸︸︷
a , b︸︷︷︸

Membank

,

Pointer︷︸︸︷
p , l︸︷︷︸

Length

,

Mask︷︸︸︷
k ). (2)

To set a tag’s inventoried flag to B, the reader just needs to
broadcast a Select as follows:

Flag← BA: S(1,4,1,32,96, id), (3)

where t = 1 (0012) means the operating object is set to the in-
ventoried flag in session 1 (S1), a = 4 indicates that the inven-
toried flags of matching tags will be set to B, while those of
not-matching tags will be set to A, (b, p, l,k) = (1,32,96, id)
means the tag’s ID is the same as id is selected (matching).
Note that the first bit of the tag ID starts from the 32nd
bit (p = 32) in MemBank-1, because the first 32 bits are a
protocol-control (PC) word and the tag ID follows behind
the PC word. More details can be seen in [4].

By this means, the target tag is set to B. Now the question
is how long we can obtain a fully charged RC circuit. Gen2
specifies that the charging time should be no longer than 2
ms, which is much less than the time period (about 20 m-
s) for broadcasting a select command. In other words, once
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the select command in 3 is carried out, the target tag has the
inventoried flag being B and also the RC circuit being fully
charged.

Afterwards, we move to the discharging process by turn-
ing off the readers. Given that the tag cannot harvest energy
from the reader anymore, the stored electric energy is con-
sumed gradually. After a period of time Td for discharging,
the reader broadcasts a query command to check whether any
tag with the inventoried flag B exists. The query command is
as follows:

Query B : Q(Session = 1,Target = 1,Sel = 0). (4)

If a tag reply is received, it means that the persistence time of
this tag is longer than Td . In this case, we need to increase Td
by a small step ∆t and repeat the above select-query process
again. For the first time period Td that makes no tag reply,
it is treated as the persistence time to be measured. That is
because no tag reply means that the tag’s inventoried flag
has flipped to A since the power ran out. Note that, for the
session 1 (S1), since the persistence time is bounded between
500 ms to 5 s, we can initialize Td with 500 ms and increases
it gradually until no tag reply occurs.

3.3.2 Multiple Tags

So far, we have discussed how to obtain the persistence time
of a session for a single tag. In a practical scenario, however,
authenticating multiple tags at a time is common. One intu-
itive solution is to fingerprint each tag in sequence, one by
one. This works but suffers from high time latency. To make
SQM more efficient and scalable to the multi-tag case, we
need to deal with multiple tags in parallel.

An important observation is that broadcasting the select
and executing the query operation take only a few millisec-
onds; the majority of the time overhead comes from trying
the waiting period Td . If we can let multiple tags wait con-
currently, the execution time will decline sharply. Following
this idea, we first set all target tags’ inventoried flags to the
state B, instead of individually dealing with one tag at a time.
Afterwards, these target tags move to the discharging process
and the energy is consumed gradually. After a period of time
Td , we query the tags with flag B as is. If a tag does not re-
spond to the reader, its persistence time is Td . This process
repeats until all target tags are measured. In this way, the long
discharging process executes in parallel, which saves a large
amount of time overhead. For example, assume that we fin-
gerprint 10 tags in parallel. We can reduce the waiting peri-
ods by about 90%; the global authentication performance is
much better than the individual authentication performance.

Now the question is how to select a subset of tags and set
their inventoried flags to the state B. Assume there are n tags,
in which m tags are target tags. We can separate these m tags
from the entire tag set via m select commands. The selection
process is executed as follows. We first use the Action = BA

to select the first tag t1, i.e., t1’s inventoried flag is set to B
while others are A. Afterwards, for the ith tag ti, the Action is
set to B−. We use B− because this action will set the match-
ing tag ti to B accordingly but not change the settings of the
previous tags. The commands are shown below.

1⃝ t1← BA : S(2,a = 4,1,32,96, id1)

i⃝ ti← B− : S(2,a = 5,1,32,96, idi), i ∈ [2,m],
(5)

where idi represents the tag ti’s tag ID, a= 5 means the action
B−, which can be seen in Table 2. Besides, by investigating
commodity RFID readers through their data sheets and real
experiments, we find that these readers allow multiple selects
to be broadcast in one transmission, e.g., two by Impinj R420
[2] and four by ALR 9900+ and ALR F800 [1]. With this
function, we are able to fill several selects into a single one,
further saving the communication overhead.

3.4 Enhanced SQM
Although concurrently fingerprinting multiple tags can
sharply shorten the authentication time, a large gap still exists
between SQM and efficient authentication primarily because
that the process of increasingly adjusting the waiting time Td
is time-consuming. For example, assume a tag’s persistence
time is 3 s and the step length is 0.1 s. The waiting time Td
is initialized to 0.5 s and SQM needs to iteratively try 0.5 s,
0.6 s, 0.7 s, ..., 3.0 s. Summing up the overhead of each try,
we have the overall time cost 45.5 s. This time cost is fine for
some applications without real-time requirements. However,
in the applications such as access control systems, this time
is too long to be applicable for practical use.

The basic reason for the low time efficiency is that when
a waiting time Td is examined, we need to reset all tags and
retry the next one. A longer time is needed for checking. If
we can run the measurement within only one waiting time
window, the performance will be improved greatly. Through
extensive experiments, we find that the query command does
not charge the tag in the session S1. In other words, during
the discharging process, we are able to keep querying the
tags, with no need to turn off the reader. Once a tag is queried
by the reader, it will be recharged again.

3.4.1 Design of Enhanced SQM

With these features, the enhanced SQM measures the tag t1’s
persistence time as follows. First, similar to the basic SQM,
the reader broadcasts a select command (see Eq. (3)) with
action BA to set t1’s inventoried flag to B. After that, the dis-
charging process starts and the reader queries the tag with the
flag state being A. The query command is

Query A : Q(Session = 1,Target = 0). (6)

As shown in Fig. 5, during the discharging process, the in-
ternal circuit energizes the tag and keeps the inventoried flag
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B, so the reader cannot receive any response from the tag t1.
When the power level is too low to maintain the information
of the volatile memory, the inventoried flag moves back to the
initial state A. At that time, because the reader keeps query-
ing tags with A, the tag t1 satisfying this condition will reply
to the reader. By observing the time span from the start of
discharging to the tag reply, we are able to derive the persis-
tence time of the tag. Clearly, enhanced SQM does not need
to try different waiting times; only one time window is able
to measure the persistence time, which saves a great num-
ber of overheads. For example, consider the above tag with
3 s persistence time. Enhanced SQM results in great perfor-
mance improvement, reducing the time from 44.5 s to only 3
s, in comparison to the basic SQM.

After responding to the reader, the tag flips its inventoried
flag to B (according to Gen2); meanwhile, the RC circuit is
fully charged. With the reader continuing to query A, the tag
will reply after another persistence time. Hence, if we need
multiple measures of persistence time, we just need to record
each time interval between two adjacent tag responses, which
is shown in Fig. 5. In fact, we can also simplify the enhanced
SQM by removing the select command, that is, the reader di-
rectly enters the inventory stage. By keeping querying tags
with A, the reader is able to get each tag’s replies. The time
interval between any two adjacent tag replies is the tag’s per-
sistence time. In addition, enhanced SQM can be extended
to the multi-tag case, with no need for any modifications to
the measurement process.

3.4.2 Multiple Tags

In spite of advancements, the enhanced SQM faces a new
challenge in which the tags beyond the target tags might have
negative effects on the measurement of the persistence time,
especially when a great number of these tags exist. More
specifically, assume that the tag set is τ and τ′ ⊆ τ is a sub-
set of tags to be authenticated. The problem is that, when we
set the inventoried flags of τ′ to B with the select command,
the tags in τ− τ′ will be set to A. In the follow-up inventory
stage, the reader queries tags with flags being A; these tags
τ−τ′ will attend to respond. As a result, the tags in τ′ cannot
give a prompt reply when their flags move back to A due to
lack of energy. Setting τ− τ′ to B initially does not work ei-
ther because these tags will still reply to the reader after their
power level is lower than a threshold.

To address this problem, we resort to another indicator: SL
flag. As mentioned previously, the SL flag has two states de-
noted by SL and∼ SL. The reader can specify a set of tags in
one of the two states, which will participate in the inventory
round. The SL flag and the inventoried flag are independent
and can be jointly used to remove the interference of τ− τ′.
The solution is to set the target tags τ′ to SL while others
τ− τ′ to ∼ SL. In the inventory stage, we let only the tags
with SL participate in the response. By this means, even if

Figure 5: Enhanced SQM for obtaining the persistence time.

a tag in τ− τ′ is with the inventoried flag A, it has to keep
silent to the command of querying A. Specifically, assume
that τ′ = {t1, t2, ..., tm}. The reader broadcasts the select com-
mands as follows:

1⃝ t1← AB : S(t = 4,0,1,32,96, id1),

i⃝ ti← A− : S(t = 4,1,1,32,96, idi), i ∈ [2,m],
(7)

where Target being set to 4 (t = 4) means that the operating
object of the select is the SL flag. With the above select com-
mands, the SL flags of the tags in τ′ are asserted (SL), where-
as those of tags in τ− τ′ are deasserted (∼ SL). Afterwards,
we move to the inventory stage with the query command:

Query A & SL : Q(1,Target = 0,Sel = 3), (8)

where the fields Sel = 3 and Target = 0 mean that the read-
er queries only the tags with the inventoried flags being A
together with asserted SL. In such a context, only the target
tags of τ′ have the chance to reply; other tags in τ− τ′ are si-
lenced due to ∼ SL. For any target tag, by recording the time
interval between two adjacent replies, we can get its persis-
tence time, which is treated as the energy-related fingerprint.

3.5 Degree of Parallelism

Simultaneous authentication of multiple tags greatly saves
the time overhead. However, this is not free; it lowers the
sampling rate of each tag when measuring its persistence
time. That is because the read throughput of a reader model
(how fast the reader can read the tags) is usually fixed. More
tags correspond to reduced likelihood that a tag is read. A
low sampling rate means a low resolution of measured persis-
tence time, which further affects the authentication accuracy.
To address this problem, we can partition a tag set into sever-
al small subsets if a large number of tags are to be authenti-
cated. Afterwards, we deal with each subset of tags at a time.
The process of fingerprinting a subset of tags can be seen
in Section 3.3.2 (for SQM) and Section 3.4.2 (for enhanced
SQM). This process repeats until all tags are validated. Note
that the degree of parallelism is related to the read throughput
of a reader. High read throughput ensures that more tags can
be fingerprinted simultaneously. The degree of parallelism is
evaluated in Section 5.3.2.
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Figure 6: Gaussian distribution of persistence time.

4 Genuineness Validation

To validate the genuineness of a tag, we need to compare it-
s fingerprints under testing with those in the check-in stage.
In this work, we take the distribution of the persistence time
as the metric to perform the comparison. Intuitively, if a tag
under testing is genuine, then its persistence time should fol-
low the same distribution as its genuine records. Given a
newly measured set X ′ of the persistence time and a genuine
record X , the task of genuineness validation is reduced to ver-
ify whether X ′ and X follow the same distribution.

Now, we set up an RFID system that contains 1000 tags
with eight different models supplied by three leading RFID
companies: Alien [1], NXP [3], and Impinj [2]. For each tag,
we run the enhanced SQM to obtain at least 20 measures of
the persistence time. In Fig. 6(a), we randomly pick a tag
and plot its persistence time. As we can see, the persistence
time is likely to be a Gaussian distribution. We validate this
conclusion through a quantile-quantile (Q-Q) plot, which is
widely used to compare the similarity between two probabil-
ity distributions. If two compared distributions are similar,
then the points in the Q-Q plot will nearly lie on a line. As
shown in Fig. 6(b), we compare the persistence time with the
standard normal distribution. Clearly, the plots almost form
a straight line, suggesting that the persistence time follows a
Gaussian distribution.

In statistics, t-test is most commonly applied to determine
whether the means of two sets of data with Gaussian distri-
bution are significantly different from each other. Suppose
the recorded data X follows a Gaussian distribution N(µ,δ2)
and the data X ′ under testing follows a Gaussian distribution
N(µ′,δ′2). If the tag is a genuine tag, then µ′ and δ′2 are sup-
posed to be very close to µ and δ2, respectively. According
to t-distribution, the mean value X̄ ′ shall be

f (X̄ ′) =
X̄ ′−µ
δ/
√

n
. (9)

The t-test uses the significance level p as a threshold to de-
termine whether or not accept X̄ ′. The significance level p
belongs to the interval [0, 1] and is typically set to 0.05 or
less [23]. The setting of p will be discussed in Section 5.3.1.

Note that if the persistence time does not follow nor-
mal distribution, we can resort to a non-parametric test,

Figure 7: System deployment.

e.g., Wilcoxon rank-sum test, which is valid for both non-
normally distributed data and normally distributed data.

5 Implementation & Evaluation

In this section, we implement a prototype of Eingerprint in
a commodity RFID system. On the basis of this system,
we evaluate the performance of Eingerprint through exten-
sive experiments in terms of the robustness to environmental
changes and authentication accuracy.

5.1 System Deployment

The system setup is shown in Fig. 7. Two reader models,
ALR-F800 and ALR-9900+ supplied by Alien [1], are em-
ployed in our experiment without any modifications to the
hardware or the firmware. The reader is connected to a direc-
tional antenna (Laird S9028 [14], with a gain of 8.5 dBi) and
operates at around 920 MHz. Over 1000 tags with 8 tag mod-
els are used in total. The model ALN-9634 [1] is adopted
as the default in the experiments without explicit instruction-
s. The development software of the fingerprinting system is
Java, which adopts the Low-Level Reader Protocol (LLRP),
specified by EPCglobal in its EPC Gen2 standard, to com-
municate. The host computer is a laptop with an Intel Core
i5-8250U 1.8 GHz CPU and 8 GB RAM.

5.2 Impact of Environmental Factors

Resilience to environmental conditions is where Eingerprint
shines, which is a basis for practical use. In this subsec-
tion, we investigate the impact of environmental factors on
the measure of the persistence time, including the commu-
nication distance, tag orientation, communication frequency,
transmit power, and temperature. All results are evaluated
based on the inventoried flag in session 1 (S1) without ex-
plicit instructions. Similar conclusions can also be drawn in
session 2 (S2) and session 3 (S3).

Distance. The communication distance between a reader
and a tag is well known to have a great impact on the RF sig-
nals, e.g., RSSI or the phase value. To investigate the impact
of the distance on Eingerprint, we vary the distance d and
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tation.

observe the changes in CDFs of persistence times. In this ex-
periment, four distances are tested, where d1 =0.6 m, d2 =1.2
m, d3 =1.8 m, and d4 =2.4 m. As shown in Fig. 8, we can
see that the CDFs are very close to each other and the mean-
s of the persistence times under the four distances are 2.797
s, 2.801 s, 2.804 s, and 2.787 s, respectively. These positive
results demonstrate that the distance between a reader and a
tag has little effect on the energy-related fingerprint.

Tag orientation. In some existing RF-based work [10,35],
the authentication accuracy largely depends on the tag orien-
tation. In Fig. 9, we observe the persistence time of a tag un-
der different rotation angles, i.e., 0◦,30◦,60◦, 90◦. The means
of the measured persistence times are 2.817 s, 2.818 s, 2.814
s, and 2.814 s, respectively, corresponding to the four rota-
tion angles. Similarly, the consistent results indicate that our
energy-related fingerprint remains stable, regardless of the
tag’s rotation angles.

RF channels. A typical UHF reader has 16 channels work-
ing at 920—924 MHz ISM band. RF phase values, a wide-
ly used metric for RF fingerprinting, heavily rely on the R-
F channels. To examine whether the channel affects the sta-
bility of Eingerprint, we extract the persistence time from a
tag under four different channels, where channel1 = 920.625
MHz, channel2 = 921.625 MHz, channel3 = 922.625 MHz,
channel4 = 923.625 MHz. Fig. 10 shows the CDFs of the
persistence times under the four channels. The close results
demonstrate that the energy-related fingerprint is resistant to
the communication channel.

Transmit power. Next, we examine the effect of the trans-
mit power of the reader. In this experiment, we set the trans-
mit power to 30 dBm, 26 dBm, 22 dBm, and 18 dBm respec-
tively, and observe its impact on persistence time. As shown
in Fig. 11, the CDFs of the persistence times under different
transmit powers approach to each other. The positive results
demonstrate that the transmit power has little impact on the
energy-related fingerprint.

Temperature. In this experiment, we study the impact of
the temperature on the persistence time. Four temperatures
are investigated, three of which are close to each other (20
◦C, 21 ◦C, 22 ◦C) and another is much higher (30 ◦C). Fig.
12 shows the CDFs of the persistence time under these four
temperatures. As we can see, the three CDFs of temperatures
20 ◦C, 21 ◦C, 22 ◦C are similar, while that of 30 ◦C is differ-
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Figure 11: Impact of transmit
power.

ent from the others’. This result indicates that the tempera-
ture has an impact on the persistence time. If the temperature
change is slight, the impact could be negligible. Otherwise,
we need to take the temperature into account if it varies con-
siderably. This accords with the theory as temperature could
affect the resistance and capacitance of electronic compo-
nents. In fact, it is a blessing in disguise to some extent: each
temperature corresponds to a fingerprint, which provides us
with more fingerprints and higher authentication accuracy.

On top of the above experiments, we draw the conclusion
that the energy-related fingerprint is resistant to various en-
vironmental conditions, including communication distance,
tag orientation, communication frequency, and transmit pow-
er, except for the temperature.

5.3 Authentication Performance
In the experiments, three widely used metrics are applied to
evaluate the authentication performance of Eingerprint, in-
cluding false acceptance rate (FAR), false rejection rate (FR-
R), and authentication accuracy. FAR indicates the likelihood
that the system will incorrectly accept a counterfeit. FRR in-
dicates the likelihood that the system will fail to accept a gen-
uine tag. For each experiment, we randomly pick two tags
from 200 tags and treat one of them as a genuine tag and the
other as a counterfeit. By checking whether each of them is
genuine or not, we can record the number of correct checks.
Repeating the above experiment 500 times, we derive the au-
thentication accuracy that is equal to the ratio of the number
of correct checks to the number of tests in total.

5.3.1 Significance Level

Eingerprint utilizes the significance level (threshold), denot-
ed by p, to determine whether a testing fingerprint is valid or
not. A large p is likely to reject a valid tag, leading to a high
FRR, while a small p cannot figure out friend (genuine tag)
or foe (counterfeit), increasing FAR. This dilemma requires a
proper value of p to balance FRR and FAR. We extract finger-
prints from 200 tags and respectively compute FRR and FAR
under various p, which ranges from 0.01 to 0.06. As shown
in Fig. 13, we set the value p to the value that corresponds
to the intersect point of the two curves of FRR and FAR, i.e.,
p = 0.03, which is used in the following experiments.
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5.3.2 Authentication Accuracy

We now compare the authentication accuracy of Eingerprint
with the state-of-the-art, including Butterfly [11], GenePrint
[10], spectral feature (SP) [35], and time interval error togeth-
er with the average base band power (TIE+ABP) [35]. Two
cases are taken into account. In case 1, the tags are registered
and authenticated at the same position. In case 2, the tags are
registered and authenticated in different rooms. As shown
in Fig. 14, all methods achieve a high authentication accu-
racy in case 1. However, the environmental changes in case
2 have a great impact on the performance of existing work.
For example, the accuracy of SP drops sharply from 100% to
37.6%. By contrast, Eingerprint is resistant to these changes;
the authentication accuracy in case 2 reaches 96.2%. Einger-
print is also more scalable than these approaches, which re-
quire a purpose-built device to measure the RF signals and
cannot be deployed in a commercial RFID system. Notably,
we just use one session to do the authentication. If more ses-
sions are taken into account, the accuracy will be further im-
proved, which will be shown next.

Selection of sessions. According to the Gen2 standard,
three sessions with different persistence times can be used
for tag authentication: session 1 (S1), session 2 (S2), and ses-
sion 3 (S3). As shown in Table 3, we increasingly use these
three sessions. The authentication accuracy improves as the
number of sessions increases. This result is intuitive because
more fingerprints reduce the probability that the system in-
correctly accepts a counterfeit. Using multiple sessions, how-
ever, increases the authentication time. Hence, it is a trade-off

Table 3: Accuracy with different sessions

S1 S1+S3 S1+S2+S3
Accuracy 97.3% 98.3% 99.4%
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between the accuracy and the time efficiency.

Multiple tags. We now study the performance of Einger-
print when authenticating multiple tags concurrently. We ran-
domly choose 6, 8, 10, 15, 20, and 25 tags from 200 tags and
authenticate them concurrently. As shown in Fig. 15, FRR
sees a sharp rise as the number of tags increases because the
large number lowers the sampling rate of each tag, which fur-
ther lowers the resolution of the measured persistence time.
In other words, the same tag is likely to have some persis-
tence times apart from each other due to the low resolution,
which increases the probability that a genuine tag is reject-
ed. In contrast, the number of tags has a much lower impact
on FAR because the same tag still more easily has similar
persistence times than others even though the resolution is
low. In addition, we can see that our method has potential in
validating multiple tags in parallel. For example, when fin-
gerprinting 10 tags, the FRR is 7.2%, the FAR is 2.3%, and
the authentication accuracy is 95.2%. We assert that the de-
gree of parallelism is related to how fast a reader can read
tags. In this experiment, the read throughput of the reader is
about 150 tags/s. If a faster reader is adopted, then the degree
of parallelism could be higher.

Device diversity. In practice, using different devices to
register and validate tags is common. To study the impact of
device diversity, four readers are used, namely, three ALR-
F800 readers and an ALR-9900+ reader. In the experimen-
t, we first register 200 tags with an ALR-F800 reader and
then validate the tags with the other three readers. As shown
in Fig. 16, the authentication accuracy remains almost un-
changed, regardless of which reader is used. This experimen-
tal result shows that device diversity has little impact on the
performance of Eingerprint.

Tag model. We further study the performance of Einger-
print on different tag models. In the experiment, we test eight
tag models from three leading RFID tag providers, which are
Alien [1], NXP [3], and Impinj [2]. As shown in Table 4,
Eingerprint achieves a high authentication accuracy (>94%)
on all Alien and NXP tags. However, for Impinj tags, the ac-
curacy experiences a sharp drop. By checking the persistence
time, we find that the difference of persistence times of Im-
pinj tags is much smaller than that of the other two. Hence,
we recommend using Alien tags or NXP tags if tag authenti-
cation is required.
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6 Related Work

Existing studies on RFID authentication can be divided in-
to two categories: cryptographic-based approach [5, 8, 9, 18,
19, 32] and physical-layer identification (PLI) [6, 7, 10–12,
21, 26, 29, 31, 35–37, 40]. The former uses cryptographic
technique to protect the communication between reader and
tags against eavesdropping. However, existing cryptographic-
based approaches suffer from two limitations. First, some
cryptographic algorithms require high computation over-
head, which is too heavy to be afforded by a passive tag [8].
Besides, it increases the cost of a passive tag as well as re-
duces the communication range between a reader and a tag.
Second, some cryptographic-based methods are vulnerable
to protocol-layer attacks, such as reverse engineering, side-
channel, replay attack, and cloning [18, 32].

PLI is commonly referred to as RF fingerprinting, which
utilizes the physical-layer information to identify digital de-
vices. PLI has two advantages over cryptographic-based
methods. First, the feature from the physical layer is u-
nique and unpredictable, such that it can provide high secu-
rity guarantees against various protocol-layer attacks. Sec-
ond, no hardware or firmware upgrades on existing system-
s are required. Existing PLI work generally has three cate-
gories: location-based RF fingerprinting (LRF) [26, 31, 37],
transient-based and preamble-based RF fingerprinting (TPF)
[7, 10, 11, 29], and modulation error-based RF fingerprinting
(MEF) [6, 12, 35].

LRF takes the location information as the fingerprint to
authenticate a target, which works but strongly relies on the
target’s location. TPF fingerprints a device through the u-
niqueness of a certain fixed segment extracted from its tran-
sition signals and preamble signals [7, 10, 11, 29]. Since the
transient-based and preamble-based features are always de-
rived by spectral transformations, this approach is sensitive
to environmental changes [29, 39]. MEF fingerprints a de-
vice through the modulation errors caused by hardware im-
perfection, such as SYNC correlation [6], carrier frequency
offset [12], and time interval errors [35], which is channel-
robust but usually requires a purpose-built device (e.g., USR-
P) to acquire fine-gain signal features and is thus not scalable
to a commodity RFID system.

Table 4: Performance on different tag models

Company Chip Model Accuracy

Alien
Higgs 3 ALN-9634 97.3%
Higgs 4 ALN-9740 96.9%
Higgs EC ALN-9830 96.6%

NXP
Ucode G2iL MiniWeb 94.4%
Ucode G2iM AD-380iM 94.9%
Ucode 8 AD-238U8 94.2%

Impinj Monza 4 H47 77.8%
Monza R6 BLING 80.4%

7 Conclusion

In this paper, we propose a robust RFID authentication
scheme by using an energy-related fingerprint. The basic
idea is using the electric energy stored in a tag’s circuit rather
than RF signals as the fingerprint, which is resistant to the en-
vironmental changes. Directly measuring the tag’s circuit to
obtain the stored energy is impractical. Instead, we find an
equivalent metric, namely, persistence time, that can reflect
the circuit diversity indirectly. We design a Gen2-compatible
select-query method to measure the persistence time. After-
wards, we use a t-test based model to validate the genuine-
ness of a tag. We set up a prototype of the fingerprinting sys-
tem, and extensive experiment results show that our system
is able to achieve a high authentication accuracy of 99.4%,
regardless of environmental conditions and without any hard-
ware or firmware modifications.
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