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Agenda

e Setup description

e Compromising secret using demo DXE malicious
driver

e Using measured boot and TPM sealing
capabilities to prevent the attack

o Q&A
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Creating a secret

Ubuntu 20.10 sealingdemo ttyl

mo login: e

ntation: http
= ht
ht

ot list --up

on ttyl
TENT PART I: LISA21 TPM SEALING DEMO" >flag.twxt
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Malware at work

[FbM] Locating handle for FileSystem protocol

[FbM] Could wot open FileSystem protocol on handle 0, trying next
[FbM] secret found:TOP SECRET CONTENT PART I: LISAZ1 TPM SEALING DEMO
[FbM] Running DHCPu4 2

[FbM] Dhcp4 starting

[FbM] Interface name is: ethO

[FbM] Sending the secret to external host

[FbM]l HTTP Request successful, getting response
[FbM] ReadyToBoot dome

BdsDxe: loading Boot0007 "ubuntu" from HD(1,GPT,DEA400E6-5F8A-4D34-ACB3-BIBBAE3A
6065, 0x800,0x100000) /AEFI\ubuntu\shimnxb4.efi

BdsDxe: starting Boot0007 “"ubuntu"” from HD(1,GPT,DER400E6-5F8A-4D34-ACB3-BIBBAE3
ABO6S, 0xB00 , 0x100000) AAEFI\ubuntu\shinxbd . ef i Mgl

B Open Platiorm Firmware Development

Data: TOP SECRET CONTENT P : LISA21 TPM SEALING DEMO
, 1 08:57:08] "POST / HTTP/1.1" 200 -




Example malicious DXE driver

Created using EDK I

~700 LOCinC

DHCPv4/v6 support

Ext2/3/4 filesystem support

~ 16Kb compiled, and ~200Kb of support DXE
drivers (libraries)

e Tested on real hardware



EDK I

e Open Source firmware development environment
e Among other things, allows to build UEFI DXE drivers
e Used to build our “demo malware”



Could Secure Boot help?

e Yes, in some cases...

e Doesn’t scale well - flash memory bitflips and human
errors can cause big problems

e How to make sure that it's enabled and uses a right key?
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Measured boot

func extendHash(current_value, extension) {
. The last t
return SHA256(current_value | SHA256(extension)) < chain depends.

} on all previous ones,
starting from the initial
‘00000...00000000’ // Well known start value value
startValue measurement1 measurement2 measurement3 measurement4
Extend Extend Extend Extend Extend
Calculate Calculate Calculate Calculate
Hash S stem Hash BOOt Hash Hash
299 oY Kernel rootfs —
firmware loader

Execution flow >
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Trusted Platform Module

e Hardware storage of
measurements - Platform
Configuration Registers (PCRs)

e Allows only “extension”, there is
no way to change PCR values
directly

e Is able to export and sign list of
PCR values - create a “Quote”

e Has a unique identity which
allows to check if the Quote
came from a real chip
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Measured boot with sealing approach

Do remote attestation

Deliver the secret to the system

Seal the secret to the “authorize” policy

Check that the system state during sealing matches the one after

attestation

e Deliver a signed policy which allows the secret to be unsealed only
in a known good state

e Use the signed policy to unseal the secret after system reboots
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Measured boot with sealing approach

Do remote attestation

Deliver the secret to the system

Seal the secret to the “authorize” policy

Check that the system state during sealing matches the one after
attestation

Deliver a signed policy which allows the secret to be unsealed only
in a known good state

Use the signed policy to unseal the secret after system reboots

These we will demonstrate
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Generation of policy signing key

rsa -out priv.pem 2048

.pem -out pub.pem -pubout

C 0 -u pub.pem -c key.ctx -n pub.name

mospolic
2 wuh pem
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Authorize policy creation

-L authorized.policy -n ./policy_signing_keyspub.name

oM —? auth.ctx
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Sealing the secret

dHnmi tpmZ_createek

_demo% tpmZ_startauthsession -—UﬂliF: session -5 auth.ctx

_demo$ tpmZ_polic -5 1HTh |T \
8d46a5d724fds2d76e06520b6

ealing_demo$ echo "TOP SECRET CONTENT PART II: LISA21 TPM SEALING DEMO" | tpm2_create -¢ sha256 -u secret.pu

-i- -C ek.ctx -L authorized.policy -P "'session:auth.ctx

raw: 0xh
attribut
value: fixedtpm|fixedparent
raw: 0x12
type:
value: edhash
rau . |_| |_|
algorithm:
value: null
raw: 0x10
09h8ccaeld? : d
1HThH[l HTlHH policy EPSHTQT 74c4b
Fll“.dgmg' ealing_demo%$ tpmz_flushcontext auth.ctx
i ling_demo% 1s
d.policy ek.ctx secret.priv secret.pub
alingdemo:"/sealing_demo$ rm -f auth.ctx ek.ctx authorized.policy
alingdemo: lin= deHE 1s
C secret.pub

EdkE@SEaliﬂngmDZNIJEdllng_dEmuf




Is it really encrypted? :)

af 1d
dibh dBel
C

al ; E; 0
aling_demo$ _
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Creating PCR policy

TODO

Obtain PCR values, which match a desired system state.
Generate the PCR policy

Sign it with the policy signing key

Deliver to the system
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Creating PCR policy

0%
0% tpmZ_pcrread -o por.dat “shal:0"

t
5c94 f136 Ud..QUO.._..%..6

nature pcro.shal.po

secret.priv  secret.pub

e -f auth.ct
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Unseal the secret

TODO

Verify policy signature

Satisfy PCR policy

Satisfy Authorize policy

Load the sealed secret to TPM
Actually unseal the secret
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Unseal the secret

Verify PCR policy signature

el ir 1 0% tpm "Na ) -U L/ : igning y/pub.pem -c psk.cix

nal.policy -s pcr_policy nature -t wverifi

ret.priv secret.pub verification.tkt

./policy_signing_keyspub.name -t wverifi

verification.tkt
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Unseal the secret
Load sealed secret to TPM

k_auth.ctx

~et.priv -c secret.cix -P session:ek_auth.ctx

bf 78

.policy
aling_demo% rm -f ek_auth.ctx

secret.priv  secret.pub werification.tkt
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Boot with malicious firmware and try to satisfy policies

galingdemo:
lingdemo:
ecB27esdc 4euth+ladp.'A
emo ﬂgtﬂll“é _demo® Tpm__pullluduThHrlfH

fanl 'Esys FnllluHuThmrl

_PolicyAuthorize.c lm

cyfuthorize(ox1C4) - tpm: ﬂ1r1mETEr|lJ
: Could not build tpm authorized policy
Unable to run tpmZ_policyauthorize

S dHTh FT~ -1 pcro.shal.policy -n ./

policy_signing_keyspub.name -t wverifi

EJuJ FullluHuThurl el Edu_ Flnl h ErrﬂrLDdE [0

value is out of range or

sC U

ealingdemo:™ ”“Pﬁllne deHE Tpm_ +lH hEDnTH~T auth.ctx

ling dpmn:

ead -0 pcr.

: Ox5564B9D0251554FC4DBSFEE1D5C94F 1360EATESLF
ealingdemo:~/sealing_demo® th pcr.dat
: 5564 h9dZz 5155 4fcd dhsf
: Oea? e5if
__;_lingdemn:”fsealing_demn$ 1s
secret.priv SECPEt.pub
ealing_demo$ tpmZ_startauthsessio
lln= _demo$ tpmZ_policypcr

llndemu:“

_jjl I:]j*‘-llh‘-l jl |Ij|1dhlli| |1'|_| _|L|E| |f|t| _H_I L

8hid S5c94 {136 Ud.

dat "shal:0

U0

auth.ctx
. -1 shatl:0 -f
2a3h65

is not correct for

the FHHTHA




Questions time
Happy sealing! :)

Dmitrii Potoskuev [dpotoskuev@fb.com]
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