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Protecting system integrity 
with Trusted Platform Module
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Agenda

● Setup description
● Compromising secret using demo DXE malicious 

driver
● Using measured boot and TPM sealing 

capabilities to prevent the attack
● Q&A
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Setup

Docker container
Qemu Linux VM

Ext4 root partition

OVMF
TAP net

swtpm Unix socket

DHCPv4
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Creating a secret
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Setup

Docker container
Qemu Linux VM
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Malware DXE driver
Http server
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Malware at work
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Example malicious DXE driver

● Created using EDK II
● ~ 700 LOC in C
● DHCPv4/v6 support
● Ext2/3/4 filesystem support
● ~ 16Kb compiled, and ~200Kb of support DXE 

drivers (libraries)
● Tested on real hardware
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EDK II

● Open Source firmware development environment 
● Among other things, allows to build UEFI DXE drivers
● Used  to build our “demo malware”
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Could Secure Boot help?

● Yes, in some cases...
● Doesn’t scale well - flash memory bitflips and human 

errors can cause big problems
● How to make sure that it’s enabled and uses a right key? 
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Measured boot

System 
firmware??? Boot 

loader Kernel rootfs

...
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func extendHash(current_value, extension) {
    return SHA256(current_value | SHA256(extension))
}

Execution flow

startValue measurement1
Extend

Calculate
Hash

Calculate
Hash

Calculate
Hash

Calculate
Hash

Extend Extend Extend Extend

measurement2 measurement3 measurement4

The last measurement 
in the chain depends 
on all previous ones, 
starting from the initial 
value‘00000...00000000’ // Well known start value
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Trusted Platform Module

● Hardware storage of 
measurements - Platform 
Configuration Registers (PCRs)

● Allows only “extension”, there is 
no way to change PCR values 
directly

● Is able to export and sign list of 
PCR values - create a “Quote”

● Has a unique identity which 
allows to check if the Quote 
came from a real chip
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Measured boot with sealing approach

● Do remote attestation 
● Deliver the secret to the system 
● Seal the secret to the “authorize” policy
● Check that the system state during sealing matches the one after 

attestation 
● Deliver a signed policy which allows the secret to be unsealed only 

in a known good state 
● Use the signed policy to unseal the secret after system reboots
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Measured boot with sealing approach

These we will demonstrate
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● Do remote attestation 
● Deliver the secret to the system 
● Seal the secret to the “authorize” policy
● Check that the system state during sealing matches the one after 

attestation 
● Deliver a signed policy which allows the secret to be unsealed only 

in a known good state 
● Use the signed policy to unseal the secret after system reboots



Generation of policy signing key
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Authorize policy creation
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Sealing the secret
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Is it really encrypted? :)
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Creating PCR policy

TODO

● Obtain PCR values, which match a desired system state. 
● Generate the PCR policy
● Sign it with the policy signing key
● Deliver to the system
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Creating PCR policy
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Unseal the secret

TODO

● Verify policy signature
● Satisfy PCR policy
● Satisfy Authorize policy
● Load the sealed secret to TPM
● Actually unseal the secret
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Unseal the secret
Verify PCR policy signature

Satisfy PCR and authorize policies
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Unseal the secret
Load sealed secret to TPM

Unseal the secret
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Boot with malicious firmware and try to satisfy policies
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Questions time
Happy sealing! :)

Dmitrii Potoskuev [dpotoskuev@fb.com]
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