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The Private/Public Cloud

Great scalability

Extremely bloatedEasy to use

Multitude of services

On all or most of the time

Bad for the environment



We need to debloat our VMs
We need to stop idle VMs



Made of...
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The Problem Part 1: Size
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The Problem Part 2: Time



Specialization = High Efficiency



Unikernels = Specialized Virtual Machines

GOALS
• Easy to build and run
• Easy or no app porting
• Great performance



Unikernel Power
▌Fast start/stop/migration times

l 10s of milliseconds or less (and as little as 2.3ms)
REFS: LigthVM [Manco SOSP 2017], Jitsu [Madhvapeddy, NSDI 2015]

▌Low memory footprint
l Few MBs of RAM or less

REFS: ClickOS [Martins NSDI 2014], Unikraft [Kuenzer, Eurosys 2021. Best Paper Award]

▌High density
l 8k guests on a singlex86  server

REFS: LigthVM [Manco SOSP 2017]

▌High Performance
l ~300K reqs/sec nginx with a single guest CPU

REFS: Unikraft [Kuenzer, Eurosys 2021. Best Paper Award], Elastic CDNs [Kuenzer VEE 2017]

▌Security Features
l Small trusted compute base
l Strong isolation by hypervisor
l Per-library isolation
REFS: FlexOS [Lefeuvre HotOS 2021], CubicleOS [Sartakov ASPLOS 2021]) 



Unikernels in One Slide

Web	server

General Purpose OS (e.g., Linux)

3rd party	
libraries

OS
libraries

OS
kernel

Web	server

Unikernel
Lots of devel time!



How do we transparently build
efficient and POSIX-compliant

unikernels?



Design Principles

1. Fully modular kernel

2. Provide high performance specialized APIs
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Why not Linux?
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Unikraft is built from scratch to be fully modular
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Doing it with existing unikernels?

(1) Require significant expert work to build

(2) They are often non-POSIX compliant

(3) The (uni)kernels are still monolithic

Unikraft is built from scratch (with borrowing)



Design Principles

1. Fully modular kernel

2. Provide high performance specialized APIs



application

glibc

POSIX sockets

network
stack

High-perf API

UDP

Specialized API Example



application
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Application Binary
(unmodified ELF)

POSIX Compatibility – Two Approaches

Application Sources 
(object files, native build)

libc (musl) ELF reader/loader

AUTO PORTING BINARY COMPATIBILITY

syscall shim layer

syscalls

trap syscall

musl
link obj files

closed
source

open
sources



What about syscall support?



Syscall Support

146 syscalls currently supported

Eurosys 2016

Linux: ~350 syscalls



Syscall Support
Top 30 Debian Popcon Apps
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(ongoing)

What Unikraft Supports (sample)

(ongoing)



GOALS
• Easy to build and run
• Easy or no app porting
• Great performance



Does autoporting sacrifice performance?



SQLite: Manual vs. Auto Port

Linux
(native)

newlib
(native)
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musl
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time for 60K insertions

Autoporting doesn’t negatively affect performance
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Image Sizes vs. other Projects
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Unikraft Boot Times
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Minimum Memory Requirements
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nginx Throughput
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Redis Performance
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Boot Times - Different Allocators
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Redis Throughput
Different Allocators
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Specialized APIs
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Filesystem Specialization – SHFS
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on the







M3.large M3.large M3.large M3.medium

2X
throughput
(reqs/sec)

50% 
more efficient



Our bill in dollars:
• $87.70 Linux/Debian
• $43.80 Unikraft

= 50%
savings



Xen-based

Unikraft on GCP

KVM-based KVM-based Hyper-V (upcoming)



Ecosystem - kraft
Define, configure, build and run Unikraft unikernels.



• Easily manage multiple libraries 
from different sources

• Quickly access updates and 
change between versions

• Automatically download 
application source dependencies



Retrieve stable and latest 
versions with pre-built 
source files

(no need to compile 
everything from scratch)



And Much More!



Perform your Unikraft 
builds directly via

your Cloud Foundry 
infrastructure

Deploy extremely 
efficient Unikraft images 

seamlessly on your 
Kubernetes cluster

Monitor your Unikraft 
instances through a 
standard monitoring 

platform

Towards Seamless 
Integration & Deployment

BOSH

ongoing ongoing

KUBERNETES PROMETHEUS

planned



Open Source Project



2017 2019 2020 2021

Internal
launch

2018

Public
launch

Hypervisor 
and 

baremetal
support

Polyglot
support

Framework 
integration

Transparent 
Scalability

Project History





Best Paper Award (ACM EuroSys Chapter)

26th – 28th APRIL 2021 | VIRTUAL | 16th EUROPEAN CONFERENCE ON COMPUTER SYSTEMS (EuroSys)

Simon Kuenzer (NEC), Vlad-Andrei Bădoiu (UPB), Hugo Lefeuvre (UoM), Sharan Santhanam 
(NEC), Alexander Jung (LU), Gaulthier Gain (UL), Cyril Soldani (UL), Costin Lupu
(UPB), Stefan Teodorescu (UPB), Costi Răducanu (UPB), Cristian Banu (UPB), Laurent 

Mathy (UL), Răzvan Deaconescu (UPB), Costin Raiciu (UPB), Felipe Huici (NEC)

UniKraft: Fast, Specialized Unikernels the Easy Way

Pramod Bhatotia and Antonio Barbalace
General Chairs 

Lorenzo Alvisi and Cristian Cadar
Program Committee Chairs



All our experiments are open and reproducible:
github.com/unikraft/eurosys21-artifacts



Info: https://unikraft.org/
Code: https://github.com/unikraft
Reproduce: https://github.com/unikraft/eurosys21-artifacts

High performance POSIX unikernels are now a reality!

felipe.huici@neclab.eu

https://unikraft.org/
https://github.com/unikraft
https://github.com/unikraft/eurosys21-artifacts

