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e Threat model like DoT/DoH

RFC 7830: The EDNS(0) Padding Option
RFC 8467: Padding Policies for Extension Mechanisms for DNS (EDNS(0))
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e k-NN with Edit-Distance
— Customized weights

e Simple Neural Network

RFC 7830: The EDNS(0) Padding Option
RFC 8467: Padding Policies for Extension Mechanisms for DNS (EDNS(0))
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Evaluation: Closed World

* Adversary knows all websites
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Evaluation: Subpage-Agnostic Domain Classification
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Evaluation: Subpage-Agnostic Domain Classification

Index page + 50 random
19.1 % vs. 4.7 % error
Better on 15/ 18 domains
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* Timing Defenses

— Constant-Rate

— Adaptive Padding’

' Shmatikov and Wang, “Timing analysis in low-latency mix networks: Attacks and defenses.” 2006
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Evaluation: Closed World

* Adversary knows all websites

* Dataset
— Tranco List
= 9235 websites / 10 sequences
= Pi: 7699 websites / 4 sequences
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Countermeasures: Overheads
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Conclusion

Privacy of DNS Evaluation: Closed World
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