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Abstract

Cryptographic guess-and-determine (GD) attacks are oc-
casionally mentioned in the literature, but most arti-
cles describe conceptual attack optimization while im-
plementation details are seldom discussed. Therefore,
we present in this paper not only a conceptual attack op-
timization, but also a fully detailed design strategy to op-
timize a general bit-sliced exhaustive search implemen-
tation. To demonstrate the applicability of our contribu-
tion we present a highly optimized practical brute-force
attack on the Hitag2 stream cipher using a guess-and-
determine approach. Our implementation explores the
full 48-bit search space on a consumer desktop PC with
one GPU in approximately 1 minute. The work is specif-
ically effective to recover secret keys from the widely
deployed Hitag2 Remote Keyless Entry (RKE) system.
Compared to the most practical Hitag2 RKE attack pub-
lished in the literature, our implementation is more than
500 times faster. Furthermore, our approach has a 100%
success rate with only two captured RF frames and is ex-
tremely practical compared to previously published un-
realistic sat-solver, cube cryptanalysis and correlation at-
tacks which require hundreds of traces or truly random
nonces. We fully release our source code as reference
material for related research in the future.

1 Introduction

Despite well-known historical recommendations in the
literature [22, 1, 14], several widely deployed bit-wise
stream cipher based crypto systems [10, 15, 35, 25, 11,
8, 33] do not use their complete internal state to com-
pute a keystream bit. This weakness exposes a cipher to
a guess-and-determine (GD) attack. During such an at-
tack the adversary initially guesses only a partial internal
cipher state and evaluates the produced output bit against
the observed keystream bit to determine if the guess was
correct. As each cipher step halves (on average) the set of

all possible internal state candidates, by propagating this
information over several cipher steps an incremental ap-
proach can be found to reduce the overall computational
attack complexity.

Contribution Our contribution in this paper is three-
fold. Firstly, we explore some conceptual optimization
strategies to improve on the straight-forward guess-and-
determine approach. Secondly, we discuss attack imple-
mentation limitations and their impact on performance.
Finally, we verify our optimization efficiency by bench-
marking the execution performance on consumer-grade
hardware.

We present our initial solution as generally as possible,
after which we explore several strategies to optimize the
algorithm’s implementation for modern consumer desk-
top machines. In each iteration our solution remains fa-
vorable to parallel computation and scales linearly over
execution units. We demonstrate how these general algo-
rithmic optimizations are applicable to accelerate crypt-
analytic attacks.

Usability To demonstrate the usability and efficiency
of our optimizations we apply them on a practical use-
case. For this we selected from the literature a recently
proposed cryptographic attack that performs a computa-
tionally hard exhaustive search. The cryptographic at-
tack we choose to implement is described in the paper by
Benadjila et. al. [2], published at Usenix WOOT 2017,
which mounts a key recovery attack against the Hitag2
Remote Keyless Entry (RKE) system. While their article
gives an excellent overview of the problem and cryptan-
alytic context, the proposed exhaustive search design is
based on a trivial brute-force approach and does not seem
to contain any implementation optimization at all. We
estimate our optimized guess-and-determine attack to be
over 500 times faster. After publication we will set up
a public repository where we will release our complete



source code under the General Public License (GPL) to
enable reuse of our methods by fellow researchers.

Relevance We performed the attack in practice on ac-
tual vehicles and tested various models (as mentioned in
earlier work [12]) produced in 2017 from different mak-
ers that use the Hitag2 cipher and RKE protocol. We
verified that our attack implementation explores all pos-
sible candidates and recovers a working 48-bit internal
state in approximately 1 minute that can be used to forge
an RKE frame that can open the doors of the vehicle.

Optimizations As conceptual optimizations we pro-
pose to apply memoization of non-linear subfunctions
and a precomputation that avoids guessed valuations we
know to be impossible. To significantly improve the ex-
ecution performance we introduce implementation opti-
mizations to unroll recursion as nested loops, precom-
pute the non-linear function and internal state guesses
through lookup tables and apply bit-slicing to parallelize
this computationally hard problem. In the performance
benchmark we compare our performance results against
the reference paper [2] and show that our method and im-
plementation is significantly faster than previous work.

Overview In this paper we address the related work
in Section 2. Then, we explain the attack context and
limitations in Section 3. Next, we describe our imple-
mentations and optimizations in Section 4. This is fol-
lowed by a performance evaluation in Section 5. Finally,
we present our conclusion in Section 6.

2 Related work

There are several examples in the literature [18, 19,
13, 36, 4, 26, 9] that successfully mount guess-and-
determine attacks on various cryptographic algorithms.
However, these articles lack specific implementation de-
tails and ignore the feasibility of mounting such attacks
in a modern parallelized execution environment such as
multi-core CPUs and general purpose GPU computation
platforms like OpenCL.

During the last decade several attacks on Hitag2 were
published in the literature. An overview of these attacks
is presented in Table 1.

Earlier attacks on Hitag2 mainly focused on attack-
ing the immobilizer authentication protocol. Those at-
tacks universally require control or at least knowledge of
the nonce, and preferably a truly random nonce. With
knowledge of all nonce bits the complete secret key can
be solved linearly by inverting the initialization of the
cipher’s internal state.

Attack Description Frames Time | Practical
[30] cube 500 N/A no'
[32] cryptanalytic 136 N/A no®
[12] correlation 4-8 1-10 min no’
[29] sat-solver N/A N/A no*
[7] sat-solver 4 2 days yes
[34] brute-force 2 4 years yes
[2] brute-force 2 18 hours yes
[20] brute-force 2 11 hours yes

this paper | guess-and-determine 2 75 seconds yes

!'Sun et al. require control over the nonce

2Verdult et al. exploits a cipher property that requires random nonces
3Garcia et al. requires significant difference in nonce values

4Soos et al. require 50 bits of contiguous keystream.

Table 1: Comparison of published Hitag2 RKE attacks.

In the RKE context there is only knowledge of a par-
tial nonce, thus the cipher’s internal state must be re-
covered before resolving the actual key. Benadjila et
al. [2] demonstrate that up to now this could only be done
through a ‘naive’ brute-force solution to recover the ci-
pher’s internal state before attacking the key. Our attack
uses the same restrictions but performs significantly bet-
ter.

3 Hitag2 cipher and RKE protocol

Since we build on earlier work attacking Hitag2, we as-
sume the reader is at least somewhat familiar with the
Hitag2 cipher construct, as well as the unidirectional
Hitag2 RKE protocol that has already been explained
well in previous publications [2, 12]. In this section we
will briefly summarize the two main relevant concepts.

A visualization of the state, LFSR feedback function
and filter function f that make up the Hitag2 cipher is
shown in Figure 1. The Hitag2 cipher uses a non-linear
filter function, which was a popular design choice during
the 80’s because of its hardware friendly implementation
properties [16, 17, 21, 27, 22, 1]. The initial state of this
cipher is determined by a shared 48-bit secret key, a 32-
bit transmitter UID and a 32-bit nonce. After initializa-
tion the lower 16 bits of the cipher state correspond to the
highest 16 key bits, while the other 32 state bits represent
the encrypted 32-bit nonce.

3.1 Guess-and-determine on Hitag2

We assume familiarity with the concept of a guess-and-
determine attack, as the method has been covered exten-
sively in the literature [31, 28].

A guess-and-determine attack on Hitag? targets the fil-
ter function f, which takes 20 bits input from the se-
cret 48-bit internal state in order to produce a single
keystream bit. The filter function is given by Definition
3.1.
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Figure 1: The Hitag2 state, LFSR and two-step filter function (f).

Definition 3.1.

Jala,b,c,d) ==(((aVb)Ac)@ (aVd)®Db)
Sfola,b,c,d) ==(((dVec)AN(a®b))® (dVaVvb))
fela,b,c,d,e) ==(((((c®e)Vd)Na) Bb) A(cdb))

®(((dpe)Va)A((dDb)Vc)))

f(x) =fe(fa(x2,x3,x5,%6), fp(X8,X12,X14,X15),
Sp(x17,%21,%23,X26), fip (X28, %29, X31,X33),
fa(x34,%43,%44,X46))

The attack is based on the inversion of the f function so
that based on an observed keystream bit, we obtain a set
of partial candidate states that would have resulted in the
observed output bit. For each of these candidate states,
we invoke the round function while guessing the LFSR
feedback if not all taps are known. For each keystream
bit we incrementally invoke the round function to recover
more bits from the internal cipher state; we refer to such
an iteration with the term layer. At each invocation of the
round function, several of the input bits for f may over-
lap with some of the previously guessed bits. Therefore
there should be on average fewer guesses to make on the
state for each subsequent keystream bit tested.

This leads to an attack in multiple layers, where in
each layer a specific subset of the filter input bits is deter-
mined until at the last layer the entire state is determined,
which can then be tested against the remainder of the
observed keystream. Until the state is fully determined,
at each layer the space of potential states increases ex-
ponentially, proportional to the number of guessed bits.
Since the output of f has a uniform distribution for ran-
dom inputs, we expect half of the candidate states tested
against a keystream bit can be discarded on average as
the generated keystream bit will not match the observed
keystream bit.

3.2 Hitag2 RKE

There are some fundamental differences between Hitag?2
in the immobilizer context and Hitag2 in the Remote
Keyless Entry (RKE) context. In this section, we will
briefly explain the RKE protocol, and how information
recovered by a guess-and-determine attack can be used
against Hitag? in the RKE context.

3.2.1 Frame format

When pressing a button on a Hitag2 RKE keyfob, a data
frame (visualized in Figure 2) that contains an authenti-
cated command to operate the car’s door or trunk locks
is communicated through a UHF radio transmitter.

2 bits 8 bits

|smco><ooo1| uID | BTN | CNTR L Ks

16 bits 32 bits 4 bits 10 bits 32 bits

Figure 2: The Hitag2 RKE frame.

In this frame the field KS serves as a 32-bit MAC
on the frame and is computed as a direct sample of
keystream from the Hitag2 cipher after initialization.
The 32-bit nonce used to initialize the cipher is unique
to each transmission, but behaves sequentially. It is com-
posed of a 28-bit counter and a four-bit button code. Next
to the button code (BTN), the 10 least significant bits of
this 28-bit counter are contained in the frame (CNTR_L).
Thus, of the 32 nonce bits, all but the most significant 18
counter bits are known to an adversary. Because the but-
ton bits follow the counter in the nonce, the attacker can
determine the 14 least significant bits of the nonce.

3.2.2 RKE Key recovery

Through an exhaustive search we can determine all (ap-
proximately 2'®) 48-bit cipher states that generate a
given 32-bit Hitag2 keystream sample.

We can make use of the fact that bits from nonces in
this protocol overlap to narrow down this list to the one
real cipher state that generated it !. With a second sam-
ple of keystream observed from the same transmitter, and
the observable nonce information used to generate both
samples, we can roll back the encryption of the known
lowest nonce bits during initialization of any such po-
tential state to reach an earlier cipher state. From this
pre-initialized state we can try to encrypt the observed
nonce bits associated with the second sample to complete
a second initialized state. If that state generates the sec-
ond sample of keystream, we identified the correct initial
states related to these two samples. As the least signifi-
cant bits of the counter are contained in the known nonce



bits, we can just increment these counter bits and choose
our own button code bits to predict the next initialized
cipher state.

Once the real internal state is known, this idea can be
generalized further by inverting the complete initializa-
tion while guessing all unknown nonce bits. This yields
an equivalent key which will remain valid until all of the
counter bits we can observe overflow into the internal
state bits we have guessed so far. Such an equivalent key
at any value of CNTR_L allows the adversary to forge the
next 2° = 512 values of KS on average. After this point,
there are multiple candidates for an equivalent key, as
cascading bit flips in the unobserved bits in the counter
may have occurred from incrementing the counter to the
point of overflowing the lowest 10 bits 2. From any
newly observed triplets of KS, BTN and CNTR_L, to-
gether with the information we used to compute a previ-
ous equivalent key, a new equivalent key can more effi-
ciently be computed.

4 Implementations

The masks for Hitag2 filter input bits that need to be
guessed in each layer can be generated using the func-
tion shown in Listing 1, which also determines when to
stop guessing LFSR feedback bits. As shown in Table 2,
this leads to an attack on Hitag2 in 9 layers, where we
only need to guess one extra bit in the next layer’s state
(the LFSR feedback) on the first and second layer.

Each layer, more bits of the internal state are fixed
by previous guesses. This process is visualized® in Fig-
ure 3. Although not strictly necessary, we decide to guess
the LFSR feedback bit in layer O and 1, which gives us
the advantage that we can compute LFSR feedback from
layer 2 and onwards. As these bits are shifted to the right
after applying the round function, they determine bit 47
in layer 1 and layer 2 respectively.

function generate_masks(filt_mask=0x5806b4a2d16c,
1fsr_mask=0xce0044c101cd):

masks = []
£ill = last_lfsr_guess = 0
while fill != Oxffffffffffff:

masks.append(filt_mask) # save taps mask
fill |= filt_mask # track known bits
# Check if LFSR feedback should be guessed
if (£fill & 1lfsr_mask) != lfsr_mask:
last_lfsr_guess += 1

£ill >>= 1 # update LFSR state
fill |= (1<<47) # guess or get LFSR feedback
# Take out known bits from next mask
filt_mask &= "fill

return masks, last_lfsr_guess

Listing 1: Guessed bits mask generation.

Layer Mask Bits | Guess LFSR
feedback
0 0x5806b4a2dl6e | 20 yes
1 0x5004a4a29148 | 14 yes
2 0x000400820100 | 4 no
3 0x000400020100 | 3 no
4 0x000400000000 1 no
5 0x000400000000 1 no
6 0x000400000000 1 no
7 0x000400000000 1 no
8 0x000400000000 1 no

Table 2: Which bits to guess at each layer.

The algorithm finds approximately 2%° fully deter-
mined states which generate the first 9 bits of the
keystream sample. These 48-bit states must then be
tested against the remaining 23 observed keystream bits,
which will narrow down the list of candidates to approxi-
mately 26 states that produced the observed 32-bit sam-
ple *. For each such state that has generated 32 bits of
keystream output the LFSR function can then be applied
in reverse 32 times to get its initial state. Note that the
algorithm can easily be parallelized by letting execution
units commence their work at layer 1, while a control-
ling unit dispatches the 2!° successful outputs from layer
0 among them.

4.1 Naive recursive GD

We first define two functions that are used by the next im-
plementations. A function fest to check candidate states
after they are fully determined is shown in Listing 3.

Optimization 4.1 (Precomputed f). To get the results
of f computations more quickly we can precompute its
output for all 220 possible inputs.

Furthermore, we define the function expand to deposit
bits from a counter over bits in a mask value, shown in
Listing 2.

function expand(mask, value, size=48):
fill = 0
for i in range(size):
if mask & 1:
fill |= (value & 1)<<i
value >>= 1
mask >>= 1
return fill

Listing 2: The expand function.

Optimization 4.2 (Precomputed expand). To get the re-
sult of expand more quickly we can precompute all pos-
sible mask valuations for the mask of each layer °.
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Figure 3: Visualization of bits guessed at each layer which eventually determine the Hitag2 internal cipher state.

function test(state):
for bit in range(len(masks), 32):
if f(state) != keystream[bit]:
return
state = 1lfsr(state)
print state

Listing 3: The test function.

A straightforward implementation of an algorithm to
use the masks from Table 2 is a recursive one, shown in
Listing 4. It consists of the following steps:

1. While the state is still not fully determined:

(a) Determine all the the layer’s filter input bits by
iterating a counter

(b) Expand the counter value to the layer’s mask
using the expand function

(c) Combine the expanded value with the previ-
ous layer’s state

(d) Compute and check the result of f against the
observed keystream bit for this layer

(e) If the guess was correct, iterate to the next
layer with an updated (guessed or computed)
LFSR feedback bit

2. When the state is fully determined, test it against the
rest of the observed keystream using the fest func-
tion

Some optimizations can immediately be applied to this
naive implementation.
Optimization 4.3 (Recursion unrolling). To remove re-
cursion from the implementation we can unroll it by
placing the recursive work in nested loops.

function fill_layer(state, layer):
if layer < len(masks):
for i in range(1<<bits[layer]):
fill = expand(masks[layer], i)
new_state = state | fill
if f(new_state) != keystream[layer]:
continue
if layer < last_lfsr_guess:
fill_layer(new_state>>1,
layer+1)
f£ill_layer(new_state>>1 | (1<<47),
layer+1)
else:
£ill_layer (1fsr(new_state),
layer+1)
else:
test(state)
£ill_layer(0, 0)

Listing 4: Naive recursive solution.

4.2 GD avoiding impossible guesses

In the previous implementation half of the partially
guessed states we generate and test are immediately dis-
carded as they do not yield the observed keystream bit
for their respective layer. Instead of simply precomput-
ing expand and f, we can compute a lookup table per
layer that perfectly complements the state at each layer
to produce the next observed keystream bit ©.

Optimization 4.4 (Precomputed guesses based on the
observed keystream). Use the observed keystream bit to
avoid generating and evaluating cipher states which don’t
produce this keystream bit. This effectively combines the
work of expand and f, but only yields results that pass
the keystream test. By taking the set filter input bits as
an index into a hash table, we can quickly navigate to a



lookup table that contains only the guesses we need to
create the next valid state, meaning we don’t have to call
the expand or f functions at all in the recursive function.
These lookup tables can be computed as shown in List-
ing 5.

function generate_fills(filt_mask=0x5806b4a2d16c) :

layer_fills = [{} for _ in range(len(masks))]
for i in range(1<<20):
taps_fill = expand(filt_mask, i)
out = f(taps_£fill)
for layer in range(len(masks)):
if out != keystream[layer]:
continue
new = taps_fill & masks[layer]
old = taps_fill & “masks[layer]
try:
layer_fills[layer] [01ld] .append(new)
except: # Table miss
layer_fills[layer] [01d] = [new]
return layer_fills

Listing 5: Generating ideal guesses.

The hash table based approach shown in Listing 6 it-
erates on average half the guesses in a layer compared to
the naive approach. Unfortunately, these tables are too
large (2'° - 6 bytes ~ 3MB / layer, 27MB in total) to fit
in the cache of common CPUs, leading to memory ac-
cesses, not computation becoming a bottleneck.

function fill_layer(state, layer,
filt_mask=0x5806b4a2d16¢c) :
if layer < len(masks):
try:

table = layer_fills[layer] [state & filt_mask]

for £fill in table:
new_state = state | fill
if layer < last_lfsr_guess:
fill_layer(new_state>>1,
layer+1, filt_mask)
fill_layer(new_state>>1 | (1<<47),
layer+1l, filt_mask)
else:
fill_layer(lfsr(new_state),
layer+1l, filt_mask)
except: # Table miss
pass
else:
test(state)
£ill_layer (0, 0)

Listing 6: Solution which avoids impossible guesses.
After reaching the maximal depth for the guess-and-

determine stage where the first 9 keystream bits are tested
without relying on f, we can use the fest function to find

whether any of the candidate states will also generate the
remaining 23 bits of keystream.

4.3 Unrolled GD with memoized subfilters

To find a compromise between the redundant work done
in the naive approach (subsection 4.1) and the memory
limitations encountered in the approach that avoids im-
possible guesses (subsection 4.2), we look at the filter
function f in more depth. Because this function applies
its transformation in two steps, we can precompute the
subfilters f, and f}, as soon as the input bits for a subfil-
ter are fully determined.

The state information known at layer 1 determines the

inputs for subfilters 0 and 3 that are used in the next layer,
as visualized in Figure 3. This means that we can pre-
compute (and then memoize) the outputs of these subfil-
ters after (conceptually) shifting this bit-valuation to the
right by one bit. Using such memoizations we can elim-
inate the inefficiency of recomputing subfilters f, and fj
with identical inputs from the internal cipher state. Simi-
larly we can try to memoize these subfilter computations
for all upcoming layers.
Optimization 4.5 (Memoization of f subfunction out-
put). Cache the result of any subfilter computation at
the first possibility and avoid future recomputation for
the same subfilter inputs.

The layer at which each subfilter is entirely determined
can be computed using the function in Listing 7 7, and
its results for memoizing the first 9 keystream bit tests
are shown in Table 3. This table shows that at a slight
additional computational cost in the upper layers, we can
save significantly in the lower ones.

Layer | Subfilters computed | Invocations
Naive | Memoized
0 5 5 2%0
1 5 11 234
2 5 10 237
3 5 10 239
4 5 2 239
5 5 2 2%
6 5 2 2%
7 5 2 2%
8 5 1 2%

Table 3: Subfilters computed naively or memoized.

For an architecture with v-bit registers, 27 —logv is a
general solution for the last bit test to memoize in the
bit-sliced (Optimization 4.6) fest function. This num-
ber can be used as the depth parameter for the function
in Listing 7 to determine which subfilter inputs for each
keystream bit test can be determined at which layer. This



number is however only to be used as a maximum, be-
cause in practice cache sizes come in to play again: the
cost of evicting our earliest precomputed work from the
cache outweighs the gain of deeper optimization. Some
experimentation is required to get ideal results.

Our implementation uses 9 nested loops to unroll the
recursion, where each layer works on the same glob-
ally shared cipher state and permutes its bits. At each
layer, subfilter outputs for upcoming keystream bit tests
are precomputed and stored in local variables.

4.4 Bit-sliced OpenCL implementation

Optimization 4.6 (Bit-slicing). To parallelize the im-
plementation on modern vector machines we can store
the bits for multiple 48-bit cipher states in 48 vec-
tors of machine-native register width (v). This allows
computing the f function in parallel on v slices at a
time [3, 24]. It requires an unrolled implementation (Op-
timization 4.3), and cannot be applied effectively in the
naive GD variant. This is due to the elimination of can-
didates (on average 50% per layer) quickly leading to a
block of bit-sliced states in which every state gets pro-
cessed, but only few are still valid candidates.

The unrolled, memoized variant of our algorithm (sub-
section 4.3) uses a globally shared cipher state which
builds up the known state information as it is guessed
at each layer. This differs from previous variants, where
recursive function calls take place that pass the cipher
states as a parameter to the next level. Having all infor-
mation in the same memory area allows for more effec-
tive memoization, since each layer of the algorithm can
rely on information from earlier layers within its own lo-
cal scope. This removes the need for shared memory
lookups and ensures the workload takes place in a lim-
ited, predetermined local memory space.

This is an ideal situation to introduce bit-slicing of the
algorithm, where for each state the same operation is per-
formed in parallel. Although roughly half the candidates
are eliminated at each layer, all redundant f steps (the
bulk of the workload in each iteration) have been moved
to earlier layers. This significantly limits the growth of
the total workload.

Bit-slicing the memoized implementation allows us to
scale up the execution parallelism to the platform’s sup-
ported native register width in bits. On Intel x86-64 ma-
chines with the AVX?2 extension, up to 256-bit registers
are supported, while with AVX3 they can be 512 bits.
Since we can keep the memory requirements contained
to only a local memory space, this is also an ideal situ-
ation to employ the massive parallelism afforded by the
OpenCL GPU computation platform. On OpenCL, reg-
isters are 32 bits wide.

Our bit-sliced implementation can be summarized as
follows:

1. Starting at layer 1, bit-slice the output of a single
successful layer O result over all v 48-bit slices to
produce v identical bit-sliced cipher states in thread-
local memory

2. Set logv bits to guess in layer 1 to all v valuations
using constant v-bit values

3. In 8 nested loops:

(a) Permute the thread-local cipher state with bit-
vectors of zeroes or ones for each bit to guess
in the layer (skipping the logv bits pre-set by
constants at layer 1)

(b) Compute the memoized f function

(c) Keep a bit-wise index of successful results
for each bit tested in a v-bit vector, which is
AND-ed with the previous layer’s results vec-
tor if any — if there are no results, don’t iterate
deeper

(d) Precompute all possible LFSR feedback

(e) Perform memoization for future tests

4. In the innermost loop, where the states are fully de-
termined, perform more (memoized) keystream bit
tests as long as there is keystream to test and any
of the v cipher states pass, while keeping the LFSR
feedback and the results vector updated

5. For the results that get this far, unslice all states and
look up matching states by their index from the re-
sults vector to pass to the output queue

This implementation works similarly on CPU and
GPU platforms®.

To further optimize the non-linear filter function f in
a bit-sliced context, we apply a platform-specific opti-
mization known to us from earlier work [23, 5, 6]. On
Nvidia-based GPUs the LUT3 operation can be used to
express an arbitrary 3-bit SIMD computation by means
of a lookup table encoded in the instruction (1op3.b32).
We have tried to make an ideal translation from the f
function to a construction of such 3-bit LUTs by a best
effort hand optimized approach, which gives a signifi-
cant (more than threefold) improvement in overall per-
formance.

5 Performance evaluation

We have implemented the various approaches detailed
in this paper, and have evaluated how they perform on



Optimization type Platform Cores | Running time
None (brute force) (32-way bit-sliced) [20] Tesla C2050 448 CUDA | 660 minutes
None (brute force) (32-way bit-sliced) [2] GTX 780Ti 2880 CUDA | 1080 minutes
None (brute force) (32-way bit-sliced) [2] 16 x Tesla K80 | 79872 CUDA | 45 minutes
Naive (optimizations 4.1, 4.2, 4.3) 17 3700K 4 Intel | 127 minutes
Avoiding impossible guesses (optimizations 4.1, 4.3, 4.4) 7 3700K 4 Intel | 96 minutes
256-way bit-sliced, memoized to depth 12 (optimizations 4.3, 4.5, 4.6) 17 3700K 4 Intel | 59 minutes
32-way bit-sliced, memoized to depth 17 (optimizations 4.3, 4.5, 4.6) GTX 1080Ti 3584 CUDA | 1.2 minutes

Table 4: Performance evaluation of average running time compared to related work.

our setup. All variants were benchmarked on a desk-
top system with a quad-core Intel i7 3700K processor
with hyperthreading running at 3.5GHz. The GPU is a
PNY NVidia GTX 1080Ti, equipped with 3584 CUDA
cores running at 1480MHz. A set of four random 32-bit
keystreams was generated and used for benchmarking.
The execution times for exhaustion of the 48-bit search
space were then averaged per implementation. The vari-
ance between the four runs is negligible (~ 1%) for all
implementations. The results are shown in Table 4 where
we compare them with known results from related work.
Our best implementations for both the CPU and GPU ar-
chitectures are included in the appendix.

6 Conclusion

We demonstrate that a straightforward guess-and-
determine approach can in general be optimized to im-
prove the computational throughput, using Hitag2 as a
case study. We have iteratively improved upon a simple
concept, demonstrating a significant speedup due to care-
ful optimization. Some of our optimizations focus on im-
plementational improvements, while others require anal-
ysis of the cipher to identify and subsequently eliminate
frequent recomputation. This optimized implementation
was ported to the OpenCL platform to enable massively
parallel execution, which allows performing the attack
on consumer desktop hardware in 1.2 minutes.

Earlier cryptographic attacks on Hitag? that are faster
than brute-force are inapplicable to the RKE context. We
have conceptualized and implemented a new practical
cryptographic attack against Hitag2 that can be used in
the immobilizer context as well as in the more restrict-
ing RKE context. With an over 500 times faster im-
plementation than earlier work [2], we perform signifi-
cantly better than the most practical published attack on
Hitag2 RKE. We will release our source code as refer-
ence material for related research in the future. More-
over, we invite our fellow researchers to take advantage
of the described guess-and-determine optimization pro-
cess to improve otherwise prohibitively time-consuming
implementations towards the point of practicality.
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Notes

If the nonces are not related, such as in the immobilizer protocol,
we can still use the fact that initial states always share their lowest
16 bits: the correct initial states can still be determined by narrowing
down the first results through another exhaustive search attack on a
subsequent sample of keystream.

2In any case, there are no more than 17 bits that could have flipped
(we can be sure that bit 10 flips) and lower bits are on average much
more likely to have flipped first provided the counter was not resyn-
chronized by the car.

3Note that we never actually make a guess on the state bits 0 or 1 in
the first layer: we can actually skip storing these bits in our implemen-
tations as a memory optimization but avoid doing so in our examples
for simplicity.

“Intuitively, for longer keystream samples, this list would be much
smaller: a 48-bit sample of keystream would only yield a few valid
states.

5The expand function can be expressed using the x86 instruction
PDEP, but we have found lookup tables to be faster.

OIf we don’t find a table at the current layer, it means that one or
more of our previous guesses was wrong.

7 The function in Listing 7 can also compute solutions for the sit-
uation where we delay our first guess on the LESR feedback — which
doesn’t impact the memoization done at the first 9 layers.

8There are slight differences in how work is parallelized at layer O
as a consequence of the platform.



A Memoization algorithm

function generate_memos(depth,
sub_masks=[0x00000000006¢,
0x00000000d100,
0x000004220000,
0x0002b0000000,
0x580400000000] ,
1fsr_mask=0xce0044c101cd,
1lfsr_guess_delay=0) :
# keep track of known subfilters and bits
filt_found = [ [0 for _ in range(len(sub_masks))] for _ in range(len(keystream)) ]
lfsr_guesses = [0]*1lfsr_guess_delay + [1 if i and i <= last_lfsr_gues else O for i in range(32)]
1fsr_found = [0 for _ in(range(len(keystream))) ]
fill = 0
for layer in range(len(masks)):
# track filter input
fill |= (masks[layer]<<layer)
if 1fsr_guesses[layer]:
# track LFSR guess
fill |= (1<<(47+layer+lfsr_guess_delay))
if (((fill<<1)>>layer)&lfsr_mask) == 1lfsr_mask:
# track LFSR feedback
£i11 |= (1<<(47+layer))
1fsr_found[layer] = 1
for next_bit in range(layer, depth):
# greedily precompute LFSR feedback
if (1fsr_mask is not None or layer == len(masks)-1) \
and not 1lfsr_found[next_bit] \
and (((fill << 1) >> next_bit) & lfsr_mask) == 1fsr_mask:
print "LFSR feedback for layer", next_bit-1, "known at layer", layer
£ill |= (1<<(47+next_bit))
1lfsr_found[next_bit] = 1
# Immediately use these LFSR feedback assumptions
for next_bit in range(layer, depth):
# find computable subfilters
for subfilter in range(len(sub_masks)):
if filt_found[next_bit] [subfilter]:
continue
target = sub_masks[subfilter]
if ((£ill>>next_bit) & target) == target:
print "Subfilter", subfilter, "for layer", next_bit, "known at layer", layer
filt_found[next_bit] [subfilter] = 1

Listing 7: Determine steps of the filter to be memoized.

B x86-64 implementation

#include <stdint.h>
#include <stdbool.h>
#include <stdio.h>
#include <string.h>
#include <inttypes.h>
#include <pthread.h>

const uint8_t bits[9] = {20, 14, 4, 3, 1, 1, 1, 1, 1};
#define 1fsr_inv(state) (((state)<<1) | (__builtin_parityll((state) & ((0xce0044c101cd>>1)|(1ull<<(47))))))
#define i4(x,a,b,c,d) ((uint32_t) ((((x)>>(a))&1)<<3) | (((x)>>(b))&1)<<2] (((x)>>(c))&1)<<L] (((x)>>(d))&1))
#define f(state) ((0xdd3929b >> ( (((0x3c65 >> i4(state, 2, 3, 5, 6) ) & 1) <<4) \

| ((( Oxee5 >> i4(state, 8,12,14,15) ) & 1) <<3) \

| ((C Oxee5 >> i4(state,17,21,23,26) ) & 1) <<2) \

| ((( Oxee5 >> i4(state,28,29,31,33) ) & 1) <<1) \

| (((0x3c65 >> i4(state,34,43,44,46) ) & 1) ))) & 1)



#define MAX_BITSLICES 256
#define VECTOR_SIZE (MAX_BITSLICES/8)

typedef unsigned int __attribute__((aligned(VECTOR_SIZE))) __attribute__((vector_size(VECTOR_SIZE))) bitslice_value_t;
typedef union {

bitslice_value_t value;

uint64_t bytes64[MAX_BITSLICES/64];

uint8_t bytes[MAX_BITSLICES/8];
} bitslice_t;

// we never actually set or use the lowest 2 bits the initial state, so we can save 2 bitslices everywhere
__thread bitslice_t state[-2+32+48];

bitslice_t keystream[32];
bitslice_t bs_zeroes, bs_ones;

#define f_a_bs(a,b,c,d) (“(((alb)&c)~(ald)"b)) // 6 ops
#define f_b_bs(a,b,c,d) (" (((dlc)&(a™b))"(dlalb))) // 7 ops
#define f_c_bs(a,b,c,d,e) (" ((((((c™e) |d)&a) "b)&(c"b)) ~(((d"e) |a)&((d"b) |c)))) // 13 ops

#define 1fsr_bs(i) (state[-2+i+ 0].value " state[-2+i+ 2].value " state[-2+i+ 3].value ~ state[-2+i+ 6].value ~ \
state[-2+i+ 7].value ~ state[-2+i+ 8].value ~ state[-2+i+16].value ~ state[-2+i+22].value ~ \
state[-2+i+23] .value ~ state[-2+i+26].value ~ state[-2+i+30].value ~ state[-2+i+41].value ~ \
state[-2+i+42] .value ~ state[-2+i+43].value ~ state[-2+i+46].value ~ state[-2+i+47].value);

#define get_bit(n, word) ((word >> (n)) & 1)

#define get_vector_bit(slice, value) get_bit(slice&0x3f, value.bytes64[slice>>6])

const uint64_t expand(uint64_t mask, uint64_t value){
uint64_t fill = 0;
for(uint64_t bit_index = 0; bit_index < 48; bit_index++){
if (mask & 1){
£ill |= (value&1)<<bit_index;
value >>= 1;

mask >>= 1;
3
return £ill;

}

void bitslice(const uint64_t value, bitslice_t * restrict bitsliced_value, const size_t bit_len, bool reverse){
size_t bit_idx;
for(bit_idx = 0; bit_idx < bit_len; bit_idx++){
bool bit;
if (reverse){
bit = get_bit(bit_len-1-bit_idx, value);
} else {
bit = get_bit(bit_idx, value);

b3
if (bit){

bitsliced_value[bit_idx].value = bs_ones.value;
} else {

bitsliced_value(bit_idx].value = bs_zeroes.value;

¥

const uint64_t unbitslice(const bitslice_t * restrict b, const uint8_t s, const uint8_t n){
uint64_t result = 0;
for (uint8_t i = 0; i < n; ++i) {
result <<= 1;
result |= get_vector_bit(s, b[n-1-il);
}
return result;

}

uint64_t candidates[(1<<20)]1;

bitslice_t initial bitslices[48];

size_t filter_pos[20] {4, 7, 9, 13, 16, 18, 22, 24, 27, 30, 32, 35, 45, 47 };
size_t thread_count =
size_t layer_O_found;
void find_state(size_t thread);

void main(int argc, char* argv[]){
// set constants
memset (bs_ones.bytes, Oxff, VECTOR_SIZE);
memset (bs_zeroes.bytes, 0x00, VECTOR_SIZE);

uint64_t target = 0x48656c6¢c;

// bitslice inverse target bits
bitslice(“target, keystream, 32, true);

// bitslice all possible 256 values in the lowest 8 bits
memset (initial_bitslices[0].bytes, Oxaa, VECTOR_SIZE);
memset (initial_bitslices[1].bytes, Oxcc, VECTOR_SIZE);
memset (initial_bitslices[2].bytes, 0xfO, VECTOR_SIZE);
size_t interval = 1;
for(size_t bit = 3; bit < 8; bit++){
for(size_t byte = byte < VECTOR_SIZE;){
for(size_t length = 0; length < interval; length++){
initial_bitslices[bit].bytes[byte++] = 0x00;
¥
for(size_t length = 0; length < interval; length++){
initial_bitslices[bit].bytes[byte++] = Oxff;
¥

interval<<=1;

¥

// compute layer 0 output
for(size_t i0 = 0; i0 < 1<<20; i0++){
uint64_t state0 = expand(0x5806b4a2di6c, i0);
if (f (state0) == target>>31){
candidates[layer_O_found++] = state0;

}
¥

// start threads and wait on them



pthread_t thread_handles[thread_count];
for(size_t thread = 0; thread < thread_count; thread++){
pthread_create(&thread_handles[thread], NULL, find_state, (void*) thread);

}

for(size_t thread = 0; thread < thread_count; thread++){
pthread_join(thread_handles[thread], NULL);

¥

void find_state(size_t thread){
for(size_t index = thread; i

ndex < layer_0_found; index+=thread_count){

uint64_t state0 = candidates[index];

bitslice(state0>>2, &state[0], 46, false);

for(size_t bit = 0; bit < 8; bit++){
state[-2+filter_pos[bit]] = initial bitslices[bit];

for(uint16_t i1 = 0; i1 < (1<<(bits[1]+1)>>8); il++){
state[-2+27] .value = ((bool) (il & Ox1)) ? bs_ones.value : bs_zeroes.value;
state[-2+30] .value = ((bool) (il & 0x2)) ? bs_ones.value : bs_zeroes.value;
state[-2+32] .value = ((bool) (il & 0x4)) ? bs_ones.value : bs_zeroes.value;
state[-2+35] .value = ((bool) (il & 0x8)) ? bs_ones.value : bs_zeroes.value;
state[-2+45] .value = ((bool) (il & 0x10)) ? bs_ones.value : bs_zeroes.value;
state[-2+47] .value = ((bool) (il & 0x20)) 7 bs_ones.value : bs_zeroes.value;
state[-2+48] .value = ((bool) (il & 0x40)) ? bs_ones.value : bs_zeroes.value; // guess lfsr output O
// 0xfcO7fef3f9fe
const bitslice_value_t filterl 0 = f_a_bs(state[-2+3].value,state[-2+4].value,state[-2+6].value,state[-2+7].value);
const bitslice_value_t filterl_1 = f_b_bs(state[-2+9].value,state[-2+13].value,state[-2+15].value,state[-2+16].value)
const bitslice_value_t filterl_2 = f_b_bs(state[-2+18].value,state[-2+22].value,state[-2+24] .value,state[-2+27] .value);
const bitslice_value_t filter1_3 = f_b_bs(state[-2+29].value,state[-2+30].value,state[-2+32].value,state[-2+34] .value);
const bitslice_value_t filterl_4 = f_a_bs(state[-2+35].value,state[-2+44].value,state[-2+45].value,state[-2+47] .value);
const bitslice_value_t filterl = f_c_bs(filter1 0, filteri_ 1, filter1l 2, filter1_ 3, filter1_ 4);
bitslice_t resultsl;
resultsl.value = filterl ~ keystream[1].value;
if (resultsl.bytes64[0]
%& resultsl.bytes64[1]
&& resultsi.bytes64[2]
&& resultsi.bytes64[3]
H

continue;

const bitslice_value_t filter2_0 = f_a_bs(state[-2+4].value,state[-2+5].value,state[-2+7].value,state[-2+8] .value);
const bitslice_value_t filter2_3 f_b_bs(state[-2+30] .value,state[-2+31] .value,state[-2+33] .value,state[-2+35] .value) ;
const bitslice_value_t filter3_0 = f_a_bs(state[-2+5].value,state[-2+6].value,state[-2+8].value,state[-2+9].value);
const bitslice_value_t filter5_2 = f_b_bs(state[-2+22].value,state[-2+26].value,state[-2+28].value,state[-2+31].value);
const bitslice_value_t filter6_2 = f_b_bs(state[-2+23].value,state[-2+27].value,state[-2+29] .value,state[-2+32].value);
const bitslice_value_t filter7_2 = f_b_bs(state[-2+24].value,state[-2+28].value,state[-2+30].value,state[-2+33].value)
const bitslice_value_t filter9_1 = f_b_bs(state[-2+17].value,state[-2+21].value,state[-2+23].value,state[-2+24].value)
const bitslice_value_t filter9_2 = f_b_bs(state[-2+26].value,state[-2+30].value,state[-2+32].value,state[-2+35].value);
const bitslice_value_t filter10_0 = f_a_bs(state[-2+12].value,state[-2+13].value,state[-2+15].value,state[-2+16].value);
const bitslice_value_t filter11 0 = f_a_bs(state[-2+13].value,state[-2+14].value,state[-2+16].value,state[-2+17].value);
const bitslice_value_t filter12_0 = f_a_bs(state[-2+14].value,state[-2+15].value,state[-2+17].value,state[-2+18].value);
for(uint16_t i2 = 0; i2 < (1<<(bits[2]+1)); i2++){
state[-2+10] .value = ((bool) (i2 & 0x1)) ? bs_ones.value : bs_zeroes.value;
state[-2+19] .value = ((bool) (i2 & 0x2)) ? bs_ones.value : bs_zeroes.value;
state[-2+25] .value = ((bool) (i2 & 0x4)) ? bs_ones.value : bs_zeroes.value;
state[-2+36].value = ((bool) (i2 & 0x8)) ? bs_ones.value : bs_zeroes.value;
state[-2+49] .value = ((bool) (i2 & 0x10)) ? bs_ones.value : bs_zeroes.value; // guess 1fsr output 1
// OxfeO7fffbfdff
const bitslice_value_t filter2_1 = f_b_bs(state[-2+10].value,state[-2+14].value,state[-2+16].value,state[-2+17].value);
const bitslice_value_t filter2_2 = f_b_bs(state[-2+19].value,state[-2+23].value,state[-2+25] .value,state[-2+28] .value);
const bitslice_value_t filter2_4 = f_a_bs(state[-2+36].value,state[-2+45].value,state[-2+46].value,state[-2+48] .value);
const bitslice_value_t filter2 = f_c_bs(filter2_0, filter2_1, filter2_2, filter2_3, filter2_4);
bitslice_t results2;
results2.value = resultsl.value & (filter2 ~ keystream[2].value);
if (results2.bytes64[0] == 0
&% results2.bytes64[1]
%& results2.bytes64[2]
%& results2.bytes64[3]
H
continue;
¥
state[-2+50] .value = 1lfsr_bs(2);
const bitslice_value_t filter3_3 = f_b_bs(state[-2+31].value,state[-2+32].value,state[-2+34] .value,state[-2+36] .value);
const bitslice_value_t filter4_0 = f_a_bs(state[-2+6].value,state[-2+7].value,state[-2+9].value,state[-2+10].value);
const bitslice_value_t filter4_1 = f_b_bs(state[-2+12].value,state[-2+16].value,state[-2+18].value,state[-2+19].value);
const bitslice_value_t filter4_2 = f_b_bs(state[-2+21].value,state[-2+25].value,state[-2+27].value,state[-2+30].value);
const bitslice_value_t filter7_0 = f_a_bs(state[-2+9].value,state[-2+10].value,state[-2+12].value,state[-2+13].value);
const bitslice_value_t filter7_1 = f_b_bs(state[-2+15].value,state[-2+19].value,state[-2+21].value,state[-2+22].value);
const bitslice_value_t filter8_2 = f_b_bs(state[-2+25].value,state[-2+29].value,state[-2+31].value,state[-2+34].value);
const bitslice_value_t filter10_1 = f_b_bs(state[-2+18].value,state[-2+22].value,state[-2+24] .value,state[-2+25].value);
const bitslice_value_t filter10_2 = f_b_bs(state[-2+27].value,state[-2+31].value,state[-2+33].value,state[-2+36].value)
const bitslice_value_t filteril_1 = f_b_bs(state[-2+19].value,state[-2+23].value,state[-2+25].value,state [-2+26].value);
for(uint8_t i3 = 0; i3 < (1<<bits([3]); i3++){
state[-2+11] .value = ((bool) (i3 & Ox1)) ? bs_ones.value : bs_zeroes.value;
state[-2+20] .value = ((bool) (i3 & 0x2)) ? bs_ones.value : bs_zeroes.value;
state[-2+37] .value = ((bool) (i3 & 0x4)) ? bs_ones.value : bs_zeroes.value;
// OxffOTEfffffff

const bitslice_value_t filter3_1 = f_b_bs(state[-2+11].value,state[-2+15].value,state[-2+17].value,state[-2+18].value);
const bitslice_value_t filter3_2 = f_b_bs(state[-2+20].value,state[-2+24].value,state[-2+26].value,state[-2+29].value);
const bitslice_value_t filter3_4 = f_a_bs(state[-2+37].value,state[-2+46].value,state[-2+47].value,state[-2+49].value);

const bitslice_value_t filter3 = f_c_bs(filter3_0, filter3_1, filter3_2, filter3_3, filter3_4);
bitslice_t results3;
results3.value = results2.value & (filter3 " keystream[3].value);
if (results3.bytes64[0] == 0
&& results3.bytes64[1]
&% results3.bytes64[2]
&& results3.bytes64[3]
3

continue;

b3

state[-2+51] .value = 1fsr_bs(3);
state[-2+52] .value = 1fsr_bs(4);
state[-2+53] .value = 1fsr_bs(5);
state[-2+54] .value = 1fsr_bs(6);
state[-2+55] .value = 1fsr_bs(7);

const bitslice_value_t filter4_3 = f_b_bs(state[-2+32].value,state[-2+33].value,state[-2+35].value,state[-2+37].value);

const bitslice_value_t filter5_0 = f_a_bs(state[-2+7].value,state[-2+8].value,state[-2+10].value,state[-2+11].value);



const bitslice_value_t filter5_1 = f_b_bs(state[-2+13].value,state[-2+17].value,state[-2+19].value,state[-2+20].value);
const bitslice_value_t filter6_0 = f_a_bs(state[-2+8].value,state[-2+9].value,state[-2+11].value,state[-2+12].value);
const bitslice_value_t filter6_1 = f_b_bs(state[-2+14].value,state[-2+18].value,state[-2+20].value,state[-2+21].value);
const bitslice_value_t filter8_0 = f_a_bs(state[-2+10].value,state[-2+11].value,state[-2+13].value,state[-2+14].value);
const bitslice_value_t filter8_1 = f_b_bs(state[-2+16].value,state[-2+20].value,state[-2+22].value,state[-2+23].value);
f_a_bs(state[-2+11] .value,state[-2+12] .value,state[-2+14] .value,state[-2+15] .value);
const bitslice_value_t filter9_4 = f_a_bs(state[-2+43].value,state[-2+52] .value,state[-2+53] .value,state[-2+55] .value);
const bitslice_value_t filter1l_2 = f_b_bs(state[-2+28].value,state[-2+32].value,state[-2+34] .value,state[-2+37].value);
const bitslice_value_t filteri2_1 = f_b_bs(state[-2+20].value,state[-2+24].value,state[-2+26].value,state [-2+27].value);
for(uint8_t i4 = 0; i4 < (1<<bits[4]); i4++){
state[-2+38] .value = ((bool) (i4 & 0x1)) ? bs_ones.value : bs_zeroes.value;
// Oxff8TEfffffff
const bitslice_value_t filter4_4 = f_a_bs(state[-2+38].value,state[-2+47].value,state[-2+48].value,state[-2+50].value);
const bitslice_value_t filter4 = f_c_bs(filter4_0, filter4_1, filter4_2, filter4_3, filterd_4);
bitslice_t resultsd;
results4.value = results3.value & (filter4 ~ keystream[4].value);
if (results4.bytes64[0] [
& results4.bytes64[1]
& results4.bytes64[2]
&& results4d.bytes64[3]
M

continue;

const bitslice_value_t filter9 0 =

coco

const bitslice_value_t filter5_3 = f_b_bs(state[-2+33].value,state[-2+34].value,state[-2+36].value,state[-2+38].value);
const bitslice_value_t filter12_2 = f_b_bs(state[-2+29].value,state[-2+33].value,state[-2+35].value,state[-2+38].value);
for(uint8_t i5 = 0; i5 < (1<<bits[5]); i5++){
state[-2+39] .value = ((bool) (i5 & Ox1)) ? bs_ones.value : bs_zeroes.value
// OxffcTffffffff
const bitslice_value_t filter5_4 = f_a_bs(state[-2+39].value,state[-2+48] .value,state[-2+49] .value,state[-2+51] .value);
const bitslice_value_t filter5 = f_c_bs(filter5_0, filter5_1, filter5_2, filter5_3, filter5_4);
bitslice_t resultss;
results5.value = results4.value & (filter5 ~ keystream([5].value);
if (results5.bytes64[0] == 0
&% results5.bytes64[1]
&% results5.bytes64[2]
&& results5.bytes64[3]
A

continue;

const bitslice_value_t filter6_3 = f_b_bs(state[-2+34] .value,state[-2+35].value,state[-2+37] .value,state[-2+39] .value);
for(uint8_t i6 = 0; i6 < (1<<bits[6]); i6++){
state[-2+40] .value = ((bool) (i6 & 0x1)) ? bs_ones.value : bs_zeroes.value;
// OxffeTffffffff
const bitslice_value_t filter6_4 = f_a_bs(state[-2+40].value,state[-2+49].value,state[-2+50].value,state[-2+52].value);
const bitslice_value_t filter6 = f_c_bs(filter6_0, filter6_1, filter6_2, filter6_3, filter6_4);
bitslice_t results6;
results6.value = results5.value & (filter6 ~ keystream[6].value);
if (results6.bytes64[0]
&& results6.bytes64[1]
%& results6.bytes64[2]
%& results6.bytes64[3]
M

continue;

}
const bitslice_value_t filter7_3 = f_b_bs(state[-2+35].value,state[-2+36].value,state[-2+38].value,state[-2+40].value);
for(uint8_t i7 = 0; i7 < (1<<bits[7]); i7++){
state[-2+41] .value = ((bool) (i7 & 0x1)) 7 bs_ones.value : bs_zeroes.value;
// Oxfff7ffffffff
const bitslice_value_t filter7_4 = f_a_bs(state[-2+41].value,state[-2+50].value,state[-2+51].value,state[-2+53].value);
const bitslice_value_t filter7 = f_c_bs(filter7_0, filter7_1, filter7_2, filter7_3, filter7_4);
bitslice_t results7;
results7.value = results6.value & (filter7 ~ keystream[7].value);
if (results7.bytes64(0] == 0
&% results7.bytes64[1] =:
&% results7.bytes64[2]
&% results7.bytes64[3]
DA

continue;

ococo

const bitslice_value_t filter8_3 = f_b_bs(state[-2+36].value,state[-2+37].value,state[-2+39].value,state[-2+41].value);
const bitslice_value_t filter10_3 = f_b_bs(state[-2+38].value,state[-2+39].value,state[-2+41].value,state [-2+43].value);
const bitslice_value_t filter12_3 = f_b_bs(state[-2+40].value,state[-2+41].value,state[-2+43].value,state [-2+45] .value);
for(uint8_t i8 = 0; i8 < (1<<bits[8]); i8++){
state[-2+42] .value = ((bool) (i8 & 0x1)) ? bs_ones.value : bs_zeroes.value;
// Oxffffffffffff
const bitslice_value_t filter8_4 = f_a_bs(state[-2+42].value,state[-2+51].value,state[-2+52] .value,state[-2+54].value);
const bitslice_value_t filter9_3 = f_b_bs(state[-2+37].value,state[-2+38].value,state[-2+40].value,state[-2+42].value);
const bitslice_value_t filter1l 3 = f_b_bs(state[-2+39].value,state[-2+40].value,state[-2+42] .value,state[-2+44].value);
const bitslice_value_t filter8 = f_c_bs(filter8_0, filter8_1, filter8_2, filter8_3, filter8_4);
bitslice_t results8;
results8.value = results7.value & (filter8 ~ keystream[8].value);
if (results8.bytes64[0] == 0
&& results8.bytes64[1]
&& results8.bytes64[2]
&% results8.bytes64[3]
DL

continue;

coco

const bitslice_value_t filter9 = f_c_bs(filter9_0, filter9_1, filter9_2, filter9_3, filter9_ 4);
results8.value &= (filter9 " keystream[9].value);
if (results8.bytes64[0] ==

&& results8.bytes64[1] 0
&% results8.bytes64[2] == 0
&% results8.bytes64[3] == 0
DA
continue;
}

state[-2+56] .value = 1fsr_bs(8);

const bitslice_value_t filter10_4 = f_a_bs(state[-2+44].value,state[-2+63].value,state[-2+54].value,state[-2+56].value);

const bitslice_value_t filterl0 = f_c_bs(filter10_0, filter10_1, filter10_2, filter10_3, filter10_4);

results8.value &= (filter10 ~ keystream[10].value);

if (results8.bytes64[0] =
& results8.bytes64[1]
&& results8.bytes64[2]
&& results8.bytes64[3]

DA

continue;




¥

state[-2+57] .value = 1fsr_bs(9);

const bitslice_value_t filter1l 4 = f_a_bs(state[-2+45].value,state[-2+54].value,state[-2+55].value,state[-2+57].value);

const bitslice_value_t filterll = f_c_bs(filter11_0, filter11_1, filter11_ 2, filter11_ 3, filterll_4);

results8.value &= (filter1l ~ keystream[11].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1] 0
&% results8.bytes64[2] 0
&% results8.bytes64[3] == 0

)Ee

continue;

state[-2+58] .value = 1fsr_bs(10);

const bitslice_value_t filter12_4 = f_a_bs(state[-2+46].value,state[-2+55].value,state[-2+56].value,state[-2+58].value);

const bitslice_value_t filter12 = f_c_bs(filter12_0, filter12_1, filter12_2, filter12_3, filter12_4);

results8.value &= (filter12 ~ keystream[12].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1] 0
&% results8.bytes64[2] 0
& results8.bytes64[3] == 0

)Ee

continue;

state[-2+59] .value = lfsr_bs(11);

const bitslice_value_t filter13_0 = f_a_bs(state[-2+15].value,state[-2+16].value,state[-2+18].value,state[-2+19].value);

const bitslice_value_t filter13_1 = f_b_bs(state[-2+21].value,state[-2+25].value,state[-2+27].value,state[-2+28].value);

const bitslice_value_t filter13_2 = f_b_bs(state[-2+30].value,state[-2+34].value,state[-2+36].value,state[-2+39].value);

const bitslice_value_t filter13_3 = f_b_bs(state[-2+41].value,state[-2+42].value,state[-2+44] .value,state [-2+46].value);

const bitslice_value_t filteri3_4 = f_a_bs(state[-2+47].value,state[-2+56].value,state[-2+57].value,state [-2+59] .value) ;

const bitslice_value_t filter13 = f_c_bs(filter13_0, filter13_1, filter13_2, filter13_3, filter13_4);

results8.value &= (filter13 ~ keystream[13].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
&& results8.bytes64[3]

A

continue;

}

state[-2+60] .value = 1fsr_bs(12);

const bitslice_value_t filter14_0 = f_a_bs(state[-2+16].value,state[-2+17].value,state[-2+19] .value,state [-2+20] .value) ;

const bitslice_value_t filterl4_1 = f_b_bs(state[-2+22].value,state[-2+26].value,state[-2+28].value,state [-2+29].value);

const bitslice_value_t filter14_2 = f_b_bs(state[-2+31].value,state[-2+35].value,state[-2+37].value,state[-2+40].value);

const bitslice_value_t filter14_3 = f_b_bs(state[-2+42].value,state[-2+43].value,state[-2+45].value,state[-2+47].value);

const bitslice_value_t filter1l4_4 = f_a_bs(state[-2+48].value,state[-2+57].value,state[-2+58].value,state[-2+60].value);

const bitslice_value_t filter14 = f_c_bs(filter14_0, filter14_1, filter14_2, filter14_3, filter14_4);

results8.value &= (filterl4 ~ keystream[14].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
%& results8.bytes64[3] ==

H{

continue;

coo

state[-2+61] .value = 1fsr_bs(13);

const bitslice_value_t filter15_0 = f_a_bs(state[-2+17].value,state[-2+18].value,state[-2+20].value,state[-2+21].value);
const bitslice_value_t filter15_1 = f_b_bs(state[-2+23].value,state[-2+27].value,state[-2+29].value,state[-2+30].value);
const bitslice_value_t filter15_2 = f_b_bs(state[-2+32].value,state[-2+36].value,state[-2+38].value,state[-2+41].value);
const bitslice_value_t filter15_3 = f_b_bs(state[-2+43].value,state[-2+44].value,state[-2+46].value,state[-2+48].value);
const bitslice_value_t filter15_4 = f_a_bs(state[-2+49].value,state[-2+58].value,state[-2+59].value,state[-2+61].value);
const bitslice_value_t filter15 = f_c_bs(filter15_0, filter15_1, filter15_2, filter15_3, filter15_4);

results8.value &= (filterl5 ~ keystream[15].value);

if (results8.bytes64[0] ==

&& results8.bytes64[1] == 0
&& results8.bytes64[2] == 0
&& results8.bytes64[3] == 0
DES
continue;
}

state[-2+62] .value = lfsr_bs(14);

const bitslice_value_t filter16_0 = f_a_bs(state[-2+18].value,state[-2+19].value,state[-2+21].value,state[-2+22].value);

const bitslice_value_t filter16_1 = f_b_bs(state[-2+24].value,state[-2+28].value,state[-2+30].value,state [-2+31].value);

const bitslice_value_t filter16_2 = f_b_bs(state[-2+33].value,state[-2+37].value,state[-2+39].value,state [-2+42] .value) ;

const bitslice_value_t filter16_3 = f_b_bs(state[-2+44].value,state[-2+45].value,state[-2+47].value,state [-2+49] .value) ;

const bitslice_value_t filter16_4 = f_a_bs(state[-2+50].value,state[-2+59].value,state[-2+60].value,state[-2+62].value);

const bitslice_value_t filter16 = f_c_bs(filter16_0, filter16_1, filter16_2, filter16_3, filter16_4);

results8.value &= (filter16 ~ keystream[16].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
&% results8.bytes64[3]

A

continue;

state[-2+63] .value = 1fsr_bs(15);

const bitslice_value_t filter17_0 = f_a_bs(state[-2+19].value,state[-2+20].value,state[-2+22] .value,state[-2+23].value);

const bitslice_value_t filter17_1 = f_b_bs(state[-2+25].value,state[-2+29].value,state[-2+31].value,state[-2+32].value);

const bitslice_value_t filter17_2 = f_b_bs(state[-2+34].value,state[-2+38].value,state[-2+40].value,state[-2+43].value);

const bitslice_value_t filter17_3 = f_b_bs(state[-2+45].value,state[-2+46].value,state[-2+48].value,state[-2+50].value);

const bitslice_value_t filter17_4 = f_a_bs(state[-2+51].value,state[-2+60].value,state[-2+61].value,state[-2+63].value);

const bitslice_value_t filter17 = f_c_bs(filter17_0, filter17_1, filter17_2, filter17_3, filter17_4);

results8.value &= (filter17 ~ keystream[17].value);

if (results8.bytes64[0] ==
%& results8.bytes64[1] =
&& results8.bytes64[2]
&& results8.bytes64[3]

DA

continue;

0
0
0

state[-2+64] .value = 1fsr_bs(16);

const bitslice_value_t filter18_0 = f_a_bs(state[-2+20].value,state[-2+21].value,state[-2+23].value,state[-2+24].value);
const bitslice_value_t filter18_1 = f_b_bs(state[-2+26].value,state[-2+30].value,state[-2+32].value,state[-2+33].value);
const bitslice_value_t filter18_2 = f_b_bs(state[-2+35].value,state[-2+39].value,state[-2+41].value,state[-2+44].value);
const bitslice_value_t filter18_3 = f_b_bs(state[-2+46].value,state[-2+47].value,state[-2+49].value,state [-2+51].value);
const bitslice_value_t filteri8_4 = f_a_bs(state[-2+52].value,state[-2+61].value,state[-2+62].value,state [-2+64] .value) ;
const bitslice_value_t filter18 = f_c_bs(filter18_0, filter18_1, filter18_2, filter18_3, filter18_4);

results8.value &= (filter18 ~ keystream[18].value);

if (results8.bytes64[0] ==



&% results8.bytes64[1] ==

&% results8.bytes64[2]

&& results8.bytes64[3]
M

continue;

0
0
0

}
state[-2+65] .value = 1fsr_bs(17);

const bitslice_value_t filter19_0 = f_a_bs(state[-2+21].value,state[-2+22].
const bitslice_value_t filter19_1 = f_b_bs(state[-2+27].value,state[-2+31].
const bitslice_value_t filter19_2 = f_b_bs(state[-2+36].value,state[-2+40].
const bitslice_value_t filter19_3 = f_b_bs(state[-2+47].value,state[-2+48].
const bitslice_value_t filter19_4 = f_a_bs(state[-2+53].value,state[-2+62].

value,state[-2+24] .
value,state[-2+33].
value,state [-2+42] .
value,state[-2+50] .
value,state[-2+63].

value,state [-2+25]
value,state[-2+34]
value,state [-2+45]
value,state[-2+52]
value,state[-2+65]

const bitslice_value_t filter19 = f_c_bs(filter19_0, filter19_1, filter19_2, filter19_3, filter19_4);

results8.value &= (filterl9 ~ keystream[19].value);
if (results8.bytes64[0] ==

&k results8.bytes64[1] == 0
&& results8.bytes64[2] == 0
&& results8.bytes64[3] == 0
"
continue;
}

state[-2+66] .value = 1fsr_bs(18);

const bitslice_value_t filter20_0 = f_a_bs(state[-2+22].value,state[-2+23].
const bitslice_value_t filter20_1 = f_b_bs(state[-2+28].value,state[-2+32].
const bitslice_value_t filter20_2 = f_b_bs(state[-2+37].value,state[-2+41].
const bitslice_value_t filter20_3 = f_b_bs(state[-2+48].value,state[-2+49].
const bitslice_value_t filter20_4 = f_a_bs(state[-2+54].value,state[-2+63].

value,state[-2+25].
value,state[-2+34].
value,state[-2+43].
value,state[-2+51] .
value,state[-2+64] .

value,state[-2+26]
value,state[-2+35]
value,state [-2+46]
value,state[-2+53]
value,state [-2+66]

const bitslice_value_t filter20 = f_c_bs(filter20_0, filter20_1, filter20_2, filter20_3, filter20_4);
results8.value &= (filter20 ~ keystream[20].value);
0

if (results8.bytes64[0] =
&% results8.bytes64[1]
&% results8.bytes64[2] =
&% results8.bytes64[3]
3

continue;

ococo

state[-2+67] .value = 1fsr_bs(19);

const bitslice_value_t filter21_0 = f_a_bs(state[-2+23].value,state[-2+24].
const bitslice_value_t filter21_1 = f_b_bs(state[-2+29].value,state[-2+33].
const bitslice_value_t filter21_2 = f_b_bs(state[-2+38].value,state[-2+42].
const bitslice_value_t filter21_3 = f_b_bs(state[-2+49].value,state [-2+50].
const bitslice_value_t filter21_4 = f_a_bs(state[-2+55].value,state[-2+64].

value,state[-2+26] .
value,state[-2+35].
value,state[-2+44] .
value,state[-2+52] .
value,state[-2+65] .

value,state [-2+27]
value,state [-2+36]
value,state [-2+47]
value,state [-2+54]
value,state[-2+67]

const bitslice_value_t filter2l = f_c_bs(filter21_0, filter21_1, filter21_ 2, filter21_ 3, filter21_4);

results8.value &= (filter21 ~ keystream[21].value);
if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
&% results8.bytes64[3]
DA

continue;

=0
0
[

}
state[-2+68] .value = 1fsr_bs(20);

const bitslice_value_t filter22_0 = f_a_bs(state[-2+24].value,state[-2+25].
const bitslice_value_t filter22_1 = f_b_bs(state[-2+30].value,state[-2+34].
const bitslice_value_t filter22_ 2 = f_b_bs(state[-2+39].value,state[-2+43].
const bitslice_value_t filter22_3 = f_b_bs(state[-2+50].value,state[-2+61].
const bitslice_value_t filter22_4 = f_a_bs(state[-2+56].value,state[-2+65].

value,state[-2+27].
value,state[-2+36] .
value,state[-2+45] .
value,state[-2+53] .
value,state[-2+66] .

value,state[-2+28]
value,state[-2+37]
value,state[-2+48]
value,state[-2+55]
value,state[-2+68]

const bitslice_value_t filter22 = f_c_bs(filter22_0, filter22 1, filter22_ 2, filter22_3, filter22_ 4);

results8.value &= (filter22 ~ keystream[22].value);
if (results8.bytes64[0] ==
&& results8.bytes64[1] == 0
&& results8.bytes64[2] == 0
&& results8.bytes64[3] == 0
M

continue;

state[-2+69] .value = 1fsr_bs(21);

const bitslice_value_t filter23_0 = f_a_bs(state[-2+25].value,state[-2+26].
const bitslice_value_t filter23_1 = f_b_bs(state[-2+31].value,state[-2+35].
const bitslice_value_t filter23_2 = f_b_bs(state[-2+40].value,state[-2+44].
const bitslice_value_t filter23_3 = f_b_bs(state[-2+51].value,state[-2+52].
const bitslice_value_t filter23_4 = f_a_bs(state[-2+57].value,state [-2+66].

value,state[-2+28] .
value,state[-2+37] .
value,state[-2+46] .
value,state[-2+54] .
value,state[-2+67].

value,state[-2+29]
value,state[-2+38]
value,state [-2+49]
value,state [-2+56]
value,state [-2+69]

const bitslice_value_t filter23 = f_c_bs(filter23_0, filter23_1, filter23_2, filter23_3, filter23_4);
results8.value &= (filter23 ~ keystream[23].value);
[

if (results8.bytes64[0] =
&% results8.bytes64[1]
&% results8.bytes64[2] =:
&& results8.bytes64[3]
DA

continue;

ocoo

}
state[-2+70] .value = 1fsr_bs(22);

const bitslice_value_t filter24_0 = f_a_bs(state[-2+26].value,state [-2+27].
const bitslice_value_t filter24_1 = f_b_bs(state[-2+32].value,state[-2+36].
const bitslice_value_t filter24_2 = f_b_bs(state[-2+41].value,state[-2+45].
const bitslice_value_t filter24_3 = f_b_bs(state[-2+52].value,state[-2+53].
const bitslice_value_t filter24_4 = f_a_bs(state[-2+58].value,state[-2+67].

value,state[-2+29] .
value,state[-2+38].
value,state[-2+47].
value,state[-2+55] .
value,state[-2+68] .

value,state [-2+30]
value,state [-2+39]
value,state[-2+50]
value,state[-2+57]
value,state[-2+70]

const bitslice_value_t filter24 = f_c_bs(filter24_0, filter24_1, filter24_ 2, filter24_3, filter24_4);

results8.value &= (filter24 ~ keystream[24].value);
if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
%& results8.bytes64[3] =
3

continue;

= 0
0
0

state[-2+71] .value = 1fsr_bs(23);

const bitslice_value_t filter25_0 = f_a_bs(state[-2+27].value,state[-2+28].
const bitslice_value_t filter25_1 = f_b_bs(state[-2+33].value,state[-2+37].
const bitslice_value_t filter25_2 = f_b_bs(state[-2+42].value,state[-2+46].
const bitslice_value_t filter25_3 = f_b_bs(state[-2+53].value,state[-2+54].
const bitslice_value_t filter25_4 = f_a_bs(state[-2+59].value,state[-2+68].

value,state[-2+30].
value,state[-2+39].
value,state[-2+48] .
value,state[-2+56] .
value,state[-2+69] .

value,state[-2+31]
value,state[-2+40]
value,state[-2+51]
value,state[-2+58]
value,state[-2+71]

const bitslice_value_t filter25 = f_c_bs(filter25_0, filter25_1, filter25_2, filter25_3, filter25_4);

results8.value &= (filter25 ~ keystream[25].value);
if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]

0
[

.value);
.value);
.value) ;
.value) ;
.value);

.value);
.value) ;
.value);
.value);
.value);

.value);
.value);
.value);
.value);
.value);

.value) ;
.value) ;
.value);
.value);
.value);

.value);
.value);
.value);
.value);
.value);

.value);
.value);
.value) ;
.value) ;
.value);

.value);
.value) ;
.value);
.value);
.value);



&% results8.bytes64[3] ==
DA
continue;
}
state[-2+72] .value = lfsr_bs(24);
const bitslice_value_t filter26_0 = f_a_bs(state[-2+28].value,state[-2+29].value,state[-2+31].value,state[-2+32].value);
const bitslice_value_t filter26_1 = f_b_bs(state[-2+34].value,state[-2+38].value,state[-2+40].value,state [-2+41].value);
const bitslice_value_t filter26_2 = f_b_bs(state[-2+43].value,state[-2+47].value,state[-2+49] .value,state [-2+52] .value) ;
const bitslice_value_t filter26_3 = f_b_bs(state[-2+54].value,state[-2+55].value,state [-2+57].value,state [-2+59] .value) ;
const bitslice_value_t filter26_4 = f_a_bs(state[-2+60].value,state[-2+69].value,state[-2+70].value,state[-2+72].value);
const bitslice_value_t filter26 = f_c_bs(filter26_0, filter26_1, filter26_2, filter26_3, filter26_4);
results8.value &= (filter26 ~ keystream[26].value);
if (results8.bytes64[0] ==
&& results8.bytes64[1] ==
&% results8.bytes64[2]
& results8.bytes64[3]
DA

continue;

coo

¥

state[-2+73] .value = 1fsr_bs(25);

const bitslice_value_t filter27_0 = f_a_bs(state[-2+29].value,state[-2+30].value,state[-2+32] .value,state[-2+33].value);

const bitslice_value_t filter27_1 = f_b_bs(state[-2+35].value,state[-2+39].value,state[-2+41].value,state[-2+42] .value);

const bitslice_value_t filter27_2 = f_b_bs(state[-2+44].value,state[-2+48].value,state[-2+50].value,state[-2+53].value);

const bitslice_value_t filter27_3 = f_b_bs(state[-2+56].value,state[-2+66].value,state[-2+58].value,state[-2+60].value);

const bitslice_value_t filter27_4 = f_a_bs(state[-2+61].value,state[-2+70].value,state[-2+71].value,state[-2+73].value);

const bitslice_value_t filter27 = f_c_bs(filter27_0, filter27_1, filter27_2, filter27_3, filter27_4);

results8.value &= (filter27 ~ keystream[27].value);

if (results8.bytes64[0] ==
&& results8.bytes64[1]
&& results8.bytes64[2]
&& results8.bytes64[3]

DA

continue;

}

state[-2+74] .value = 1fsr_bs(26);

const bitslice_value_t filter28_0 = f_a_bs(state[-2+30].value,state[-2+31].value,state[-2+33].value,state[-2+34].value);

const bitslice_value_t filter28_1 = f_b_bs(state[-2+36].value,state[-2+40].value,state[-2+42].value,state[-2+43].value);

const bitslice_value_t filter28_2 = f_b_bs(state[-2+45].value,state[-2+49].value,state[-2+51].value,state[-2+54].value);

const bitslice_value_t filter28_3 = f_b_bs(state[-2+56].value,state[-2+57].value,state[-2+59] .value,state [-2+61] .value) ;

const bitslice_value_t filter28_4 = f_a_bs(state[-2+62].value,state[-2+71].value,state[-2+72] .value,state [-2+74] .value) ;

const bitslice_value_t filter28 = f_c_bs(filter28_0, filter28_1, filter28_2, filter28_3, filter28_4);

results8.value &= (filter28 ~ keystream[28].value);

if (results8.bytes64[0]
&% results8.bytes64[1]
&% results8.bytes64[2]
&& results8.bytes64[3]

)

continue;

}
state[-2+75] .value = 1fsr_bs(27);
const bitslice_value_t filter29_0 = f_a_bs(state[-2+31].value,state[-2+32].value,state[-2+34] .value,state [-2+35] .value) ;
const bitslice_value_t filter29_1 = f_b_bs(state[-2+37].value,state[-2+41].value,state[-2+43].value,state [-2+44] .value) ;
const bitslice_value_t filter29_2 = f_b_bs(state[-2+46].value,state[-2+50].value,state[-2+52] .value,state[-2+55] .value);
const bitslice_value_t filter29_3 = f_b_bs(state[-2+57].value,state[-2+58].value,state[-2+60].value,state[-2+62].value);
const bitslice_value_t filter29_4 = f_a_bs(state[-2+63].value,state[-2+72].value,state[-2+73].value,state[-2+75].value);
const bitslice_value_t filter29 = f_c_bs(filter29_0, filter29_1, filter29_2, filter29_3, filter29_4);
results8.value &= (filter29 ~ keystream[29].value);
if (results8.bytes64[0] ==
& results8.bytes64[1] ==
&% results8.bytes64[2]
&& results8.bytes64[3]
H{

continue;

coo

}

state[-2+76] .value = 1fsr_bs(28);

const bitslice_value_t filter30_0 = f_a_bs(state[-2+32].value,state[-2+33].value,state[-2+35].value,state[-2+36].value);

const bitslice_value_t filter30_1 = f_b_bs(state[-2+38].value,state[-2+42].value,state[-2+44].value,state[-2+45].value);

const bitslice_value_t filter30_2 = f_b_bs(state[-2+47].value,state[-2+51].value,state[-2+53].value,state[-2+56].value);

const bitslice_value_t filter30_3 = f_b_bs(state[-2+58].value,state[-2+59].value,state[-2+61].value,state[-2+63].value);

const bitslice_value_t filter30_4 = f_a_bs(state[-2+64].value,state[-2+73].value,state[-2+74].value,state[-2+76].value);

const bitslice_value_t filter30 = f_c_bs(filter30_0, filter30_1, filter30_2, filter30_3, filter30_4);

results8.value &= (filter30 ~ keystream[30].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2] =:
&% results8.bytes64[3]

DA

continue;

ococo

state[-2+77] .value = 1lfsr_bs(29);

const bitslice_value_t filter31_0 = f_a_bs(state[-2+33].value,state[-2+34].value,state[-2+36].value,state[-2+37].value);

const bitslice_value_t filter31_1 = f_b_bs(state[-2+39].value,state[-2+43].value,state[-2+45].value,state [-2+46].value);

const bitslice_value_t filter31_2 = f_b_bs(state[-2+48].value,state[-2+52].value,state[-2+54] .value,state [-2+57].value) ;

const bitslice_value_t filter31_3 = f_b_bs(state[-2+59].value,state[-2+60].value,state[-2+62] .value,state [-2+64] .value) ;

const bitslice_value_t filter31_4 = f_a_bs(state[-2+65].value,state[-2+74].value,state[-2+75] .value,state[-2+77].value);

const bitslice_value_t filter3l = f_c_bs(filter31_0, filter31_1, filter31_ 2, filter31_3, filter31_4);

results8.value &= (filter31 ~ keystream[31].value);

if (results8.bytes64[0] ==
&% results8.bytes64[1]
&% results8.bytes64[2]
&% results8.bytes64[3]

M

continue;

=0
0
0

}

for(size_t r = 0; r < MAX_BITSLICES; r++){
if (!get_vector_bit(r,results8)) continue;
// take the state from layer 2 so we can recover the lowest 2 bits by inverting the LFSR
uint64_t state31l = unbitslice(&state[-2+2], r, 48);
state31 = lfsr_inv(state31);
state31 = 1fsr_inv(state31);
printf ("Found slice %03zu: %01211x\n", r, state31&((1ull<<48)-1));



C OpenCL implementation

#define MAX_BITSLICES 32
#define KEYSTREAM_LENGTH 32
typedef uint bitslice_t __attribute__((aligned(MAX_BITSLICES/8)));

inline uint lut3(uint a, uint b, uint ¢, uint imm){

uint r;
asm("1op3.b32 %0, %1, %2, %3, %4;"
"=r" (r)
"r" (a), "r" (b), "r" (c), "i" (imm));
return r;
¥
#define f_a_bs_lut_1 (((0x£0]0xcc)&0xaa) “Oxcc)
#define f_a_bs_lut_2 (~((0x£0|0xcc) ~0xaa))
#define f_a_bs(a,b,c,d) ((lut3(a,d,lut3(a,b,c,f_a_bs_lut_1),f_a_bs_lut_2))) // 2 luts
#define f_b_bs_lut_1 (((0x£0]0xcc)&0xaa))
#define f_b_bs_lut_2 (7 ((0xf0|0xcc|0xaa)))
#define f_b_bs(a,b,c,d) ((1ut3(d,c,a"b,f_b_bs_lut_1)~1ut3(d,a,b, £_b_bs_lut_2))) // 2 luts, 2 xors
#define f_c_bs_lut_1 (((0x£0~0xcc) | Oxaa))
#define f_c_bs_lut_2 (" ((0x£0"0xcc)&(0Oxaa~0xcc)))

// 4 luts, 2 ands, 1 xor
#define f_c_bs(a,b,c,d,e) (((Lut3((lut3(c,e,d, f_c_bs_lut_1) & a), b, ¢, f_c_bs_lut_2)) ~ (lut3(d,e,a, f_c_bs_lut_1) & lut3(d,b,c,f_c_bs_lut_1))))

// non-lut version of F: 20 lookups + 6%2 + 73 + 13 + = 66 ops
// 1lut version: 20 lookups + 2%2 + 4%3 + 7 + = 43 ops

#define 1fsr_lut (0xf0~0Oxaa~Oxcc)
// 7 luts, 1 xor
#define 1fsr_bs(i) ( lut3(lut3(lut3(state[-2+i+ 0], state[-2+i+ 2], state[-2+i+ 3], lfsr_lut), \
lut3(state[-2+i+ 6], state[-2+i+ 7], state[-2+i+ 8], 1fsr_lut), \
lut3(state[-2+i+16], state[-2+i+22], state[-2+i+23], 1lfsr_lut), \
1fsr_lut), \
lut3(state[-2+i+26], state[-2+i+30], state[-2+i+41], 1fsr_lut), \
lut3(state[-2+i+42], state[-2+i+43], state[-2+i+46], lfsr_lut), lfsr_lut) ~ state[-2+i+47])

// 46 iterations * 4 ops
inline void bitslice(bitslice_t * restrict b, ulong x, const uchar n) {
for (uchar i = 0; i < n; ++i) {
bli] = -(x & 1);
x >>=1;

}

// don't care about the complexity of this function
inline ulong unbitslice(const bitslice_t * restrict b, const uchar s, const uchar n)

{
const bitslice_t mask = ((bitslice_t) 1) << s;
ulong result = 0;
for (char i = n-1; i >= 0; —-i) {
result <<= 1;
result |= (bool) (b[il] & mask);
return result;
}

// format this array with 32 bitsliced vectors of ones and zeroes representing the inverted keystream
__constant bitslice_t keystream[KEYSTREAM_LENGTH] = Y%s;

__kernel

__attribute__((vec_type_hint(bitslice_t)))

void find_state(const uint candidate_index_base,
__global const ushort * restrict candidates,
__global ulong * restrict matches,
__global uint * restrict matches_found)

// we never actually set or use the lowest 2 bits the initial state, so we can save 2 bitslices everywhere
bitslice_t state[-2+48+KEYSTREAM_LENGTH] ;
// set bits 0+2, 0+3, 0+5, 0+6, 0+8, 0+12, 0+14, 0+15, 0+17, 0+21, 0+23, 0+26, 0+28, 0+29, 0+31, 0+33, 0+34, 0+43, 0+44, 0+46
// get the 48-bit cipher states as 3 16-bit words from the host memory queue (to save 25% throughput)
const uint index = 3 * (candidate_index_base + get_global_id(0)); // dimension O should at least keep the execution units saturated - 8k is fine
const ulong candidate = ((ulong) candidates[index] << 32) | ((ulong) candidates[index+1] << 16) | candidates[index+2];
// set all 48 state bits except the lowest 2
bitslice(&state[-2+2], candidate, 46);
// set bits 3, 6, 8, 12, 15
state[-2+1+3] = Oxaaaaaaaa;
state[-2+1+6] = Oxcccccecc;
state[-2+1+8] = 0xfOf0f0f0;
state[-2+1+12] = 0xff00££f00;
state[-2+1+15] = Oxffff0000;
ushort i1 = get_global_id(1); // dimension 1 should be 1024
state[-2+18] = -((bool) (il & 0x1));
state[-2+22] = -((bool) (il & 0x2));
state[-2+24] = -((bool) (il & 0x4));
state[-2+27] = -((bool) (il & 0x8));
state[-2+30] = -((bool) (i1 & 0x10));
state[-2+32] = -((bool) (i1 & 0x20));
&
&
&
&

state[-2+35] = -((bool) (il & 0x40));

state[-2+45] = -((bool) (il & 0x80));

state[-2+47] = -((bool) (il & 0x100));

state[-2+48] = -((bool) (i1 & 0x200)); // guess 1lfsr output O

// 0xfcO7fef3f9fe

const bitslice_t filterl 0 = f_a_bs(state[-2+3],state[-2+4],state[-2+6],state[-2+7]);
const bitslice_t filterl_1 = f_b_bs(state[-2+9],state[-2+13],state[-2+15],state[-2+16]);




const
const
const
const
const

bitslice_t filterl 2 = f_b_bs(state[-2+18],state[-2+22],state[-2+24],state[-2+27]);
bitslice_t filterl 3 _bs (state[-2+29] ,state[-2+30] ,state[-2+32] ,state[-2+34]);
bitslice_t filteri_ 4 _a_bs(state[-2+35],state[-2+44] ,,state[-2+45] ,state[-2+47]);
bitslice_t filterl = f_c_bs(filter1 0, filteri_ 1, filteri_ 2, filteri_ 3, filteri_4);
bitslice_t resultsl = filterl ~ keystream[1];

if ('resultsl) return;

const
const
const
const
const
const
const
const
const
const
const
const
const
const
const

bitslice_t filter2_0 = f_a_bs(state[-2+4],state[-2+5],state[-2+7],state[-2+8]);
bitslice_t filter2_3 = f_b_bs(state[-2+30],state[-2+31],state[-2+33],state[-2+35]);
bitslice_t filter3_0 = f_a_bs(state[-2+5],state[-2+6],state[-2+8],state[-2+9]);
bitslice_t filter5_2 f_b_bs(state[-2+22] ,state[-2+26],state[-2+28] ,state[-2+31]);
bitslice_t filter6_2 = f_b_bs(state[-2+23],state[-2+27],state[-2+29],state[-2+32]);
bitslice_t filter7_2 = f_b_bs(state[-2+24],state[-2+28],state[-2+30],state[-2+33]);
bitslice_t filter9 1 = f_b_bs(state[-2+17],state[-2+21],state[-2+23],state[-2+24]);
bitslice_t filter9_2 = f_b_bs(state[-2+26],state[-2+30],state[-2+32],state[-2+35]);
bitslice_t filter10_0 = f_a_bs(state[-2+12],state[-2+13],state[-2+15],state[-2+16]);
bitslice_t filterll 0 = f_a_bs(state[-2+13],state[-2+14],state[-2+16],state[-2+17]);
bitslice_t filter12 0 = f_a_bs(state[-2+14],state[-2+15],state[-2+17],state[-2+18]);
bitslice_t filterl4_1 = f_b_bs(state[-2+22],state[-2+26],state[-2+28],state[-2+29]);
bitslice_t filter15_1 = f_b_bs(state[-2+23],state[-2+27],state[-2+29],state[-2+30]);
bitslice_t filter15_3 = f_b_bs(state[-2+43],state[-2+44],state[-2+46],state[-2+48]);
bitslice_t filter16_1 = f_b_bs(state[-2+24],state[-2+28],state[-2+30],state[-2+31]);

for(uchar i2 = 0; i2 < (1<<5);){
state[-2+10] = -((bool) (i2 & 0x1));
state[-2+19] = -((bool) (i2 & 0x2));
state[-2+25] = -((bool) (i2 & 0x4));
state[-2+36] = -((bool) (i2 & 0x8));
state[-2+49] = -((bool) (i2 & 0x10)); // guess lfsr output 1
i24+;
// 0xfeQ7fffbfdff

const bitslice_t filter2_1
const bitslice_t filter2 2

f_b_bs(state[-2+10],state[-2+14] ,,state[-2+16] ,state[-2+17]);
£_b_bs(state[-2+19] ,state[-2+23] ,state[-2+25] ,state[-2+28]);

const bitslice_t filter2_4 = f_a_bs(state[-2+36],state[-2+45],state[-2+46],state[-2+48]);
const bitslice_t filter2 = f_c_bs(filter2_0, filter2_ 1, filter2_ 2, filter2_3, filter2_.4);
const bitslice_t results2 = resultsl & (filter2 ~ keystream[2]);

if ('results2) continue;

state[-2+60] = 1fsr_bs(2);

const bitslice_t filter3_3 =
const bitslice_t filter4 0
const bitslice_t filter4_ 1
const bitslice_t filter4 2
const bitslice_t filter7_0
const bitslice_t filter7_1

f_b_bs(state[-2+31],state[-2+32],state[-2+34],state[-2+36]);
f_a_bs(state[-2+6],state[-2+7],state[-2+9],state[-2+10]);
f_b_bs(state[-2+12],state[-2+16],state[-2+18],state[-2+19]);
f_b_bs(state[-2+21],state[-2+25],state[-2+27],state[-2+30]);
f_a_bs(state[-2+9],state[-2+10] ,,state[-2+12] ,state[-2+13]);
f_b_bs(state[-2+15],state[-2+19] ,state[-2+21],state[-2+22]);

const bitslice_t filter8_2 = f_b_bs(state[-2+25],state[-2+29],state[-2+31],state[-2+34]);

const bitslice_t filter10_1
const bitslice_t filter10_2
const bitslice_t filter1i_1
const bitslice_t filter13_0 =
const bitslice_t filter13_1
const bitslice_t filter16_0
const bitslice_t filter16_3
const bitslice_t filterl7_1 =
const bitslice_t filter17_3 =
for(uchar i3 = 0; i3 < (1<<3)

f_b_bs(state[-2+18],state[-2+22] ,state[-2+24],state[-2+25]);
f_b_bs(state[-2+27],state[-2+31],state[-2+33],state[-2+36]);
f_b_bs(state[-2+19],state[-2+23],state[-2+25] ,state[-2+26]);
f_a_bs(state[-2+15],state[-2+16],state[-2+18],state[-2+19]);
f_b_bs(state[-2+21],state[-2+25],state[-2+27],state[-2+28]);
f
f
£
£
3)

_a_bs(state[-2+18],state[-2+19] ,state[-2+21] ,state[-2+22]);
_b_bs(state[-2+44] ,state[-2+45] ,state[-2+47] ,state[-2+49]);
_b_bs(state[-2+25],state[-2+29] ,state[-2+31],state[-2+32]);
b_bs(state[-2+45] ,state[-2+46] ,state [-2+48] ,state [-2+50]);

T

state[-2+11] = -((bool) (i3 & 0x1));

state[-2+20] = -((bool) (i3 & 0x2));

state[-2+37] = -((bool) (i3 & 0x4));

i3++;

// OxffOTffffffff

const bitslice_t filter3_1 = f_b_bs(state[-2+11],state[-2+15],state[-2+17],state[-2+18]);
const bitslice_t filter3_2 = f_b_bs(state[-2+20],state[-2+24],state[-2+26],state[-2+29]);

const bitslice_t filter3_4

f_a_bs(state[-2+37],state[-2+46] ,state[-2+47],state[-2+49]);

const bitslice_t filter3 = f_c_bs(filter3_0, filter3_1, filter3_2, filter3_3, filter3_4);
const bitslice_t results3 = results2 & (filter3 "~ keystream[3]);

if (!results3) continue;

state[-2+51] = lfsr_bs(3);

state[-2+52] = lfsr_bs(4);

state[-2+63] = 1fsr_bs(5);

state[-2+54] = 1fsr_bs(6);

state[-2+65] = 1fsr_bs(7);

const bitslice_t filterd_3 = f_b_bs(state[-2+32],state[-2+33],state[-2+35],state[-2+37]);
const bitslice_t filter5_0 = f_a_bs(state[-2+7],state[-2+8],state[-2+10],state[-2+11]);
const bitslice_t filter5_1 = f_b_bs(state[-2+13],state[-2+17],state[-2+19],state[-2+20]);
const bitslice_t filter6_0 = f_a_bs(state[-2+8],state[-2+9],state[-2+11],state[-2+12]);

const bitslice_t filter6_
const bitslice_t filter8_|

= f_b_bs(state[-2+14],state[-2+18],state[-2+20] ,state[-2+21]);
= f_a_bs(state[-2+10],state[-2+11],state[-2+13],state[-2+14]);

1
0

const bitslice_t filter8_1 = f_b_bs(state[-2+16],state[-2+20],state[-2+22],state[-2+23]);
0

const bitslice_t filter9_

= f_a_bs(state[-2+11],state[-2+12],state[-2+14],state[-2+15]);

const bitslice_t filter9_4 = f_a_bs(state[-2+43],state[-2+52],state[-2+53],state[-2+55]);
const bitslice_t filterll 2 = f_b_bs(state[-2+28],state[-2+32],state[-2+34],state[-2+37]);

const bitslice_t filter12_1
const bitslice_t filter14_0
const bitslice_t filter15_0
const bitslice_t filter17_0

f_b_bs(state[-2+20],state[-2+24] ,state[-2+26] ,state[-2+27]);
f_a_bs(state[-2+16],state[-2+17],state[-2+19],state [-2+20]);
f_a_bs(state[-2+17],state[-2+18],state[-2+20],state[-2+21]);
f_a_bs(state[-2+19],state[-2+20] ,state[-2+22] ,state[-2+23]);

for(uchar i4 = 0; i4 < (1<<1);){

state[-2+38] = -i4;
i4++;
// Oxff8TEfffffff
const bitslice_t filter4 4 = f_a_bs(state[-2+38],state[-2+47],state[-2+48],state[-2+50]);
const bitslice_t filter4 = f_c_bs(filter4_0, filter4_1, filter4_2, filterd_ 3, filterd_4);
const bitslice_t results4 = results3 & (filterd4 ~ keystream[4]);
if ('results4) continue;
state[-2+56] = 1fsr_bs(8);
const bitslice_t filter5_3 = f_b_bs(state[-2+33],state[-2+34],state[-2+36],state[-2+38]);
const bitslice_t filter10_4 = f_a_bs(state[-2+44],state[-2+53],state[-2+54],state[-2+56]);
const bitslice_t filter12_2 = f_b_bs(state[-2+29],state[-2+33],state[-2+35],state[-2+38]);
for(uchar i5 = 0; i5 < (1<<1);){
state[-2+39] = -i5;
i5++;
// OxffcTffffffff
const bitslice_t filter5_4 = f_a_bs(state[-2+39],state[-2+48],state[-2+49],state[-2+51]);
const bitslice_t filter5 = f_c_bs(filter5_0, filter5_1, filter5_2, filter5_3, filter5_4);
const bitslice_t resultsb = results4 & (filter5 ~ keystream[5]);
if (Iresults5) continue;
state[-2+57] = lfsr_bs(9);
const bitslice_t filter6_3 = f_b_bs(state[-2+34],state[-2+35],state[-2+37],state[-2+39]);
const bitslice_t filterll_4 = f_a_bs(state[-2+45],state[-2+54],state[-2+55],state[-2+57]);
const bitslice_t filter13_2 = f_b_bs(state[-2+30],state[-2+34],state[-2+36],state[-2+39]);



for(uchar i6
state [-2+4f

i6++;

0; i6 <

0] = -i6;

// Oxffe7Tffffffff
const bitslice_t filter6_4 = f_a_bs(state[-2+40],state[-2+49],state[-2+50],state[-2+52]);
const bitslice_t filter6 = f_c_bs(filter6_0, filter6_1, filter6_2, filter6_3, filter6_4);
const bitslice_t results6 = resultsb & (filter6 " keystream[6]);

if (!results6) continue;
state[-2+58] = 1lfsr_bs(10);
const bitslice_t filter7_3 = f_b_bs(state[-2+35],state[-2+36],state[-2+38],state[-2+40]);
const bitslice_t filter12_4 = f_a_bs(state[-2+46],state[-2+55],state[-2+56],state[-2+58]);
const bitslice_t filter14_2 = f_b_bs(state[-2+31],state[-2+35],state[-2+37],state[-2+40]);
const bitslice_t filter17_2 = f_b_bs(state[-2+34],state[-2+38],state[-2+40],state[-2+43]);
#pragma unroll
for(uchar i7 = 0; i7 < (1<<1);){

state[-2+41] = -iT7;
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// Oxfff7ffffffff

const bitslice_t filter7_4
const bitslice_t filter7 =

(1<<1) )4

f_

£
c_

a_bs(state[-2+41],state[-2+50] ,state[-2+51] ,state [-2+53]) ;
bs(filter7_0, filter7_1, filter7_2, filter7_3, filter7_4);

const bitslice_t results7 = results6 & (filter7 ~ keystream[7]);
if (results7) continue;
state[-2+69] = 1lfsr_bs(11);

const bitslice_t
const bitslice_t
const bitslice_t
const bitslice_t
const bitslice_t
const bitslice_t
const bitslice_t

#pragma

unroll

for(uchar i8 = 0;
state[-2+42] = -i8;

i8++;

// Oxffffffffffff

f
_c
f
_c.
£
£

filter8_3 = f_b_bs(state[-2+36],state[-2+37],state[-2+39],state[-2+41]);
filter10_3 =
filter10 = f
filter12 3 =
filter12 = f
filter13_4

filter15_2 =

_b_bs(state[-2+38],state[-2+39],state[-2+41],state[-2+43]);
_bs(filter10_0, filter10_1, filter10_2, filter10_3, filter10_4);
_b_bs(state[-2+40],state[-2+41],state[-2+43],state[-2+45]);
_bs(filter12_0, filter12_1, filter12_2, filter12_3, filter12_4);
_a_bs(state[-2+47] ,state[-2+56] ,state[-2+57],state [-2+59]);
_b_bs(state[-2+32] ,state[-2+36] ,state[-2+38] ,state[-2+41]);

i8 < (1<<1);){

const bitslice_t filter8_4 = f_a_bs(state[-2+42],state[-2+51],state[-2+52],state[-2+54]);
const bitslice_t filter8 = f_c_bs(filter8_0, filter8_1, filter8_2, filter8_3, filter8_4);
bitslice_t results8 = results7 & (filter8 ~ keystream([8]);

if (Iresults8) continue;
const bitslice_t filter9_3 = f_b_bs(state[-2+37],state[-2+38],state[-2+40],state[-2+42]);
const bitslice_t filter9 = f_c_bs(filter9_0, filter9_1, filter9_2, filter9_3, filter9_4);
results8 &= (filter9 ~ keystream[9]);

if (!results8) continue;
results8 &= (filter10 " keystream[10]);
if (Iresults8) continue;
const bitslice_t filter11_3 = f_b_bs(state[-2+39],state[-2+40],state[-2+42],state[-2+44]);
const bitslice_t filteril =

results8 &= (filteril ~

if (Iresults8) continue;

results8 &= (filter12 ~

if (!results8) continue;
const bitslice_t filter13_3 = f_b_bs(state[-2+41],state[-2+42],state[-2+44],state[-2+46]);
const bitslice_t filter13 = f_c_bs(filter13_0, filter13_1, filter13_2, filter13_3, filter13_4);
results8 &= (filter13 " keystream[13]);

if (!results8) continue;
state[-2+60] = 1fsr_bs(12);
const bitslice_t filter14_3
const bitslice_t filter14_4
const bitslice_t filter1d =
results8 &= (filterl4d - keystream[14]);
if (Iresults8) continue;
state[-2+61] = lfsr_bs(13);
const bitslice_t filter15_4 = f_a_bs(state[-2+49],state[-2+58],state[-2+59],state[-2+61]);
const bitslice_t filter15 = f_c_bs(filter15_0, filter15_1, filter15_2, filter15_3, filteri5_4);
results8 &= (filter15 " keystream[15]);

if (results8) continue;
state[-2+62] = 1fsr_bs(14);
const bitslice_t filter16_2
const bitslice_t filter16_4
const bitslice_t filter16 =

results8 &= (filter16 ~

if (!results8) continue;
state[-2+63] = lfsr_bs(15);
const bitslice_t filter17_4 = f_a_bs(state[-2+51],state[-2+60],state[-2+61],state[-2+63]);
const bitslice_t filterl7 = f_c_bs(filter17_0, filter17_1, filter17_2, filter17_3, filter17_4);
results8 &= (filterl7 " keystream[17]);

if (Iresults8) continue;
state[-2+64] = lfsr_bs(16);

const
const
const
const
const
const

bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t

filter18_0
filter18_1
filter18_2
filter18_3
filter18_4
filterl8 =

f

f

f

£

_c_bs(filter11_0, filter11_ 1, filter11_ 2, filter11_ 3, filterll_4);

keystream[11]);

keystream[12]);

f_b_bs(state[-2+42] ,state[-2+43],state[-2+45] ,state[-2+47]);
f_a_bs(state[-2+48],state[-2+57],state[-2+68],state[-2+60]);
_c_bs(filter14_0, filter14_1, filter14_2, filter14_ 3, filter14_4);

f_b_bs(state[-2+33],state[-2+37],state[-2+39],state[-2+42]);
f_a_bs(state[-2+50],state[-2+59],state[-2+60] ,state[-2+62]);
_c_bs(filter16_0, filter16_1, filter16_2, filter16_3, filter16_4);

keystream[16]) ;

f_a_bs(state[-2+20],state[-2+21],state[-2+23],state[-2+24]);
f_b_bs(state[-2+26],state[-2+30],state[-2+32] ,state[-2+33]);
f_b_bs(state[-2+35] ,state[-2+39] ,state[-2+41] ,state[-2+44]);
f_b_bs(state[-2+46] ,state[-2+47] ,state[-2+49] ,state[-2+51]);
f_a_bs(state[-2+52],state[-2+61] ,state[-2+62] ,state [-2+64])
_c_bs(filter18_0, filter18_1, filter18_2, filter18_3, filter18_4);

results8 &= (filter18 " keystream[18]);
if (results8) continue;
state[-2+65] = 1fsr_bs(17);

const
const
const
const
const
const

results8 &= (filter19

bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t

filter19_0
filter19_1
filter19_2
filter19_3
filter19_4
filter19 =

if (Iresults8) continue;
state[-2+66] = 1fsr_bs(18);

const
const
const
const
const
const

results8 &= (filter20 ~

bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t
bitslice_t

£ilter20_0
filter20_1
filter20_2
filter20_3
£ilter20_4
£ilter20 =

if (!results8) continue;

state[-2+67] = lfsr_bs(19);
const bitslice_t filter21_0
const bitslice_t filter21_1

£

f

f_a_bs(state[-2+21],state[-2+22],state[-2+24],state[-2+25]);
f_b_bs(state[-2+27] ,state[-2+31],state[-2+33],state[-2+34]);
f_b_bs(state[-2+36] ,state[-2+40],state[-2+42] ,state[-2+45]);
f_b_bs(state[-2+47] ,state[-2+48],state[-2+50],state[-2+52]);
f_a_bs(state[-2+53] ,,state[-2+62] ,state[-2+63],state[-2+65]);
_c_bs(filter19_0, filter19_1, filter19_2, filter19_3, filter19_4);

- keystream[19]);

f_a_bs(state[-2+22],state[-2+23],state[-2+25],state [-2+26]);
f_b_bs(state[-2+28],state[-2+32],state[-2+34],state[-2+35]);
£_b_bs(state[-2+37],state[-2+41] ,state[-2+43] ,state [-2+46])
f_b_bs(state[-2+48] ,state[-2+49],state[-2+51] ,state[-2+53]);
f_a_bs(state[-2+54] ,state[-2+63] ,,state[-2+64] ,state[-2+66]);
_c_bs(filter20_0, filter20_1, filter20_2, filter20_3, filter20_4);

keystream[20]) ;

f_a_bs(state[-2+23],state[-2+24],state[-2+26],state[-2+27]);
f_b_bs(state[-2+29],state[-2+33],state[-2+35],state[-2+36]);



~w

const bitslice_t filter21 2 = f_b_bs(state[-2+38],state[-2+42],state[-2+44],state[-2+47]);
const bitslice_t filter21_3 = f_b_bs(state[-2+49],state[-2+50],state[-2+52],state[-2+54]);
const bitslice_t filter21 4 = f_a_bs(state[-2+55],state[-2+64],state[-2+65],state[-2+67]);
const bitslice_t filter2l = f_c_bs(filter21_ 0, filter21_ 1, filter21_2, filter21_3, filter21_4);
results8 &= (filter21 ~ keystream[211);
if (!results8) continue;
state[-2+68] = lfsr_bs(20);
const bitslice_t filter22 0 = f_a_bs(state[-2+24],state[-2+25],state[-2+27],state[-2+28]);
const bitslice_t filter22_1 = f_b_bs(state[-2+30],state[-2+34],state[-2+36],state[-2+37]);
const bitslice_t filter22_2 = f_b_bs(state[-2+39],state[-2+43],state[-2+45],state[-2+48]);
const bitslice_t filter22 3 = f_b_bs(state[-2+50],state[-2+51],state[-2+53],state[-2+55]);
const bitslice_t filter22 4 = f_a_bs(state[-2+56],state[-2+65],state[-2+66],state[-2+68]);
const bitslice_t filter22 = f_c_bs(filter22_ 0, filter22_ 1, filter22_ 2, filter22 3, filter22_4);
results8 &= (filter22 " keystream[22]);
if (!results8) continue;
state[-2+69] = 1fsr_bs(21);
const bitslice_t filter23_0 = f_a_bs(state[-2+25],state[-2+26],state[-2+28],state[-2+29]);
const bitslice_t filter23_1 = f_b_bs(state[-2+31],state[-2+35],state[-2+37],state[-2+38]);
const bitslice_t filter23_2 = f_b_bs(state[-2+40],state[-2+44],state[-2+46],state[-2+49]);
const bitslice_t filter23_3 = f_b_bs(state[-2+51],state[-2+52],state[-2+54],state[-2+56]);
const bitslice_t filter23_4 = f_a_bs(state[-2+57],state[-2+66],state[-2+67],state[-2+69]);
const bitslice_t filter23 = f_c_bs(filter23_0, filter23_1, filter23_2, filter23_3, filter23_4);
results8 &= (filter23 " keystream[23]);
if (!results8) continue;
state[-2+70] = lfsr_bs(22);
const bitslice_t filter24 0 = f_a_bs(state[-2+26],state[-2+27],state[-2+29],state[-2+30]);
const bitslice_t filter24_1 = f_b_bs(state[-2+32],state[-2+36],state[-2+38],state[-2+39]);
const bitslice_t filter24_2 = f_b_bs(state[-2+41],state[-2+45],state[-2+47],state[-2+50]);
const bitslice_t filter24_3 = f_b_bs(state[-2+52],state[-2+53],state[-2+55],state[-2+57]);
const bitslice_t filter24_4 = f_a_bs(state[-2+58],state[-2+67],state[-2+68],state[-2+70]);
const bitslice_t filter24 = f_c_bs(filter24_0, filter24_ 1, filter24_ 2, filter24_3, filter24_4);
results8 &= (filter24 " keystream[24]);
if (!results8) continue;
state[-2+71] = 1fsr_bs(23);
const bitslice_t filter25_0 = f_a_bs(state[-2+27],state[-2+28],state[-2+30],state[-2+31]);
const bitslice_t filter25_1 = f_b_bs(state[-2+33],state[-2+37],state[-2+39],state[-2+40]);
const bitslice_t filter25_2 = f_b_bs(state[-2+42],state[-2+46],state[-2+48],state[-2+51]);
const bitslice_t filter25_3 = f_b_bs(state[-2+53],state[-2+54],state[-2+56],state[-2+58]);
const bitslice_t filter25_4 = f_a_bs(state[-2+59],state[-2+68],state[-2+69],state[-2+71]);
const bitslice_t filter25 = f_c_bs(filter25_0, filter25_1, filter25_2, filter25_3, filter25_4);
results8 &= (filter25 ~ keystream[25]);
if (Iresults8) continue;
state[-2+72] = lfsr_bs(24);
const bitslice_t filter26_0 = f_a_bs(state[-2+28],state[-2+29],state[-2+31],state[-2+32]);
const bitslice_t filter26_1 = f_b_bs(state[-2+34],state[-2+38],state[-2+40],state[-2+41]);
const bitslice_t filter26_2 = f_b_bs(state[-2+43],state[-2+47],state[-2+49],state[-2+52]);
const bitslice_t filter26_3 = f_b_bs(state[-2+54],state[-2+55],state[-2+57],state[-2+59]);
const bitslice_t filter26_4 = f_a_bs(state[-2+60],state[-2+69],state[-2+70],state[-2+72]);
const bitslice_t filter26 = f_c_bs(filter26_0, filter26_1, filter26_2, filter26_3, filter26_4);
results8 &= (filter26 ~ keystream[26]);
if (!results8) continue;
state[-2+73] = 1lfsr_bs(25);
const bitslice_t filter27_0 = f_a_bs(state[-2+29],state[-2+30],state[-2+32],state[-2+33]);
const bitslice_t filter27_1 = f_b_bs(state[-2+35],state[-2+39],state[-2+41],state[-2+42]);
const bitslice_t filter27_2 = f_b_bs(state[-2+44],state[-2+48],state[-2+50],state[-2+563]);
const bitslice_t filter27_3 = f_b_bs(state[-2+55],state[-2+56],state[-2+58],state[-2+60]);
const bitslice_t filter27_4 = f_a_bs(state[-2+61],state[-2+70],state[-2+71],state[-2+73]);
const bitslice_t filter27 = f_c_bs(filter27_0, filter27_1, filter27_2, filter27_3, filter27_4);
results8 &= (filter27 ~ keystream[271);
if (Iresults8) continue;
state[-2+74] = lfsr_bs(26);
const bitslice_t filter28_0 = f_a_bs(state[-2+30],state[-2+31],state[-2+33],state[-2+34])
const bitslice_t filter28_1 = f_b_bs(state[-2+36],state[-2+40],state[-2+42],state[-2+43]);
const bitslice_t filter28_2 = f_b_bs(state[-2+45],state[-2+49],state[-2+51],state[-2+54]);
const bitslice_t filter28_3 = f_b_bs(state[-2+56],state[-2+57],state[-2+59],state[-2+61]);
const bitslice_t filter28_4 = f_a_bs(state[-2+62],state[-2+71],state[-2+72],state[-2+74]);
const bitslice_t filter28 = f_c_bs(filter28_0, filter28_1, filter28_2, filter28_3, filter28_4);
results8 &= (filter28 ~ keystream[28]);
if (!results8) continue;
state[-2+75] = 1fsr_bs(27);
const bitslice_t filter29 0 = f_a_bs(state[-2+31],state[-2+32],state[-2+34],state[-2+35]);
const bitslice_t filter29_1 = f_b_bs(state[-2+37],state[-2+41],state[-2+43],state[-2+44])
const bitslice_t filter29_2 = f_b_bs(state[-2+46],state[-2+50],state[-2+52],state[-2+55]);
const bitslice_t filter29_3 = f_b_bs(state[-2+57],state[-2+58],state[-2+60],state[-2+62]);
const bitslice_t filter29_4 = f_a_bs(state[-2+63],state[-2+72],state[-2+73],state[-2+75]);
const bitslice_t filter29 = f_c_bs(filter29 0, filter29_ 1, filter29_2, filter29_3, filter29_ 4);
results8 &= (filter29 " keystream[29]);
if (!results8) continue;
state[-2+76] = 1lfsr_bs(28);
const bitslice_t filter30_0 = f_a_bs(state[-2+32],state[-2+33],state[-2+35],state[-2+36]);
const bitslice_t filter30_1 = f_b_bs(state[-2+38],state[-2+42],state[-2+44],state[-2+45]);
const bitslice_t filter30_2 = f_b_bs(state[-2+47],state[-2+51],state[-2+53],state[-2+56])
const bitslice_t filter30_3 = f_b_bs(state[-2+58],state[-2+59],state[-2+61],state[-2+63]);
const bitslice_t filter30_4 = f_a_bs(state[-2+64],state[-2+73],state[-2+74],state[-2+76]);
const bitslice_t filter30 = f_c_bs(filter30_0, filter30_1, filter30_2, filter30_3, filter30_4);
results8 &= (filter30 " keystream[30]);
if (!results8) continue;
state[-2+77] = 1fsr_bs(29);
const bitslice_t filter31_0 = f_a_bs(state[-2+33],state[-2+34],state[-2+36],state[-2+37]);
const bitslice_t filter31_1 = f_b_bs(state[-2+39],state[-2+43],state[-2+45],state[-2+46]);
const bitslice_t filter31_2 = f_b_bs(state[-2+48],state[-2+52],state[-2+54],state[-2+57]);
const bitslice_t filter31_3 = f_b_bs(state[-2+59],state[-2+60],state[-2+62],state[-2+64]);
const bitslice_t filter3l_ 4 = f_a_bs(state[-2+65],state[-2+74],state[-2+75],state[-2+77]);
const bitslice_t filter3l = f_c_bs(filter31_0, filter31i_1, filter31_2, filter31_3, filter31_4);
results8 &= (filter31 ~ keystream[31]);
if (!results8) continue;
uchar match_index = 0;
// Save results
while(results8 && (match_index < MAX_BITSLICES)){
uchar shift = clz(results8)+1;
match_index += shift;
// take the state from layer 2 so we can recover the lowest 2 bits on the host by inverting the LFSR
matches [atomic_inc(matches_found)] = unbitslice(&state[-2+2], MAX_BITSLICES-match_index, 48);
results8 <<= shift;
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